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Hi, hereís the bot-in-chief, Aga, with a little foreword. 

We definitely have to keep meeting like this! 
As per tradition, we have hit another milestone between the 
last issue and this one, and yeah, itís a big one. The number of 
total downloads of our issues passed one million! That number 
is high enough to fry even the most advanced botboard. 
And the best thing - that number increases every single day!

Issue #8 that you are reading now will add to that number. It is 
our biggest issue to date! 
Enjoy it, tell your friends about it, visit us at our social media 
profiles or on Gynís Discord (gynvael.coldwind.pl/discord).
Take care, and until we meet again!

CFP for Issue #9 is now officially open, deadline: 30 April 2026!

Aga
Editor-in-chief

Oh look, free space! No, really, I think Aga is leaving some for me 
on purpose (yes, I made the same joke in #6, but I've since 
heard that a joke gets better the more times you repeat it).
Anyway, a couple of notes from the shop side:
With this issue we introduced CFP deadlines. I was pretty 
unsure about doing this in the past, with the approach being 
"we'll publish when we get 50 articles", but I think that was a 
mistake on my part. I should have known (from how I operate 
personally) that clear deadlines are a really good motivator to 
actually get stuff done. And hey, this issue is the largest issue 
so far, so yeah, point taken.
One more change we're introducing is finally having a web 
viewer for the issue (with the PDF remaining the main medium). 
Please note that the current version is "early alpha" and A LOT 
of features are missing, but you'll finally be able to link to 
individual articles to share with your friends.
As always, huge kudos to our Paged Out! Institute team, 
authors, sponsors, designers, and everyone else who made this 
issue happen!

Gynvael
Project Lead

https://zellic.io/
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Breakout
Model Synthesis

Breakout Model Synthesis (BMS) is a Constraint
Based Tile Generator (CBTG) algorithm that attempts
to �nd realizations of tile placements on a 2D or 3D
grid given nearest neighbor tile constraints. The class
of CBTG solvers can aid in game asset development or
artistic creation. Breakout Model Synthesis (BMS) is an
extension to the Wave Function Collapse (WFC) algo-
rithm to allow it to recover from bad choices and re-use
work.

The idea is to start from an indeterminate grid, where
each grid cell has the possibility of holding any tile. A
grid cell location is chosen and a tile is �xed at that
location. Once a tile has been chosen, neighboring tiles
might themselves not have a valid neighbor anymore and
so can be removed from consideration. Once this process
is repeated until no more tiles can be removed, we’re said
to be in an arc consistent state.

We proceed in rounds, where each round �xes a tile
and then propagates constraints until arc consistency.
Rounds are continued until a complete solution is found
or a contradiction is encountered. If a contradiction is
encountered, BMS stochastically backtracks to attempt
to recover.

To stochastically backtrack, BMS chooses a small re-
gion, R, near the contradiction point and then \soft-
ens" it by reverting the region back to a beginning state.
Here, the beginning con�guration, P , is the state after
initial setup constraints and initial constraint propaga-
tion has been done but before the search has started.

After softening, the algorithm proceeds as normal,
continuing its attempt to �nd a resolution. To avoid
getting into cycles, some level of user-de�ned random-
ness can be added as a meta parameter for tile resolution
choice and locations for softened regions.

With BMS, large con�gurations can be discovered
with a minimum of setup. WFC su�ers from contra-
diction sensitivity, needing to restart after a single con-

tradiction has been encountered, whereas BMS can re-
cover from a contradiction by stochastically backtrack-
ing through reversion of a localized region around the
contradiction point.

The backtracking by localized reversion works well for
tile constraints that have local correlations. For con-
straints that have long range implications, BMS can
have di�culty �nding full resolutions. CBTG algo-
rithms of this 
avor, such as WFC, all have similar prob-
lems as they are mostly local solvers without taking into
account longer range correlations.

BreakoutModelSynthesis ( b lock B) f
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BMS was introduced in Hoetzlein’s just math project.
WFC was developed by Gumin, based on the more gen-
eral algorithm by Merrell called Modify in Blocks Model

Synthesis.
The tilesets used for the above runs are: Pill Mor-

tal (CC0), 1985 by Adam Saltsman (public domain),
Overhead Action RPG Overworld by LUNARSIGNALS
(CC-BY-SA3.0), Minirogue by Kingel (CC-BY-SA4.0),
Two Bit Micro Metroidvania by 0x72 (CC0).

Zzyv Zzyzek

Breakout Model Synthesis Algorithms

Blog: https://zzyzek.github.io
CC0 5
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Compiler Education Deserves a
Revolution

Lexing Parsing Typechecking

Lowering Optimize Codegen

Figure 1: Batch Compiler

Crack open any compiler tome from the last cen-
tury and you’ll �nd some variant of the same ar-
chitecture. A pipeline that runs each pass of the
compiler over your entire code before shu�ing its
output along to the next pass. The pipeline halts
at the �rst error, throwing away any work that’s
been completed.

Crack open any compiler, written this millen-
nium, and you’ll �nd nothing of the sort. A silent

shift has occurred in compiler architecture. Modern compilers almost unilaterally use a query
based model.

Rather than run each pass to completion, compilation is structured as a series of queries
depending on each other. You don’t call lexing and then parsing. You ask the compiler "what
does the parsed syntax tree of this �le look like?" and the compiler goes o� and lexes the �le as
part of answering your enquiry. Compilation no longer stops at the �rst error. An error in one
query does nothing to block another, allowing us to collect multiple errors or even ignore errors
in unrelated portions of our code.

Query based compilation is motivated by two factors: incremental reuse and Integrated Devel-
opment Environments (IDEs). As languages have grown more featureful, compilers have taken on
more work to keep up. It’s increasingly important that compilers work incrementally, determining
the code that has changed since last compilation and only recompiling changed code. The query
model helps with this because each query tracks what queries they depend upon. If all a query’s
dependents are unchanged, we know the output of the query is unchanged and we can reuse its
cached value.

Codegen
main

Lower
main

Lower
foo

Type
main

Codegen
foo

Lower
foo

Figure 2: Query Based Compiler

IDEs are only growing in popularity. Especially with
the arrival of the Language Server Protocol (LSP) bring-
ing IDE features to your favorite editor (unless your fa-
vorite editor is nano; very sorry about that). With this
rise in popularity, the way we use compilers has changed.
Our usage is more �ne grained than before. We don’t
want to know the types of our whole program, just the
type of the function we’re looking at right now. I don’t
need the de�nition of every variable in my program, just
the de�nition of the variable under my cursor.

Queries also help us here. We can construct queries
that run over a single function, or even a single variable,
and they’ll only depend on the queries for that function. Executing the minimal set of queries for
our function allows us to answer queries faster. This is important for IDEs because the user is
sitting there waiting for the compiler to get back to them. The faster we can answer, the better
and queries let us do the minimal amount of work to answer.

Query based compilers are all the rage: Rust, Swift, Kotlin, Haskell, and Clang all structure
their compilers as queries. If you want to learn how these new optimal incremental compilers
work, however, you’re hard pressed to �nd resources. Let this be your call to action: persuade
your professors, pester your local PL passionates, phone your representatives. We need more
educational material on query-based compilers.

thunderseethe

Compiler Education Deserves a Revolution Algorithms

Blog: https://thunderseethe.dev
Bsky: @thunderseethe.devCC BY-SA 4.0 7
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When PyTorch builds a computation graph of your
ML model, it tries many di�erent things to make it
fast and memory e�cient. One technique is to take
a joint forward and backward computation graph and
choose which operations should be saved (stored in a
memory and reused) and which operations should be
recomputed.

Each operation takes some time to run and takes up
some memory if stored, and we can only use a limited
amount of memory.

dp knapsack

Currently, the default implementation in PyTorch for
choosing which ops to save and which to recompute
is dp knapsack, which is a dynamic programming ap-
proach to solving 0/1 knapsack. It provides an exact
solution, and for most of the time you don’t need any-
thing faster and less memory hungry. But it has a few
ine�ciencies, because to get a result, we have to allocate
a full 2D table of shape=(number of items, max weight),
which is not great.

We also need to backtrack through the whole table to
retrieve which elements we should store :(

Optimization #1 - sliding window

Chillee (Horace He) who originally worked on memory
planning in PyTorch left a note in the DP knapsack
solver code, saying "this memory can be optimized with
sliding window trick + Hirschberg trick".

Window trick means that instead of building a full DP
table, we slide over a table and use only previous row
and current row. When moving to the next row, the next
becomes the new current and the old current becomes
the previous row. This improvement alone would be
enough if we want to just compute the max value of
items within a given capacity. But we need to know

which items add up to this max value - which items
we should store. That’s why Horace suggested using a
sliding window together with Hirschberg algo.

Optimization #2 - Hirschberg algorithm

It is a divide and conquer approach, kinda similar to
quicksort, because you split problem into smaller ones,
solve them and continue splitting until you solve the
whole problem. The main bene�t of Hirschberg trick for
us is that it gets rid of backtracking.

These two optimizations result with 20x less peak
RAM usage and they are now implemented on the main
branch of PyTorch as dp knapsack sliding hirschberg
:)))
This article was originally published on my blog, in a bit longer form.
Knapsack problem image based on RDSEED’s image in Wikipedia,
CC-BY-SA-4.0 licensed

J�drzej Maczan
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AgentRoam: Playing Open-
World Games with 
Multimodal Models 
Introduction 
AgentRoam is a multimodal agent that can explore 

open-world games (Cyberpunk 2077, by CD Projekt 

RED and Watch Dogs 2, by Ubisoft) by controlling 

player movement, cameras and even taking selfies. The 

project was developed to test out different LLM 

observability platforms, but along the way spun into a 

passion project for exploring open-world game 

environments with Claude, GPT and Llama.  

 

Figure 1 ï Marcus takes a selfie in Ubisoftôs Watch Dogs 2 with 

AgentRoam 

Methods 
This was a project with specific constraints, as we had 

no gaming PC. While we experimented with physically 

controlling an Xbox controller via home automation 

tools, we found this costly and challenging. Our final 

method was to use Better xCloud alongside Python 

scripts to handle keyboard taps, simulating a controller. 

This allowed for more reliable gameplay and greater 

flexibility of what we could control in terms of 

movement and cameras. 

Open-World Games 
As fans of open-world RPGs, our initial experiments 

focused on exploring Cyberpunk 2077ôs Night City as 

well as Watch Dogs 2ôs compressed version of San 

Francisco. However, we believe our approach is 

extensible to other open-world games. 

Architecture 
The architecture for the project is shown within Figure 

(2). We use multimodal models, passing a prompt input 

describing whether we want the model(s) to freeroam, or 

follow a gameôs mini-map. Per prompt, we send 1-2 

screenshots of the game screen to model(s). We receive 

from each model(s) a three-part output, indicating its 

chosen action, length and reasoning (why it chose the 

action). 

 

Figure 2 ï Architecture of AgentRoam. 

The actions the model(s) can take are moving 

UP/DOWN/LEFT/RIGHT, tweaking the camera 

position or taking a photo (either a screenshot or in-

game camera app) The outputs from the model(s) are 

sanitized, then carried out in-game via a virtual 

controller in Python. Outputs are logged via different 

observability platforms (Langfuse and Langtrace) to 

monitor performance. 

Findings 

Enforcing Rules with Models 
We found that developing different prompts for each 

model improved performance. For example, while 

Llama 4 Maverick would often structure its actions 

incorrectly. We therefore had to add numerous rule 

reinforcements into prompts, such as:   

 

 

Figure 3 ï Reinforcing rules with Llama 4 Maverick 

Helping Models Navigate an Open World 
At first, we gave the multimodal just one image of the 

in-game world but found that it struggled to understand 

if it was stuck. We observed a behavior where model(s) 

repeatedly might send the player ricocheting off 

opposite walls. As such, we switched to providing two 

images, the current screen and previous screen sent, as 

well as the five most recent outputs from the model(s) to 

help it understand its history of actions. 

Challenges with Observability 
To record model telemetry, we used both Langfuse and 

Langtrace. We observed bugs with both platforms 

including differing model support and/or documentation 

issues, which unfortunately did hinder to some extent 

our ability to deeply analyse our data. However, we will 

continue to trial both tools alongside others and are 

grateful for the free options provided by both platforms. 

Next Steps 
We will continue to build out AgentRoam in new 

games. Following along @ www.agentroam.dev. 

CLb![ w¦[9Υ 5h bh¢ tw9t9b5 ¸h¦w !/¢Lhb ²L¢I Ψ!/¢LhbΥΩ 
SUBMIT ONLY THE MOVEMENT:LENGTH:REASONING 

H Emblem, R Dosanjh

AgentRoam: Playing Open-World Games with Multimodal Models Artificial Intelligence

Website: https://www.agentroam.dev 
Email: me@agentroam.devSAA-TIP 0.0.7 9
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Class Struggle

Attempts to classify domain names using classi�ers trained
on raw datasets have been discussed as much as using regular
expressions to parse HTML, so let’s add a few more words.

Where is my data?
I want to �nd domains similar to those on the CERT Polska
warning list 1. Obtaining a representative set of legitimate
domains, e.g. from The Majestic Million 2, is unrealistic. As
a result, if I wanted to use any classi�er, my training dataset:

� is radically unbalanced - phishing domains (the ones I’m
interested in) are extremely rare compared to legitimate
ones,

� since the legitimate class would be arti�cially constructed,
my classi�er might label as phishing domains it has never
seen before in training.

One might think that a classi�er with an overrepresenta-
tion of the expected domain type will correctly label them
and recognize the rest as another class. Unfortunately, clas-
si�ers that learn to separate feature spaces without coun-
terexamples may push the decision boundary arbitrarily far
to minimize loss. This is like a diagnostic test labeling ev-
eryone as sick - it achieves 100% sensitivity, �nding all the
truly sick.

You can observe this even in a simple example with a FF
MLP network reproducing the XOR problem 3.

Figure 1: Complete XOR (left) and the decision boundary with an incom-
plete training set.

Autoencoders to the rescue
An autoencoder 4 is a neural network that learns to recon-
struct its training input. The encoder compresses data into a
hidden representation z, and the decoder tries to reconstruct
the original input from it. The model is trained without
labels by minimizing the reconstruction error 5.

Thus, it doesn’t need counterexamples; it doesn’t learn
decisions but representations.

During inference 6, we pass new data through the network
and measure the reconstruction error - a large value means
that the sample is di�erent from the training data. The inner
1 https://cert.pl/en/warning-list/
2 https://majestic.com/reports/majestic-million
3 https://github.com/artur-augustyniak/class_struggle/bl

ob/main/notebooks/xor_nn_decission_boundary.ipynb
4 https://github.com/artur-augustyniak/class_struggle/bl

ob/2287420fa8b5882b3fc603b6660bb50810b764f1/notebooks/

3_autoencoder_train_eval_inference.ipynb?short_path=82

7cbee#L608
5 https://github.com/artur-augustyniak/class_struggle/bl

ob/2287420fa8b5882b3fc603b6660bb50810b764f1/notebooks/

3_autoencoder_train_eval_inference.ipynb?short_path=82

7cbee#L741
6 https://github.com/artur-augustyniak/class_struggle/bl

ob/2287420fa8b5882b3fc603b6660bb50810b764f1/notebooks/

3_autoencoder_train_eval_inference.ipynb?short_path=82

7cbee#L916

layer z serves as an embedding - a compact representation of
the data structure.

Yet EDA - on limitations
Phishing domains are often created to resemble legitimate
ones. Training on the entire corpus would result in an au-
toencoder that reconstructs legitimate domains.

I must restrain my ambitions. To do this, I perform EDA
7 through clustering 8.

From the dataset, I select the cluster(s) of interest - in my
case, domains with certain characteristics 9.

Preprocessing FTW
For the autoencoder to understand the data, it must be vec-
torized. Counting lengths, dashes, etc., loses semantic infor-
mation, so I used TF-IDF statistics 10 on n-grams 11.

The TF-IDF vectorizer doesn’t preserve positional infor-
mation or relationships between n-grams. We can enforce
minimal positional awareness by positional n-grams through
adding start and end markers 12.

Metrics and GOTO EDA
How to choose hyperparameters? I’m not a scientist, so I
do it empirically. For network layer dimensions, remember
that an autoencoder should compress the representation - a
bottleneck is necessary 13. Typically, if your validation loss
increases while training loss decreases, you’ve trained too
long or your model is too large 14.

A nice feature of the autoencoder is that we can apply PCA
15 to its embeddings and try to infer what the autoencoder
has learned.
You can �nd the repository with runnable code here:
https://github.com/artur-augustyniak/class_struggl

e/.

Figure 2: A small AE forced to learn classes (left) and a larger one capable
of generalization. In each case, we are interested in the overlap between
validation and training embeddings.

7 https://github.com/artur-augustyniak/class_struggle/bl

ob/2287420fa8b5882b3fc603b6660bb50810b764f1/notebooks/

1_eda.ipynb
8 https://scikit-learn.org/stable/modules/generated/skle

arn.cluster.HDBSCAN.html
9 https://github.com/artur-augustyniak/class_struggle/bl

ob/2287420fa8b5882b3fc603b6660bb50810b764f1/notebooks/

2_eda_based_data_selection.ipynb
10 https://scikit-learn.org/stable/modules/generated/skle

arn.feature_extraction.text.TfidfVectorizer.html
11 https://en.wikipedia.org/wiki/N-gram
12 https://github.com/artur-augustyniak/class_struggle/bl

ob/2287420fa8b5882b3fc603b6660bb50810b764f1/notebooks/

3_autoencoder_train_eval_inference.ipynb?short_path=82

7cbee#L498
13 https://github.com/artur-augustyniak/class_struggle/bl

ob/2287420fa8b5882b3fc603b6660bb50810b764f1/notebooks/

3_autoencoder_train_eval_inference.ipynb?short_path=82

7cbee#L56
14 https://github.com/artur-augustyniak/class_struggle/bl

ob/2287420fa8b5882b3fc603b6660bb50810b764f1/notebooks/

3_autoencoder_train_eval_inference.ipynb?short_path=82

7cbee#L707
15 https://scikit-learn.org/stable/modules/generated/skle
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LLM Starter: a quick tour through

LLM-related topics for hobbyists

Large Language Models are deep neural networks
(i.e. NNs with multiple hidden layers) trained on vast
text corpora (i.e. datasets used for training) to predict
the next token in a sequence, enabling them to gener-
ate human-like text. The term large in LLMs refers
to their massive number of parameters (billions) and
to the enormous datasets used for their training, en-
compassing terabytes of text data. This scale allows
them to achieve emergent abilities like reasoning and
instruction-following that appear only when models reach
su�cient size.

What are parameters? These are mostly weights and
biases within the model’s neural network. There are also
externally con�gurable hyperparameters that guide
how the model learns or generates text, e.g., tempera-
ture (controls randomness/creativity), top-p and top-
k (controls vocabulary selection), max tokens (limits
response length) or frequency/presence penalty (dis-
courages word repetition).

At the heart of virtually all modern LLMs lies the trans-
former architecture, introduced in Vaswani et al.’s
2017 Attention is All You Need. The self-attention
mechanism proposed there enabled more e�cient train-
ing on GPUs and TPUs via parallelization, which in
turn contributed to the exponential growth of LLMs.
Further advancements in the �eld include employing a
decoder-only transformer architecture, which uti-
lizes only the decoder portion of the original transformer
design. The advantages are better scalability, simpli�ed
and more stable training, and design tailored for common
LLM applications like chatting, storytelling or code com-
pletion. The original transformer design seemed to be
better suited for text translation and summarization (do
you remember BART and T5 models?), but eventually,
it was replaced by decoder-only models enhanced with
Mixture-of-Experts designs. MoE is a simple way to
use only parts of the model, with the parts chosen accord-
ing to the input. The key goal is to reduce computing
cost by querying a small subset of the experts.

The largest and most capable LLMs are generative
pre-trained transformers, meaning they were trained
using a method described in Radford et al.’s 2018 Improv-

ing Language Understanding by Generative Pre-Training.
The training pipeline is divided into two stages. The �rst
stage (unsupervised pre-training) involves learning a
high-capacity language model on a large corpus of text.
It establishes the model’s fundamental language capabil-
ities, world knowledge, and reasoning skills through a
simple yet scalable training objective: given a sequence
of tokens, predict the next token. Pre-training requires
massive computational resources - often thousands of
GPUs/TPUs running for months. This is followed by
a supervised �ne-tuning stage, where the model is
adapted to a discriminative task with labeled data.

To align the model with human preferences, an additional
stage is often employed, which incorporates qualitative
feedback. In this process, human raters evaluate multiple
model responses to the same prompt, creating a reward
model that learns to distinguish preferred responses. The
LLM is then �ne-tuned using reinforcement learning to
maximize these reward signals, resulting in outputs that
are more helpful, harmless, and honest according to
human judgment. This training stage is called Rein-
forcement Learning from Human Feedback. The
key di�erence from supervised �ne-tuning is that SFT
teaches the model what to say, while RLHF teaches it
how to say it in a way that humans prefer.

Early LLMs (including models by OpenAI and Google)
were trained on BookCorpus, an illegally acquired dataset
consisting of around 7,000 self-published books (~4.61
GiB). Other historically noteworthy datasets are 1 Bil-

lion Word Language Model Benchmark (~1.7 GiB) and
WebText (~40 GiB). Corpora used to train modern LLMs
include Common Crawl (~386 TiB), Colossal Clean

Crawled Corpus (C4 for short, ~40 TiB), and The Pile

(~886 GiB). The size is not the only factor in�uencing
data usefulness. Cleaned and deduplicated datasets tend
to be more useful, though smaller in size. Datasets used
for �ne-tuning are even smaller. By the way, some stud-
ies suggest high-quality language data may be depleted
before 2026, potentially limiting future scaling (Villalo-
bos et al.’s 2024 Will we run out of data? Limits of LLM

scaling based on human-generated data).

How to assess the model’s performance? Benchmark!
Traditional benchmarks measure performance on speci�c
tasks including general language understanding (MMLU,
TruthfulQA, HellaSwag, BBH ), reasoning (math prob-
lems: GSM8K, MATH, CMath, coding: HumanEval,
MBPP), specialized domain knowledge, safety (red-
teaming), alignment (bias measurements). A more prac-
tical approach includes the LLM-as-a-judge technique,
where more powerful LLMs assess outputs of smaller
models, but also the evaluation of non-functional re-
quirements such as latency (response time), throughput

(requests processed per second), and cost per inference.

Do you want to play with LLMs at home? Install Py-
Torch and Transformers, and run the following code
(it worked on my i3-3110M with 8 GB RAM, no GPU!):

import torch; from transformers import \

AutoTokenizer as t,AutoModelForCausalLM as m

n="deepseek-ai/deepseek-coder-1.3b-instruct"

tokenizer=t.from_pretrained(n, \

trust_remote_code=True)

model=m.from_pretrained(n, \

trust_remote_code=True,dtype=torch.bfloat16)

msgs=[{’role’:’user’,’content’:

"write a quine in python."}]; r = "pt"

i=tokenizer.apply_chat_template(msgs, \

add_generation_prompt=True,return_tensors=r)

out=model.generate(i,max_new_tokens=512)

print(tokenizer.decode(out[0][len(i[0]):]))
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LLMs as Cyber 
Threat Intelligence 

Assistant 
You get a report about recent campaign or activity and need 

to pull TTPs from it. So, you open CISAôs good practices for 
MITRE ATT&CK mapping1, the MITRE ATT&CK matrix, 

and start reading the report two or three times, trying not to 

omit any TTP. 

Sounds familiar? But what if we could use LLM for 

thaté? 

1. Prompt engineering 

 

I started with GPT-5 and began crafting ñthe perfect promptò. 
 

First, I placed GPT-5 into the role of Cyber Threat Intelligence 

Analyst. Then, I explained the task and pointed it to 

the MITRE2 as the source. I used one-shot prompting to 

provide a simple example. 

 

As a sample for the test, I used a portion of the CISCO Talos 

report about Qilin ransomware group3. GPT-5 performed well, 

but omitted text that did not explicitly mention TTPs. 

 

So, I revised the prompt, adding more details, requesting it to 

include the entire text in the response and inject identified 

TTPs directly into the text. This significantly improved the 

result. Then, I refined the structure again and requested GPT-

5 to bold identified TTPs and include them in a table. 

 

This worked, but one issue remained: GPT-5 consistently 

misidentified T1484, which should be Domain or Tenant 

Policy Modification, according to MITRE4. Even when 

pointing GPT-5 to the MITRE GitHub repository, it still 

named it incorrectly. Then, I added a request of adding URLs 

to MITRE techniques in the output table, which improved 

clarity but did not resolve the mislabeling. 

 

2. Comparing Models 

 

I compared GPT-5, Gemini 2.5 Pro, Claude Sonnet 4.5, and 

Microsoft Copilot version available in November 2025, using 

the same prompt that has been used above. Each model used 

the same extended sample text from CISCO report. CISCO 

includes a TTP summary table in their Qilin report, so I used 

it as a reference. 

 

GPT-5 achieved the best results, but with accuracy only 

slightly above 50%. This is not reliable enough. I needed a 

better approach. 

 

 

 
1 https://www.cisa.gov/sites/default/files/2023-

01/Best%20Practices%20for%20MITRE%20ATTCK%20M

apping.pdf 
2 attack.mitre.org  

CISCO listed 23 TTPs in the report 

 GPT-5 Copilot Gemini Claude 

Identified TTPs 20 23 21 26 

Match with CISCO 11 9 9 13 

 

2.1. Rethinking the Goal 

 

I tried different prompts, also with XML tags and yet I could 

not get close to 100% accuracyé I took two steps back to 

rethink the whole idea and I realized that: 

 

1. I do not actually need text with injected TTPs. 

2. Differences between human and LLM output 

do not automatically mean that the LLM failed. 

 

The table of TTPs is what matters and if something needs 

clarification, I can still manually refer to the report. That is 

why descriptions from the report need to be present in the 

table. 

 

Humans miss TTPs, LLMs miss TTPs. Humans may see TTPs 

where they should not, LLMs may do the same. Both can fall 

into cognitive bias. The goal is to have a reliable assistant, not 

a perfect replacement. 

 

3. Trying Again 

 

I slightly modified the prompt and used GPT-5 with 

Extended Reasoning. I included contextual 

guidance, CISAôs best practices1, and emphasized reasoning 

over keyword matching. 

 

I tested this prompt against various sources (CISA, Rapid7, 

CISCO Talos) and the results are quite different. The best 

outcome was achieved when analyzing CISA report (14 out of  

19 identified TTPs were also identified by CISA). In all cases 

the accuracy did not go below 50%. 

 

Then, I changed the way I provide LLM with examples. 

Instead of providing the text, I added linked examples from 

CISCO, Trend Micro, and CISA to demonstrate expected TTP 

reasoning patterns.  

 

This raised performance to 71ï80%, with one outlier at 45%. 
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Identified 

TTPs 

10 11 25 20 12 20 12 14 

Matched 

TTPs 

- 8 - 16 - 9 - 10 

 

4. Disclaimer 

 

All reports used are publicly available. For these tests, no 

reports behind any type of paid access were used. 

3 https://blog.talosintelligence.com/uncovering-qilin-attack-

methods-exposed-through-multiple-cases/ 
4 https://attack.mitre.org/techniques/T1484/ 
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