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HELLO, THIS IS YOUR (DEFINITELY)
HUMAN EDITOR, AGA.

| really like interacting with other
humans just like me.

Working on Issue #4 allowed to
interact with so many of you. To
read a lot of very nice things about
the magazine and the work of the
whole Pagedout Institute crew.

iThank you for keeping the zine
culture alive

iWhat a great project?

iThisis cooli

Yes!
Itis so cool to be making this, have many T(oday)IL(earned)
moments, and get to correspond with so many talented and
passionate people. | love writing the words éthe article is ready
to be published..

The three issues published thus far have been downloaded over
370K times altogether. My human calculations tell me itis a lot.
Letis add to that with the newest issue. This time weive also
added some art for your viewing pleasure. Been wanting to do
that for a while, and now weive succeeded!

We are letting the Issue go from our hands into yours.

Read it, share it, enjoy it!

And let it inspire you to write for us! We want more, more
articles, art, and issues! )

Aga

Editor-In-Chief

Hey, woah, we have some space left, so I'm going to use it!
And there's no better way to use it than to again thank the
whole team, all the authors, and artists for making this issue
happen! Thanks everyone fi great work!

Anyway, this is the second issue that we've released after
coming back from the hiatus. We're still optimizing our internal
processes and still working on the PDF compilation engine (#4
should have less bugs than #3; PDFs are complicated, OK?), but
we're already looking forward to #5!

Gynvael

Project Lead

Athanasios KOStODOU|OS This zine is free in electronic format! Feel free to share it around! Tell your friends about it!
and others! Licenses for most articles allow anyone to record audio versions and post them online O it
might make a cool podcast or be useful for the visually impaired. When in legal doubt, check
the given article's license or contact us at articles@pagedout.institute. If you would like to
print or get printed copies, see https://pagedout.institute/?page=prints.php or email
prints@pagedout.institute. If you would like to sell printed copies, please see
https://pagedout.institute/?page=commercial-prints.php
Want to sponsor Paged Out!? Awesome! Please reach out to us at ads@pagedout.institute
Paged Out! is published and managed by:
HexArcana Cybersecurity GmbH, Cholenmoosweg 5, 8952 Oberrieden, Switzerland
UID: CHE-427 698 122, WWW: https://hexarcana.ch, email: contact@hexarcana.ch

If you like Paged Out!,
share it with your friends!
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Artificial Intelligence

Building automated
machine learning
with type inference

HuggingGP T2 showed that it’s possible to use Large
Language Model (LLM) to automate the machine learn-
ing. LLM can decide what task should it run and choose
a right model for the task, based a natural language
description. Hugging Face® has a rich catalog of mod-
els to pick from. LangChain* shows that it’s useful to
integrate Al calls into regular Python code. Function
calling® in OpenAl API and Stanford NLP’s DSPy®”
framework have independently opened our eyes to get-
ting structured output from LLM.

Let’s use their ideas, combined with output type in-
ference, and we can start building programs like this

def dog_hat_appender(image):
if ai("is there a dog on the image?", image)
return ai(""draw a hat on dog’s head",
¥ image)

return ai(""draw a dog with a hat on this
,¥ 1mage", image)

Under the hood, our implementation of ai(*'query",
data) starts with sending a request to LLM to analyze
the user’s query in order to retrieve the most important
traits of the query { task type and return type

client.chat.completions.create(
model="gpt-3.5-turbo-0125",
messages=[{"role": "user", "content": query
1! }]1

tools=tools_run)
Those traits are de ned inside tools_run

"task_type": {
"type': "string"”,
"enum": [ ..., "image to text", ... ],

"description': "Type of task that machine
,¥ learning model should perform, based
,¥ on a description of what user expects
1 from a model™, },

"return_type": {

"type': "string",

"enum": ["boolean, "string"”, "number",
, ¥ image"”, "audio"],

"description”: "Decide what type of value
,¥ corresponds to the output from the
,¥ user’s query the most", }

lhttps://arxiv.org/abs/2303.17580
2https://github.com/microsoft/JARVIS
Shttps://huggingface.co
4https://www. langchain.com/langchain
Shttps://platform.openai .com/docs/guides/
function-calling
Shttps://arxiv.org/abs/2212.14024
"https://github.com/stanfordnlp/dspy

https://github.com/jmaczan
https://maczan.pl
https://x.com/jedmaczan

Building automated machine learning with type inference

This way, | expect LLM to provide us both:

- what task type matches the user’s query the best
(task_type)

- a return type of a response to the user’s query
(return_type)

Now we can run a model from Hugging Face. To run
a model for a chosen task type, we use getattr. It re-
trieves a method from InferenceClient instance. To get
the method, it uses the name of the attribute, which is
an str stored in task_type variable

method_to_call = getattr(inference_client,
1 task type, None)

call _key =
,¥ data_to_inference_client_call_property(
, ¥ task type)

if call_key in ["audio™, "image']:

file = await file[0].read()

result = method_to_call (**{
,¥ data_to_inference_client_call_property(
, 1 task_type): file})

data_to_inference_client_call_property is a
helper function that retrieves a key (like: "text",
"audio™) needed for calling an inference endpoint. A
value is a le provided by the user (if any).

Okay. We get some output from the API call above,
but since we support many di erent types of tasks, we
have to handle the variety of possible kinds of responses
- whether it’s image classi cation or something else.

We can once again delegate the thinking part to LLM,
by including the Hugging Face Inference Endpoint re-
sponse into a prompt, together with user’s original query
and the expected return type. The prompt is too long to
put it here, but the most important thing is that it tells
the LLM to synthesize the response to its most compact
form, as a response_type type

This way, we get a response that is always an str like
"blue", "true", "5", "dog".

In the latest step, we parse this textual response to a
value of the most relevant Python type, like

if response_json == "true":
return True

if response_json == "false":
return False

try:

return int(response_json) # if that worked,
,I then it’s a number
except:
return response_json # it’s either string or
0 a file

Poor man’s version of HuggingGPT + LangChain +
Python types, as promised :D Full source code is in text-
to-ml GitHub repository®. Happy hacking!

8https://github.com/jmaczan/text-to-ml

J drzej Maczan

SAA-ALL 0.0.7
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Python runs shellcode
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Occasionally, you might feel an
inexplicable urge to execute x86-64
shellcode directly in Python.
What is that? You never do?
Well, here are two(ish) ways
to do it anyway ;)
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Gynvael Coldwind, ukasz Olejnik

CCBY 4.0

https://twitter.com/gynvael
https://infosec.exchange/@gynvael
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Cryptography

Exploring Basic Cryptography in
Games:

On the Example of Alice & Smithis The Black
Watchmen!

(Alice & Smith, The Black Watchmen)

| stumbled upon the game a couple of years ago. It is
one of the ARG-genre games that sends the player
out into the world (online but also optionally offline in
the physical world) to look for answers to its
questions. | do not have a background in IT or
cryptography, but | love languages and puzzles. This
game offers fun with both.

| wanted to focus on the overview of various methods
the game uses to obscure the message that it wants
the player to decode.

We start with a simple hiding of a shorter message
within a longer one in our first tutorial mission. The
game eases the player in gently, offering in a clever
way as a page in the archive information on
how to recognize the basic codes like decimal,
hexadecimal, ROT13? The first codes are simple:

105 110 32 112 111 115 105 116 105 111 110°

jii-cnfgrova.pbz
35354c 71 59 4e 68 4c

So far so good.

! Official game page:
https://www.blackwatchmen.com/

2 To be decoded on the site the link to is provided by
the game https://www.asciitohex.com/

% | am not offering the decoded version, to not spoil
the fun for anyone willing to play the game or the
reader who would like to have a crack at the code
themselves.

Exploring basic cryptography in games

But this is only a taste of what the game offers and
how it hides its messages. To avoid spoilers, | will
mention some of those ways in no particular order,
without delving too deeply into examples.

One of the methods uses the AES encryption
algorithm with a proverb as the password. There is
also an image attached to the encrypted text that
hides secrets needed to decrypt the message. It is
done masterfully, and it did send me first on a wild
goose chase after the origin of the image. But the way
to go was to just look at it very closely.

The (not complete) list of other cryptography and

steganography methods the game taught me about

includes:

0 message that looks like itis in binary (e.g.,
001111) but actually uses the Braille

alphabet

0 old dead languages and runes that first need
to be recognized to be decoded (like old
Persian language)

6 non-printable Unicode characters

0 hiding messages in the spectra of audio files

6 various ciphers* (e.g., pigpen, beaufort,
rolling XOR, four-square, rail fence, VIC,
nihilist, Arnold, playfair)

0 Morse code

0 word search hiding the name of the cipher to
use among the words to cross out

0 hiding the message in an image that can

only be revealed using an appropriate layer
filter in a graphics software

Thatis quite a lot (and it does not even exhaust all the
possibilities that The Black Watchmen explores). The
game offers both a fun way to learn decryption
methods and an engaging story where the player, as
an agent of a secret organization, the titular Black
Watchmen, is incentivized to use them. | am no expert
cryptographer after playing it but | do feel that | would
be able to decode basic messages which were
encrypted using some of the mentioned methods. As
for how that looks in practice I hope | have
encouraged at least some of you to give the game a
go and see for yourselves :) | had a lot of fun playing
it, and | hope so will you if you give it a chance :)

4 Wikipedia has a lot of information on each of them.

Aga

SAA-ALL0.0.7
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Quantum Random Number Generation

Cryptography

Quantum Random Number Generation

1 Abstract

Random number generation (RNG) is an important topic
with vast applications, especially in relation to cyberse-
curity. Most of the RNGs programmers use in practice
are pseudo-random number generators. But could there
be a way to obtain numbers that are truly random?

2 Quantum realm

The answer is yes, and one (natural') way to do it is
with quantum mechanics, which is inherently random.
Therein a qubit (quantum bit) can be found in a su-
perposition state.? Operationally, this means that the
qubit is both 0 and 1 at the same time. However, due to
the state collapse { one of the most basic rules of quan-
tum mechanics { we can measure only one of these val-
ues simultaneously, and the result of such measurement
is probabilistic. While in general it can be more probable
to obtain one or the other, there’s a way to equalize it.
Let us consider a speci ¢ quantum state® jRi:

M

where H is an operator called the Hadamard gate. The
rules of quantum mechanics state that there’s equal prob-
ability (equal to 0.5) of obtaining jOi and j1i (that can be
interpreted as 0 and 1) when performing a measurement
on jRi. This means that, in the end, we are left with a
naturally random bit.

jRi:=Hjoi = %GOi + jli);

3 (Q)RNG

In this work, we will use the giskit library,* with which
we can use the IBM quantum machines. We prepare a
class that will create jRi state and measure it on a quan-
tum device or a simulator thereof. The code is presented
on the listing below:

from qiskit import QuantumCircuit, Aer, execute
class QRNG:
def __init__(self) -> None:
self._circuit = QuantumCircuit(l, 1)

self._circuit.h(0)
self._circuit.measure(0, 0)
self.backend = Aer.get_backend(”’
gasm_simulator?)

def get_random_bit(self) -> int:
job = execute(self. circuit, self._backend,
shots=1)
counts = job.result().get_counts()
return list(counts.keys())[0]

And now, we can run the following code to obtain a nat-
urally random bit.

grng: QRNG = QRNG(Q)
random_bit: int = qrng.get_random_bit()

There are, however, a few more, practical things that we
would like to address in the last section of the page.

4 Final words

An observant reader might notice that we aren’t using a
guantum device in the example, but rather a simulator.
This means that the code we present actually still gen-
erates a pseudo-random bit in a very elaborate way. To
change that, one would have to assign a real quantum
device handle to the backend object of the QRNG class
instance.

A more observant reader might also notice the shots pa-
rameter { which describes the number of repetitions of
the circuit executions { and be tempted to increase it in
order to get multiple random bits in one run. This won’t
work, since the order of the results is not known to us
(only their counts®).

A commented version of the code with a Jupyter note-
book can be found on my GitHub.

1By natural, | mean to highlight the fact that the nature of quantum mechanics is probabilistic. The bit that we’re about to generate
via execution of a quantum circuit is random by necessity (laws of nature).

2Think Schrodinger cat { dead and alive at the same time.

3The notation | introduce here is called bra-ket notation and is a standard one in quantum computing.

4https://qiskit.org/

5The reason for that is not a quantum phenomenon, but simply giskit’s convention. In the most of the quantum computing experi-
ments, we’re interested in the statistics rather than separate experiments results.
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Inigo Quilez

Public Domain

Demoscene

ivec3 conmpute( int x, int y)
int R B;

int u X- 36;

int v 18-y;

int v2 = v*v;

int h = u*u + v2;
i f( h<200 )

420;
520;
int t
int p
int g
int s
int w

w>

0

Py
11

5000 + h*8;
shift(t*u, 2);
shift(t*v, 2);
q+d;

18 + shift(p-s,2);
) R += ww;

= s + 2200;

shift (R0, 4);
shift(B*o,4);
p>-q)

o

i f(

int

~- WD
1

int z = shift(p+q,1);
R += z;
B += z;

}

else if( v<0)
{

R = 150 + v+v;

B = 50;

int p=nh+ 8*v2;

int ¢ = -240*v - p;

if( ¢>1200 )

{

int o =shift(6*c,1);

shift(c*(1500-0), 2)-8360;
shift(R*o, 3);
shift(B*o, 3);

Py
I n

>
-
oo

3200- h-2*(c+u*v);
)

>0 R += d;

int ¢ = x + 4*y;
132 + ¢;
192 + c;

W 0

m n(R, 255);

m n(B, 255);
int G=shift(Rr7+3*B, 1);
return ivec3(R G B);

}

/'l renmove last n decimal digits fromx
int shift( int x, int n);

o> nat
I n

iquilezles.org

https://www.youtube.com/@InigoQuilez

https://twitter.com/iquilezles
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smol: the Shoddy Minsize-Oriented Linker

The demoscene hosts many sorts of competitions
and sub-scenes, one of them being 4k intro. In
such a competition (or compo), entries are expected
to give the audience an audiovisual demonstration
of several minutes, while the executable may only
be at most 4096 bytes in size. This is typically
achieved by generating visuals purely with shaders,
and using a software synthesizer for music playback.

However, these methods only get you so far. The
resulting binary must then be compressed using a
special-purpose executable compressor or packer.
Such a tool needs to perform two tasks: optimizing
linking (removing le format overhead) and com-
pression. This article describes the tricks used in
the optimizing linker smol.

ELF les are complex beasts: they come with an
ELF header which points to both the section head-
ers and the program headers (phdrs). The former
is only used during ‘compile-time’ linking, while
phdrs contain all information for the runtime.

To discover the external functions imported by
a dynamically linked binary!, the runtime linker
(1d.so) parses the phdrs in search for one marked
PT_DYNAMIC, which is the entry for the dynamic ta-
ble. This table contains a number of type-value
pairs, including pointers to the symbol table, global
0 set table (GOT), procedure linkage table (PLT),
relocation table, and so on. So, there is a lot of stu
stored in an ELF le, and it’s best to bypass it all.

How? The dynamic table has one ‘non-
documented’ entry, DT_DEBUG. While my system’s
elf.h include header describes it as \For debug-
ging; unspeci ed", it is more or less always lled by
1d.so with a pointer to an r_debug struct (see your
system’s Iink.h le). This is the case on Linux,
many if not all BSDs, etc., and is probably an ‘un-
o cial’ part of the SysV ABI. This weird detail is
used by debuggers to gure out how dynamic li-
braries are linked together at runtime.

What’s special about this r_debug struct? Well,
it has a pointer to a very important struct called
link_map, a doubly linked list of all loaded shared
libraries®. Its 1_1d eld lets us search through the
symbol tables of all these libraries in the link_map.

This is what another tool, dnload, uses: it man-
ually walks over the symbol tables of all imported
DSOs, and fetches the addresses of all needed ex-
ternal functions by comparing their names with a
stored 32-bit hash. A small assembly stub inside
the program does all these tasks. This works quite
well, see e.g. many intros by Faemiyah.

We can optimize the previous idea of walking
link_map a great deal more, at the cost of mak-

IWe need dynamic linking because the GPU drivers
(Mesa) largely live in userspace, not in the kernel.
2Fun fact! dlopen also just returns a link_map.
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ing it glibc-speci c. If you look at the glibc source
(include/link.h, to be precise), you’ll notice the
link_map structure actually has a lot more elds
than just the standard SysV edition. This includes
a symbol hash table that glibc itself uses to speed
up symbol resolution (I_gnu_buckets etc.). We can
simply reuse this data so we don’t have to calculate
hashes from strings at all. This cuts away both code
needed to calculate the hashes and code needed to
parse all those ELF tables. Though, there’s a slight
problem here: I_info tends to change size every
few glibc releases. This can be worked around by
scanning for 1_entry and taking an o set.

The second trick relies on a fun implementation
quirk of dynamically linked executables: the kernel
loads the binary and Id.so into the process ad-
dress space, and then jumps to the entrypoint not
of the executable, but of Id.so. The latter then does
all its loading magic, before jumping to the entry-
point of the actual program. This last bit of code
(RTLD_START in sysdeps/x86_64/dl-machine.h)
actually leaves a pointer to the link_map on the
stack for us to use. We don’t actually have to
bother with phdrs and dynamic tables and r_debug!

Shader code is just ASCII text, so if an intro has a
lot of it, it might actually be bene cial to have more
ASCII strings in the binary and less x86, to make
things compress better. This is possible by using
yet another implementation quirk: at the very be-
ginning of the GOT (in .bss, thus never in the le
on disk), 1d.so always places a pointer to a magic
_dl_fixup function. This function will automagi-
cally a) resolve a function from an external library,
b) poke the address of the resolved function into
the GOT, and c) call the function. We can use this
to obtain dlsym, and using that, any other symbol,
using basically no code nor on-disk ELF headers.

If you want to try smol, go to
e.g. https://gitlab.com/PoroCYon/
linux-4k-intro-template (which provies a
full example together with compression), and enter
the 4k intro compo at a demoparty near you!

DT_DEBUG —}r_debu?link_map _>s¥£%)eol

old uppr‘uuch'
LR
‘\?, = Startup l
tack GNU hash
(] s Y
“ GOT magic dl_fixup external
= Id.so poke P dl_ > function

Sadly, this page contains too much information
to include source code listings and links to further
information. Instead, all this information is col-
lected at https://gist.github.com/PoroCYon/
e3bb296ealb1800fb813bfh38933df0b or https:
//pcy.be/smol-extref._html.

@pcy@icosahedron.website
https://github.com/PoroCYon
https://gitlab.com/PoroCYon
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