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Hi, I'm Aga and I'm the new Editor-in-Chief of Paged Out! :)

Joining the project, I knew that it was important to many 
people, but I was still pleasantly surprised when I read emails or 
tweets expressing the happiness that after a long hiatus, 
Paged Out! is coming back.

It showed me the power that putting diverse, interesting, 
complex, or ground-breaking ideas on one page has.

It took a while for us to get here, to the point where we can 
share the Issue with you, but now we're back, and we're here to 
stay.

Issue 3 happened because of all the great authors who took 
their time to write engaging, interesting, and all-around great 
one-page articles and submitted them to us.

I would also like to thank our reviewers for their hard work and 
dedication and our DTP team that made this comeback 
possible, as well as everyone else who helped us along the way.

There is still work to be done and changes to be made, but with 
such a wonderful team and community on our side, the future 
of Paged Out! looks bright.

As we are releasing this Issue into the world, we hope you will 
enjoy it, share it with others, and allow it to inspire you to write 
something of your own.

Happy reading!

Feedback and submissions can be sent to 
articles@pagedout.institute or you can come and join us on 
Discord (https://gynvael.coldwind.pl/discord)

Aga
Editor-in-Chief
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AIleister Cryptley, a GPT-fueled

sock puppeteer

Have you ever wondered how to make your sock puppet
more �eshed out without any substantial work on your
behalf? Now, with LLMs (large language models) to
help you, it’s easier than ever.

The goal

Imagine that you are new to OSINT, and you’ve heard
that at some point, it would be good for you to make
a fake pro�le on social media for your investigations.
However, you’re a busy fellow. There’s just no way you
can handle an imagined persona. Incorporating posting
on social media into your schedule might be a daunting
task. But fret not! AIleister is here to help.

The idea

Most of us know that the LLMs can talk about literally
anything now. ChatGPT even passed the Turing test
a few months back. We can use it to our advantage
and make it say things for our sockpuppet. Introducing:
AIleister Cryptley � a cybersec occultist. He recently
started sharing pieces of gpt-generated cybersec tips on
Twitter. All by himself!

The plan of the game is as follows. We start by generating
a message to post � that’s what ChatGPT will do for us.
The output will be a ready-to-post string that we will �
after some random delay � post on social media (Twitter
in this example). This way, we will simulate the activity
of an actual person on our account.

The implementation

If we know what we want to do, the rest of the project is
trivial. You can even ask ChatGPT to generate it for you
(and tweak it a little). First, we need to get a ChatGPT
tip. We can use the following function for that.

def get_tip() -> Optional[str]:

response = openai.ChatCompletion.create(

model="gpt-3.5-turbo-16k",

messages=[

{"role": "system", "content":

"You are a human knowledgeable in "

"cybersecurity, programming and AI."},

{"role": "user", "content":

"Can you give me a tweet-length "

"cybersecurity, programming or AI tip "

"(or trivia)? It can also be a pun."}

]

)

return response.choices[0].message[’content’]

But, to use OpenAi’s API (or Twitter API), we need API
keys. By storing them in the environmental variables,
we can easily access them!

# Load environment variables

openai_api_key = os.getenv(’OPENAI_API_KEY’)

x_api_key = os.getenv(’X_API_KEY’)

x_api_secret_key = os.getenv(’X_API_SEC’)

x_access_token = os.getenv(’X_ACC_TOKEN’)

x_access_token_secret = os.getenv(’X_ACC_TOKEN_SEC’)

x_bearer_token = os.getenv(’X_BEARER_TOKEN’)

# Initialize OpenAI

openai.api_key = openai_api_key

Now, we want to post the tip. This can be done with
the following piece of code.

def post_to_twitter(message: str) -> None:

client = tweepy.Client(

consumer_key=x_api_key,

consumer_secret=x_api_secret_key,

access_token=x_access_token,

access_token_secret=x_access_token_secret,

bearer_token=x_bearer_token

)

client.create_tweet(text=message)

Finally, we can add some posting time randomization
and �nish the script.

if __name__ == "__main__":

if random.randint(1, 100) == 1:

tip = get_tip()

if tip:

delay_minutes = random.randint(0, 60)

time.sleep(delay_minutes * 60)

post_to_twitter(tip)

The wrap-up

There are several things to note.

� The part about getting the API keys and storing
them in the environmental variables wasn’t covered
on this page. Luckily, it’s not that complicated.

� Access to OpenAI API is not free (that’s why the
script uses a cheaper gpt-3.5 model).

� An extended version of the presented code can be
found on my GitHub (link in the footer). You
can �nd the setup description and broader explana-
tion/justi�cation of the code in the README.

� The script runs have to be scheduled. You can use
CRON (Linux/Mac) or Task Scheduler (Windows)
to do that.

� AIleister’s Twittter can be found here.

The disclaimer

This page was not generated by AI (although the temp-
tation was there).

Tomasz Rybotycki

AIleister Cryptley, a GPT-fueled Sock PuppeteerArtificial Intelligence
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Beyond The
Illusion - Breaking
RSA Encryption

Many people seem to think that encryption is some
kind of black box in which magic is done that is only
comprehensible by the best in the �eld. This article
aims to not only put in perspective how encryption can
be broken, but also to show the reader that encryption is
sometimes nothing more than simple mathematics. This
article will hopefully add to the reader’s understanding
of cryptography so that they may realize that cryptog-
raphy, in Snowden’s words, is no arcane, black art. It’s
a basic protection!

RSA (Rivest-Shamir-Adleman) is a widely used asym-
metric cryptographic algorithm. There are a few meth-
ods of breaking it if it is implemented incorrectly. The
method discussed in this article is a mathematical attack
on RSA that focuses on factorization attacks in order to
derive the private key from the public key, which is more
commonly known as the RSA problem.

Key Generation

It is important to understand the process of key genera-
tion when it comes to factorization attacks. Keysets are
generated in four steps, which are:

1) Choosing primes: The �rst step of generating the
keys involves choosing two random prime numbers
p and q in which p 6= q in order to calculate N = pq.
These form the base of the two keys.

2) Calculating �(N): In order to advance, the totient
of N (denoted as �) is calculated. The totient of N

is the amount of (natural) numbers that are lower
or equal to N and only share the factor 1 with N .
Because N is a product of two primes, the following
counts: �(N) = �(p)�(q) = (p � 1)(q � 1).

3) Determining the public key exponent: The
following step is about determining the exponent
that is used in the equation for the public key, given
the variable name e. e must be between 1 and �,
meaning that 1 < e < �(N). Another requirement
for e is that it is relatively prime compared to �(N).
This means that they have no common divisor other
than 1.

4) Calculating the private key exponent: Finally,
the private key exponent (denoted as d) is calcu-
lated so that ed � 1 mod �(N). This is done us-
ing the Extended Euclidean Algorithm and is also
known as modular inversion. By modular inver-
sion, it is possible to solve for d by calculating
d = e � 1 mod �(N).

This results in the number pairs public = (e; N) and
private = (d; N). In this case, N is publicly known

and thus not private. d is the only secret factor of the
private key. Whenever the public key is sent to another
party across a (potentially) unsafe medium, e and N are
made public and d is kept private.

Encryption and Decryption

Having the keys, encryption (1) and decryption (2) is
done in two simple calculations. In these calculations,
e and d are used as exponents over the message or ci-
phertext, after which the result is used for the modulo
operation to get the ciphertext or original message.

Ciphertext = Messagee mod N (1)

Message = Ciphertextd mod N (2)

Public Key Acquired - Now What?

The RSA problem typically hinges on the factorization
challenge of large primes, with success probabilities be-
coming higher when dealing with small values for N .
That’s why, for demonstration purposes, the public key
for the example in this article is public = (3; 33) and
the ciphertext we’re going to decrypt is the number 5. In
order to derive the private key, the private key exponent
(d) needs to be discovered. This is done by reversing the
made calculations with the following three steps.

1) Factorizing N for discovery of p and q: The
�rst step of cracking RSA is factorizing N to dis-
cover the primes used to produce it: p and q. This
can be done by algorithms like Pollard’s Rho Inte-
ger Factorization algorithm. For this example, N is
easy to factorize: 33 = p � q = 11 � 3.

2) Calculating �(N): With p and q, the next step is
to calculate �(N) for which it counts that �(N) =
�(p)�(q) = (p � 1)(q � 1) = 20.

3) Discovery of d: With �(N), the next step is to use
this totient with e to calculate d. Because d � e�1

(d is the multiplicative inverse of e), it can be said
that ed mod� = 1, which should lead to the value
of d and thus the private key. By substituting what
is already known in the equation ed mod � = 1, we
can conclude that 3d = 21. This means that d = 21

3

and thus that d = 7, which e�ectively gives out the
private key!

With the above calculations it becomes clear that
private = (7; 33) is the private key. By using the earlier
documented calculation (2), the plaintext message can
be calculated by solving 57 mod 33 = 14! This can be
tested by encrypting the plaintext again with the docu-
mented calculation for encryption (1). This means that
143 mod 33 = 5, which is the original ciphertext and
con�rms that the private key has successfully been de-
rived!

Cryptography is tricky, as this example illustrates.
Never roll your own crypto { it’s a recipe for problems!
Using tested and tried libraries prevents errors like these
(barring quantum computer threats for now ,).

Max van der Horst

Beyond The Illusion - Breaking RSA EncryptionCryptography
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Hacking Art 
 
The net.art pioneers at the end of the 90's not only 
examined the code of the Word Wide Web that was 
just being born, but above all they asked themselves 
how do we perceive these newly developed surfaces. 
From this, another question arises: what is a browser? 
While the soπcalled browser wars were raging on the 
commercial market, some artists developed their own 
browser experiments in parallel. 
 
The I/O/D Webstalker was one of the first art browsers 
and is probably still the most famous. In May 2000 it 
was honored with the "Webby Award", a kind of 
Internet Oscar, in the category "Internet Art". As with 
many media art projects, the programmers of 
Webstalker were excited with making hidden 
structures of the web visible. While conventional 
browsers interpret the received code and usually 
display it as programmers imagined, the Webstalker 
offers a different view of surfing the WWW. 
 
The following demonstrates a buffer overflow in the 
I/O/D Webstalker. Hacking Art is interpreted literally 
here, and the artwork is actually hacked. 
 
To detect a crash, a simple fuzzer was developed that 
deforms the HTTP protocol and the HTML content in 
various ways. In the end, it turned out that the HTTP 
response code was not processed correctly. Like, this 
was bad:  200 OKAAAAAAAAAAAAAAAAAAAAAAAÖ 
 
Since the program is old (1998) and, in fact, does not 
include any of today's protection mechanisms, it was 
possible to perform a classic buffer overflow. However, 
not without some obstacles. A textbook buffer 
overflow would directly overwrite the return value of 
CPU's EIP register stored on the stack and thus control 
the immediate next return in the program. With 
Webstalker it is a bit more complicated, but it's 
possible to overwrite another register instead.  
The overwritten register in this case is the ECX register. 
And the crash in the Webstalker happens at the 
following unlikely place:  
 
mov eax, dword ptr ds:[ecx] <- CRASH 
call dword ptr ds:[eax]   <- next 

 
In the first instruction, the crash happens because ECX 
is overwritten with 41414141 and can't be retrieved. 
The instruction mov copies the memory located at the 
address to which ECX points into EAX. The next 
instruction calls a function at the location the address 
in EAX points to. This means that whatever is at the 
address that EAX now points to will be called. The 
problem is that, two addresses are needed to redirect 
the execution flow. Also, the address in memory 
changes each time the program is executed. But 
further investigation showed there is in fact another 
notπchanging memory area that can be controlled.  

The crawler function first loads the web page entered 
into the browser and searches for links. The crash 
happens only after one of the links has been requested. 
However, the memory still contains the first URL in a 
predictable memory location. This means there is a 
small part in memory that can be written to, 
completely independent of the actual buffer overflow. 
The address pointing internally to this part of memory 
was in my case 0012fb00. Fortunately somewhere in 
the binary itself these bytes were present. At 6f77016b 
to be precise. 
 
If ECX is now overwritten with 6f77016b, it points to 
0012fb00, which is then written to EAX. This is read 
again as an address by the call instruction, but now it 
can be controlled what is at 0012fb00, because this is 
the memory area where the requested URL was stored. 
Now a special link can be crafted: (For readability, the 
bytes are represented here in hexadecimal):  
 
http://hacking.art:8000/AAAA\xc3\xfe\xe5\x77AAAA.html 
 
These bytes are written backwards into the memory, 
thus resulting in 77e5fec3 which is now located at 
address 0012fb00. The call instruction jumps to the 
location 77e5fec3 and executes the bytes there, no 
matter what their original purpose was. To take 
complete control over the code flow, another gadget is 
needed. 77e5fec3 points to the following instructions:  
add al, 56 & call eax 
 
Since EAX already points to the link, these instructions 
increase EAX a bit and jump to it again. This means the 
link can be extended by the appropriate length and 
appended with executable code. 
Another obstacle is that the link in memory does not 
have enough space for longer shellcode (like msfvenom 
generated). Webstalker's crawler simply skips links that 
are too long. Therefore, only a few instructions can be 
placed there. But now that the program is completely 
under control, code can be placed there that prepares 
the final jump to the shellcode stored inside the actual 
buffer overflow payload. 
To finally exploit, make a simple HTML page linking to 
this (change hex to real bytes): 
 
http://hacking.art:8000/AAAA\xc3\xfe\xe5\x77AAAAAAAAA
AAAA[...]AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA\x90
\x90\x31\xD2\xB2\x60\x86\x1E\x01\xD7\xFF\xD7AAAA.html 
 
Listen on 8080 and respond to the connection with the 
shellcode. For example, generate something like this: 
 
perl -e 'print "HTTP/1.0 200 OKAAAAAAAAA" 
."\x90"x3674."\xCC"x4."\x6B\x01\x77\x6F".
"\x90"x530."<shellcode>"' 

 
Then visit the page with the Webstalker art browser 
and enjoy Hacking Art!  
 
For more hacking.art projects visit https://hacking.art 

Yannick Westphal

Hacking Art Art
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hǊŀŎƭŜǎΥ ¢ƘŜ aŜǊƻǾƛƴƎƛŀƴǎ ƻŦ .ƭƻŎƪŎƘŀƛƴ 

ώ/ȅǇƘŜǊϐ LƎƴƻǊŀƴŎŜ ƛǎ ōƭƛǎǎ 

¢ƘŜ ǿƻǊƭŘ ƻŦ ōƭƻŎƪŎƘŀƛƴ ǇǊƻƳƛǎŜŘ ǘƻ ǊŜǾƻƭǳǝƻƴƛȊŜ ǘǊŀŘƛǝƻƴŀƭ ŬƴŀƴŎŜ 
ŀƴŘ ƛǘǎ ŀǇǇƭƛŎŀǝƻƴǎΦ .ŜƎƛƴƴƛƴƎ ǿƛǘƘ ǘƘŜ ǊŜƛƴǾŜƴǝƻƴ ƻŦ ŎŀǎƘ ǘƘǊƻǳƎƘ 
.ƛǘŎƻƛƴΣ ŀ ŎŀǎŎŀŘŜ ƻŦ ǎŎƛŜƴǝŬŎ ǇŀǇŜǊǎ ŀƴŘ ǿƘƛǘŜǇŀǇŜǊǎ ŜƳŜǊƎŜŘΣ 
ŘŜǘŀƛƭƛƴƎ ǾŀǊƛƻǳǎ ōƭƻŎƪŎƘŀƛƴ ǳǎŜ ŎŀǎŜǎΦ hƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ ǇƛǾƻǘŀƭ ƻŦ 
ǘƘŜǎŜ ǿŀǎ ǘƘŜ ǿƘƛǘŜǇŀǇŜǊ ƻƴ ǘƘŜ 9ǘƘŜǊŜǳƳ ±ƛǊǘǳŀƭ aŀŎƘƛƴŜ ό9±aύΣ 
ǿƘƛŎƘ ƛƴǘǊƻŘǳŎŜŘ ŀ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ǎȅǎǘŜƳ ǘƘŀǘ Ǌǳƴǎ ϦǎƳŀǊǘ ŎƻƴǘǊŀŎǘǎΦϦΦ 
IƻǿŜǾŜǊΣ ǘƘŜǎŜ ϦǎƳŀǊǘ ŎƻƴǘǊŀŎǘǎϦ ŀǊŜ ŜǎǎŜƴǝŀƭƭȅ ǇǊƻƎǊŀƳǎ ǇǳōƭƛǎƘŜŘ 
ƻƴ ǘƘŜ ōƭƻŎƪŎƘŀƛƴΣ ŀƴŘ ŘǳŜ ǘƻ ǘƘŜ ƛƳƳǳǘŀōƭŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ōƭƻŎƪŎƘŀƛƴΣ 
ǘƘŜȅ ǊŜƳŀƛƴ ŬȄŜŘ ŀƴŘ ƛƎƴƻǊŀƴǘ ƻŦ ŜȄǘŜǊƴŀƭ ŦŀŎǘƻǊǎΦ ¢Ƙƛǎ ǇƻǎŜǎ 
ŎƘŀƭƭŜƴƎŜǎ ǿƘŜƴ ŘŜŀƭƛƴƎ ǿƛǘƘ Řŀǘŀ ǘƘŀǘ ŎƘŀƴƎŜǎ ƻǾŜǊ ǝƳŜΣ ƭƛƪŜ 
ŜȄŎƘŀƴƎŜ ǊŀǘŜǎΦ ¢ƻ ŀŘŘǊŜǎǎ ǘƘƛǎ ƪƛƴŘ ƻŦ ŎƘŀƭƭŜƴƎŜǎΣ ŀ ŎŀǘŜƎƻǊȅ ƻŦ ǎƳŀǊǘ 
ŎƻƴǘǊŀŎǘǎ ŎŀƭƭŜŘ ƻǊŀŎƭŜǎ ǿŀǎ ŘŜǾŜƭƻǇŜŘΦ 

ώaƻǊǇƘŜǳǎϐ wŜƳŜƳōŜǊΦΦΦ ŀƭƭ LϥƳ 
ƻũŜǊƛƴƎ ƛǎ ǘƘŜ ǘǊǳǘƘΦ bƻǘƘƛƴƎ ƳƻǊŜ 

hǊŀŎƭŜǎ ŀǊŜ ǘȅǇƛŎŀƭƭȅ ǾƛŜǿŜŘ ŀǎ ŜȄǘŜǊƴŀƭ ƛƴŦƻǊƳŀǝƻƴ όƻǊ ǘǊǳǘƘύ ǎƻǳǊŎŜǎ 
ƻǳǘǎƛŘŜ ǘƘŜ ōƭƻŎƪŎƘŀƛƴΣ Ǿƛǘŀƭ ŦƻǊ ŀǇǇƭƛŎŀǝƻƴǎ ǊŀƴƎƛƴƎ ŦǊƻƳ 
ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŜȄŎƘŀƴƎŜǎ ǘƻ ǎǇƻǊǘǎ ōŜǩƴƎ ǇƭŀǜƻǊƳǎΦ ¢ƘŜǎŜ ƻǊŀŎƭŜǎ 
ŦŜŜŘ Řŀǘŀ ǘƻ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŜȄŎƘŀƴƎŜǎΣ ǊŜŎǊŜŀǝƴƎ ƳŀǊƪŜǘ 
ŜƴǾƛǊƻƴƳŜƴǘǎΣ ŀ ǳǎŜ ǘƘŀǘϥǎ ƎŀƛƴŜŘ ƛƳƳŜƴǎŜ ǇƻǇǳƭŀǊƛǘȅ ǊŜŎŜƴǘƭȅΦ ¢Ƙƛǎ 
Ƙŀǎ ƭŜŘ Ƴŀƴȅ ǘƻ ƛƴǾŜǎǝƎŀǘŜ ǘƘŜǎŜ ǎƳŀǊǘ ŎƻƴǘǊŀŎǘǎ ŦƻǊ ǇƻǘŜƴǝŀƭ 
ǾǳƭƴŜǊŀōƛƭƛǝŜǎΦ ²ƘƛƭŜ ǘƘŜǊŜ ŀǊŜ ƻǘƘŜǊ ŀǇǇƭƛŎŀǝƻƴǎ ŦƻǊ ƻǊŀŎƭŜǎΣ ǎǳŎƘ ŀǎ 
Ŧƻƻǘōŀƭƭ ƳŀǘŎƘ ƻǳǘŎƻƳŜǎ ŀƴŘ ǇǎŜǳŘƻπǊŀƴŘƻƳ ƴǳƳōŜǊ ƎŜƴŜǊŀǝƻƴΣ 
ǘƘŜȅ ǿƻƴϥǘ ōŜ ŎƻǾŜǊŜŘ ƛƴ ǘƘƛǎ ŀǊǝŎƭŜΣ ƛƴ ǿƘƛŎƘ ǿŜ ǿƛƭƭ ƻƴƭȅ ŘŜǘŀƛƭ ǘƘǊŜŜ 
ŜȄŀƳǇƭŜǎ ƻŦ ǿƘŜǊŜ ǘƘŜ ƻǊŀŎƭŜ ǳǎŀƎŜ Ŏŀƴ Ǝƻ ǿǊƻƴƎΣ ŀƴŘ ƻƴŜ ŬȄ 
ǎǳƎƎŜǎǝƻƴΦ 

ώ{ŜǊŀǇƘϐ Ϧ5ƛŘ ¸ƻǳ !ƭǿŀȅǎ YƴƻǿΚϦ 
ώhǊŀŎƭŜϐ ϦhƘΣ bƻΦ bƻΣ L 5ƛŘƴϥǘΦΦΦ .ǳǘ 

L .ŜƭƛŜǾŜŘΦ L .ŜƭƛŜǾŜŘΗϦ  

Lƴ aŀȅ нлннΣ ǘƘŜ ϦŦƻǊǘǊŜǎǎϦ ǇǊƻǘƻŎƻƭ ǿŀǎ ŎƻƳǇƭŜǘŜƭȅ ŜƳǇǝŜŘΦ 
!ǧŀŎƪŜǊǎ ƳŀƴŀƎŜŘ ǘƻ ŜȄǘǊŀŎǘ ŀƭƭ ǘƘŜ ŦǳƴŘǎ ŦǊƻƳ ƛǘǎ ǎƳŀǊǘ ŎƻƴǘǊŀŎǘ ώмϐΦ 
{ǳōǎŜǉǳŜƴǘ ǇƻǎǘπƳƻǊǘŜƳ ώнϐ ŀƴŀƭȅǎŜǎ ƛŘŜƴǝŬŜŘ ǘƘŜ ŎǳƭǇǊƛǘΥ ŀ 
ƳŀƴƛǇǳƭŀǝƻƴ ƻŦ ǘƘŜ ƻǊŀŎƭŜ ǘƘŜ ǇǊƻǘƻŎƻƭ ǳǎŜŘΣ ŀƴŘ ōŜƭƛŜǾŜŘΣ ƪƴƻǿƴ ŀǎ 
ǘƘŜ ϦǳƳōǊŜƭƭŀ ƴŜǘǿƻǊƪϦΦ ! ǎǇŜŎƛŬŎ ƭƛƴŜ ƻŦ ŎƻŘŜ ƛƴ ǘƘŜ ƻǊŀŎƭŜ ƘŀŘ ōŜŜƴ 
ƛƴŀŘǾŜǊǘŜƴǘƭȅ ŎƻƳƳŜƴǘŜŘ ƻǳǘ ŀƴŘ ƴƻǘ ǳƴŎƻƳƳŜƴǘŜŘ ōŜŦƻǊŜ 
ŘŜǇƭƻȅƳŜƴǘΣ ƛƴǘǊƻŘǳŎƛƴƎ ŀ ǾǳƭƴŜǊŀōƛƭƛǘȅΦ ¢Ƙƛǎ ŎƻŘŜ ŎƘŀƴƎŜ ōȅǇŀǎǎŜŘ 
ǘƘŜ ƴŜŎŜǎǎŀǊȅ ŎƘŜŎƪǎ ŦƻǊ ŀ ǳǎŜǊ ǎǳōƳƛǩƴƎ ŀ ǇǊƛŎŜΦ ¢Ƙƛǎ ǾǳƭƴŜǊŀōƛƭƛǘȅ 
ǊŜƳŀƛƴŜŘ ǳƴŘŜǘŜŎǘŜŘ ŦƻǊ ƴŜŀǊƭȅ ф ƳƻƴǘƘǎ ōŜŦƻǊŜ ōŜƛƴƎ ŜȄǇƭƻƛǘŜŘΦ 

ώhǊŀŎƭŜϐ Ϧ9ǾŜǊȅǘƘƛƴƎ ¢Ƙŀǘ Iŀǎ ! 
.ŜƎƛƴƴƛƴƎ Iŀǎ !ƴ 9ƴŘΦϦ  

!ƭǎƻ ƛƴ aŀȅ нлннΣ ǘƘŜ ŎǊȅǇǘƻŎǳǊǊŜƴŎȅ Ϸ[¦b! ŜȄǇŜǊƛŜƴŎŜŘ ŀ ǎŜǾŜǊŜ 
ŎǊŀǎƘ ŘǳŜ ǘƻ ŀƴ ŜŎƻƴƻƳƛŎ ǾǳƭƴŜǊŀōƛƭƛǘȅΦ ¢Ƙƛǎ ǎƘŀǊǇ ŀƴŘ ŘǊŀǎǝŎ ŘŜŎƭƛƴŜ 
ǘǊƛƎƎŜǊŜŘ ŀ ϦǎŀŦŜǘȅϦ ŦŜŀǘǳǊŜ ƛƴ ǘƘŜ /Ƙŀƛƴƭƛƴƪ ƻǊŀŎƭŜΣ ǿƘƛŎƘ ŦǊƻȊŜ ǘƘŜ 
ŎǊȅǇǘƻŎǳǊǊŜƴŎȅϥǎ ǇǊƛŎŜ ŀǘ ϷлΦмΣ ŜǾŜƴ ŀǎ ƛǘǎ ǊŜŀƭ ǾŀƭǳŜ ŎƻƴǝƴǳŜŘ ǘƻ 
ǇƭǳƳƳŜǘΣ ǎƛƎƴŀƭƛƴƎ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ŎǳǊǊŜƴŎȅΦ /ƘŀƛƴƭƛƴƪΣ ƻƴŜ ƻŦ ǘƘŜ 
Ƴƻǎǘ ǿƛŘŜƭȅ ǳǎŜŘ ƻǊŀŎƭŜǎ ƛƴ ǘƘŜ ŜŎƻǎȅǎǘŜƳΣ ƘŀŘ ǘƘƛǎ ǎŀŦŜǘȅ ƳŜŎƘŀƴƛǎƳ 
ƛƴ ǇƭŀŎŜΣ ŦǳƴŎǝƻƴƛƴƎ ƭƛƪŜ ŀ ŎƛǊŎǳƛǘ ōǊŜŀƪŜǊ ŘǳǊƛƴƎ ŜȄǘǊŜƳŜ ǇǊƛŎŜ 
ƅǳŎǘǳŀǝƻƴǎ ōŜȅƻƴŘ ǎŜǘ ǘƘǊŜǎƘƻƭŘǎΦ ¢Ƙƛǎ ŘŜǎƛƎƴ ǿŀǎ ƛƴǘŜƴŘŜŘ ǘƻ 

ǘƘŜƻǊŜǝŎŀƭƭȅ ǇǊŜǾŜƴǘ ƻǊŀŎƭŜ ƳŀƴƛǇǳƭŀǝƻƴ ōȅ ŀǧŀŎƪŜǊǎΦ IƻǿŜǾŜǊΣ 
ŘǳǊƛƴƎ ǘƘŜ Ϸ[¦b! ŎǊŀǎƘΣ ƛǘǎ ǾŀƭǳŜ ŘǊƻǇǇŜŘ ǊŀǇƛŘƭȅ ǘƻ ϷлΦллллпнΣ ǿƘƛƭŜ 
/Ƙŀƛƴƭƛƴƪ ǊŜǇƻǊǘŜŘ лΦмϷΣ ŜƴŀōƭƛƴƎ ŀǧŀŎƪŜǊǎ ǘƻ ǇƻǘŜƴǝŀƭƭȅ ƛƴŎǊŜŀǎŜ 
ǘƘŜƛǊ ǎǘŀƪŜǎ ōȅ ŀōƻǳǘ нллл ǝƳŜǎΦ 

ώ{ŀǝϐ Ϧ²ƛƭƭ ²Ŝ 9ǾŜǊ {ŜŜ IƛƳ 
!ƎŀƛƴΚϦ ώhǊŀŎƭŜϐ ϦL {ǳǎǇŜŎǘ 

{ƻΦΦΦ{ƻƳŜŘŀȅΦϦ  

! ŦŜǿ Řŀȅǎ ŀƊŜǊ ǘƘŜ Ϸ[¦b! ŎǊŀǎƘΣ ƛǘǎ ŎǊŜŀǘƻǊ ƭŀǳƴŎƘŜŘ ŀ ƴŜǿ 
ŎǊȅǇǘƻŎǳǊǊŜƴŎȅ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ƅŀǿǎ ƻŦ ǘƘŜ ƻǊƛƎƛƴŀƭΦ IƻǿŜǾŜǊΣ ƘŜ ǿŀǎ 
ŘŜǘŜǊƳƛƴŜŘ ǘƻ ǊŜǘŀƛƴ ǘƘŜ ƴŀƳŜ Ϧ[¦b!ΦϦ Iƛǎ ǎƻƭǳǝƻƴ ǿŀǎ ǘƻ ǊŜƴŀƳŜ 
ǘƘŜ ǾǳƭƴŜǊŀōƭŜ ŎǳǊǊŜƴŎȅ ǘƻ Ϸ[¦b/ ό/ ŦƻǊ /ƭŀǎǎƛŎύ ŀƴŘ ƴŀƳŜ ǘƘŜ ƴŜǿ 
ƻƴŜ Ϸ[¦b!Φ ¢Ƙƛǎ ǎǿƛǘŎƘ ǊŜǉǳƛǊŜŘ ŀƭƭ ŜȄŎƘŀƴƎŜǎ ǘƻ ǊŜŎƻƎƴƛȊŜ ǘƘŜ ƴŀƳŜ 
ŎƘŀƴƎŜ ǳǇƻƴ ǘƘŜ ǊŜƭŜŀǎŜ ƻŦ ǘƘŜ ƴŜǿ ŎǊȅǇǘƻŎǳǊǊŜƴŎȅΣ ƴŜŎŜǎǎƛǘŀǝƴƎ 
ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ōŜǘǿŜŜƴ ƻǊŀŎƭŜǎ ŀƴŘ ǇǊƻǘƻŎƻƭǎΦ ²ƘƛƭŜ Ƴŀƴȅ ƻǊŀŎƭŜǎ 
ǎǳŎŎŜǎǎŦǳƭƭȅ ǳǇŘŀǘŜŘ ǘƘŜ ƴŀƳŜΣ ǎŜǾŜǊŀƭ ǇǊƻǘƻŎƻƭǎ ǳǝƭƛȊƛƴƎ ǘƘŜǎŜ 
ƻǊŀŎƭŜǎ ǳƴŦƻǊǘǳƴŀǘŜƭȅ ŘƛŘƴϥǘ ǘǊŀƴǎƛǝƻƴ ōŜǘǿŜŜƴ ǘƘŜ ǘǿƻ 
ŎǊȅǇǘƻŎǳǊǊŜƴŎƛŜǎ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅΦ !ǎ ŀ ǊŜǎǳƭǘΣ ǎƻƳŜ ǊŜƳŀƛƴŜŘ 
ǾǳƭƴŜǊŀōƭŜ ŦƻǊ ŘŀȅǎΣ ŘǳǊƛƴƎ ǿƘƛŎƘ ŀǧŀŎƪŜǊǎ ŎƻǳƭŘ ǎŜƭƭ Ϸ[¦b/ ŀǘ 
Ϸ[¦b!ϥǎ ǇǊƛŎŜΣ ŀƭƭƻǿƛƴƎ ǘƘŜƳ ǘƻ ǎƛƎƴƛŬŎŀƴǘƭȅ ƳǳƭǝǇƭȅ ǘƘŜƛǊ ǎǘŀƪŜǎΦ 
bƻǘŀōƭȅΣ ǳǇƻƴ ǘƘŜ ƭŀǳƴŎƘ ƻŦ ǘƘŜ ƴŜǿ Ϸ[¦b!Σ ǘƘŜ ǘǿƻ ŎǳǊǊŜƴŎƛŜǎ ƘŀŘ 
ŘƛǎǝƴŎǘ ǾŀƭǳŜǎΣ ǿƛǘƘ м Ϸ[¦b! ŜǉǳŀǝƴƎ ǘƻ рлΣллл Ϸ[¦b/Φ 

ώbŜƻϐ Ϧ/ƘƻƛŎŜΦ ¢ƘŜ ǇǊƻōƭŜƳ ƛǎ 
ŎƘƻƛŎŜϦ 

¢ƘŜ ŎƘƻƛŎŜ ƻŦ ƻǊŀŎƭŜ ƛǎ ǇŀǊŀƳƻǳƴǘΣ ōǳǘ ƛǘϥǎ ŎƭŜŀǊ ǘƘŀǘ ǊŜƎŀǊŘƭŜǎǎ ƻŦ 
ǿƘƛŎƘ ƻƴŜ ƛǎ ŎƘƻǎŜƴΣ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ŀƭǿŀȅǎ ƭǳǊƪΦ hƴŜ ŘŜŦŜƴǎƛǾŜ 
ǎǘǊŀǘŜƎȅ ŦƻǊ ǎƳŀǊǘ ŎƻƴǘǊŀŎǘ ŘŜǾŜƭƻǇŜǊǎ ƛǎ ǘƻ ŘƛǾŜǊǎƛŦȅ ǘƘŜƛǊ ŎƘƻƛŎŜǎΣ 
ǊŜƭȅƛƴƎ ƻƴ ƳǳƭǝǇƭŜ ǿŜƭƭπŀǳŘƛǘŜŘ ŀƴŘ ǊŜǇǳǘŀōƭŜ ƻǊŀŎƭŜǎΦ ¢Ƙƛǎ ƳƛƴƛƳƛȊŜǎ 
ǘƘŜ ŘƛǊŜŎǘ ƛƳǇŀŎǘ ƻŦ ŀƴ ŀǧŀŎƪ ƻƴ ŀƴȅ ǎƛƴƎƭŜ ƻǊŀŎƭŜΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ 
ǊŜǎǳƭǘǎ ŦǊƻƳ ǘƘŜǎŜ ƻǊŀŎƭŜǎ ǎƘƻǳƭŘ ōŜ ŀƎƎǊŜƎŀǘŜŘ ǳǎƛƴƎ ŀ ƳŀƴƛǇǳƭŀǝƻƴπ
ǊŜǎƛǎǘŀƴǘ ŦǳƴŎǝƻƴ όŜΦƎΦΣ ǘƘŜ ƳŜŘƛŀƴύΦ ¢Ƙƛǎ ŜƴǎǳǊŜǎ ǘƘŀǘ ŀƴ ŀǧŀŎƪŜǊ 
ǿƻǳƭŘ ƴŜŜŘ ǘƻ ŎƻƳǇǊƻƳƛǎŜ ǘƘŜ ƳŀƧƻǊƛǘȅ ƻŦ ƻǊŀŎƭŜǎ ǘƻ ǎǳŎŎŜǎǎŦǳƭƭȅ 
ǘŀǊƎŜǘ ǘƘŜ ǎƳŀǊǘ ŎƻƴǘǊŀŎǘΦ 

 

ώмϐ 
ƘǧǇǎΥκκǿŜōΦŀǊŎƘƛǾŜΦƻǊƎκǿŜōκнлннлрлфлрлфплκƘǧǇǎΥκκǘǿƛǧŜǊΦŎƻƳκ.ƭ
ƻŎƪ{ŜŎ¢ŜŀƳκǎǘŀǘǳǎκмрноролпупуттнлфслл 

ώнϐ ƘǧǇǎΥκκƳŜŘƛǳƳΦŎƻƳκǳƳōǊŜƭƭŀπƴŜǘǿƻǊƪκǇƻǎǘπƳƻǊǘŜƳπŎƘŀƛƴπ
ŜȄǇƭƻƛǘπнлннπлрπлуπсллтулмōонмŘ 

ώоϐ 
ƘǧǇǎΥκκǿŜōΦŀǊŎƘƛǾŜΦƻǊƎκǿŜōκнлннлрмолпнтрлκƘǧǇǎΥκκǘǿƛǧŜǊΦŎƻƳκ/
ŜǊǝY!ƭŜǊǘκǎǘŀǘǳǎκмрнпфсфппнуфрмтрсфн 

 

Farid AYOUJIL - Rempart Cyber

Oracles - The traffickers of informationCryptography

https://twitter.com/Rempart_Cyber
SAA-NA-TIP 0.0.710

https://web.archive.org/web/20220509050940/https:/twitter.com/BlockSecTeam/status/1523530484877209600
https://web.archive.org/web/20220509050940/https:/twitter.com/BlockSecTeam/status/1523530484877209600
https://medium.com/umbrella-network/post-mortem-chain-exploit-2022-05-08-6007801b321d
https://medium.com/umbrella-network/post-mortem-chain-exploit-2022-05-08-6007801b321d
https://web.archive.org/web/20220513042750/https:/twitter.com/CertiKAlert/status/1524969442895175692
https://web.archive.org/web/20220513042750/https:/twitter.com/CertiKAlert/status/1524969442895175692
https://twitter.com/Rempart_Cyber


.¡BЪ¸ĐįBĐįĉ
Ù`ÝЛ¡íÝğÝKģ
aĐsğðņÝ-įĪC
ĐĐÙ²ĐğÿЛЫ

ϑϑϑϑϑϑϑϑ  ϙϚ ϖϑ ϕÝ ϕϘ ϑÙ ϑÆ ϒÆ ϑÆ  ϑϑ ϑϑ ϑϑ ϑÙ ϕϚ ϕϙ ϕϕ ϖϓ  ײОsaCОООО ООООKH4vײ
ϑϑϑϑϑϑϒϑ  ϑϑ ϑϑ ϑϑ ϒϑ ϑϑ ϑϑ ϑϑ ϒϑ  ϑϙ ϑϗ ϑϑ ϑϑ ϑϑ ϒç çϔ çç  ײОООООООО ООООООООײ
ϑϑϑϑϑϑϓϑ  ϗϒ ϑϑ ϑϑ ϑϑ ϑϚ Ϙϑ ϕϙ ϖϚ  Ϙϔ ϑϑ ϑϑ ϑÝ Óϕ ϑϑ ϑϑ ϑÝ  ײÆООООĜH¸ ģОООООООײ
ϑϑϑϑϑϑϔϑ  Óϕ ϑϒ Ϛϖ ϓÒ ϑÝ ϒÒ ϑϑ ϑϑ  ϑϑ ϓÆ ϗϗ ϘÆ ϕϚ ϖϑ ϖϑ ϕÒ  ײОООѵОООО ОДçņKssXײ
ϑϑϑϑϑϑϕϑ  ϑϔ ϑϕ ϒϕ ϑϑ ϑϑ ϑϙ ϑϙ ϑϑ  ϑϑ ϑϑ ϑϑ ϑϑ ϗϑ ϕÒ Ϙϔ ÆÓ  ײОООООООО ООООᴵXģОײ
ϑϑϑϑϑϑϖϑ  ϘÙ ϑϑ ϑϑ ϑϑ ϒϑ ϑϕ ϑϑ ϑϑ  ϑϙ ϑϑ ϒϓ ϑϑ ϕϚ ϕϕ ϕϒ ϖϕ  ײЫООООООО ООООK4!¡ײ
ϑϑϑϑϑϑϗϑ  ϓÝ ϗϓ ϗϚ ϗÝ ϑÝ ϑϑ ϕϘ ϕϔ  ÒÙ ÙϚ ϙϗ ϕÙ ϑϑ ϑϑ ϑϑ Ϙç  ײОÒðĉООC. ООО`ООООײ
ϑϑϑϑϑϑϘϑ  ϕϚ ϕϕ ϕϒ ϖϕ ϔϙ ϙÙ ϗϔ ϑÓ  Ùϖ ϚÓ çÙ Ϛç ϙϒ ϑϓ Óϑ Óϓ  ײK4!¡ϙОÓО ООООООООײ
ϑϑϑϑϑϑϙϑ  Óϑ Óϑ Óϑ Òϑ ÝÆ ϖÆ ϑÆ ϖϚ  ϚÆ Óϔ Òϕ Ýϗ ϕϑ ϑÓ ϙϑ Ϙϒ  ײООООО½О¸ ОООО״ООĞײ
ϑϑϑϑϑϑϚϑ  ϕϙ ϑϒ ϔϑ ϕÒ ϚϚ Ϙϑ ϕϚ ϒϑ  ÝÒ ϓÆ ϒϕ ϑϔ Ùϑ ϔϖ ϒϔ ϗϔ  ײHОϑXОĜKО ОДОООϖОÓײ
ϑϑϑϑϑϑÆϑ  ϑϙ ϙÆ ϑϒ ϔϑ ϗç Æϑ Ùϔ ϑϔ  Ýç ϙϓ ϖϖ ÙϘ ϖϓ ϖϑ ϔϑ ϔϓ  ײОООϑĐООО ОО¦Оvsϑϓײ
ϑϑϑϑϑϑÒϑ  ϗϑ ϗϒ ϕϑ ϑϔ Ùϙ ϚÓ ϙç Óç  ϓÒ Ϙϑ ϑϔ Óϙ ϕÙ ϑÒ ϙÓ Ϛϕ  ײᴵÆ״ООООО ѵĜОО`ОООײ
ϑϑϑϑϑϑÓϑ  Æϗ ϕϕ ϙϗ ϖϑ ÓÙ ÙϚ çç ϙϚ  ϑϖ Ýϙ ϗÆ ϕϔ ϔϖ ϗϘ çç ÓϘ  ײО4ОsОООО ООü.ϖèООײ
ϑϑϑϑϑϑÙϑ  ϚÒ ϒϓ ϗϒ ÙÝ ϑÆ Ùϔ ϚÆ ϙϔ  Ýϓ ϕϖ ϗϕ ϔÝ ϑÒ ϔϗ ϑÙ ϔϑ  ײООÆООООО О8ÙѢОϗОϑײ
ϑϑϑϑϑϑÝϑ  ϕϖ Óϕ Æϕ ϑϔ ϚÓ ϙϒ ϙϙ ϓç  ϖϑ Ϛϒ Ýϖ ϓϙ ϑÝ ϕϕ ϑϑ ÝÒ  8ײООООООФ sООЮО4ООײ
ϑϑϑϑϑϑçϑ  ϑϗ ϘÒ ÙÝ ϓϗ ϙϚ ϓϕ ÙϚ ϑϑ  ϑϑ ϑϑ ϗÓ ϗϖ ϘÆ ϕϚ ϖϑ ϖϑ  ײОЪОᴀОѐОО ООĂÝņKssײ
ϑϑϑϑϑϒϑϑ  ϕÒ ϑϒ ϑϓ ϒϕ ϑϑ ϒϕ ϑϑ ϑϑ  ϑϙ ϑϙ ϑϑ ϑϑ ϑϑ ϑϑ ϑϑ ϗϑ  ײXООООООО ОООООООᴵײ
ϑϑϑϑϑϒϒϑ  ϕÒ Ϙϔ ÆÓ ϘÙ ϑϑ ϑϑ ϑϑ ϒϑ  ϑϕ ϑϑ ϑϑ ϑϙ ϑϑ ϑϑ ϑϑ ϑϑ  ײXģОЫОООО ООООООООײ
ϑϑϑϑϑϒϓϑ  ϑϑ ϑϑ ϑϑ ϑϑ ϑϑ ϙϒ Òϕ ϑϑ  ϑϑ ϔÝ ϑϑ ϑϑ ϑϑ ϕϚ ϕϕ ϕϒ  ײОООООООО ОѢОООK4!ײ
ϑϑϑϑϑϒϔϑ  ϖϕ ϓÝ ϗϓ ϗϚ ϗÝ ϖϑ ϕÒ ϑϖ  ϑϗ ϑϑ ϑϑ ϑϑ ϑϑ ϑϒ ϑϑ ϑϒ  ײ¡ОÒðĉsXО ООООООООײ
ϑϑϑϑϑϒϕϑ  ϑϑ ϔϗ ϑϑ ϑϑ ϑϑ çç ϑϑ ϑϑ  ϑϑ ϔϑ ϑϑ ϖϔ ϗç Ϙϓ Ϙϓ ϘϚ  ײОϗОООООО ОϑОzĐğğŁײ
ϑϑϑϑϑϒϖϑ  ϓÓ ϓϑ ϗϚ ϗϘ ϗÝ ϗç Ϙϓ ϗϖ  ϓϑ Ϙϕ ϗϙ ϗϚ Ϙϔ ϓϑ ϗϔ ϗç  ײЙ ðèĉĐğÝ  Īíðģ ÓĐײ
ϑϑϑϑϑϒϗϑ  ϗÙ ϗÙ ϗϖ ϗÝ Ϙϕ ϓϑ çϑ Ϛç  Æϕ ÒϘ ϑÆ ÝÆ ϑϕ ϕϒ ϖϙ ϑϑ  ײĈĈÝĉĪ ОО ООООО!·Оײ
ϑϑϑϑϑϒϘϑ  ϑϑ ϑϑ ϑϑ ϕϚ ϕϖ ϕÝ ϕϕ ÆÝ  ϕϓ ϗϑ ϙϓ                 ײОООK8a4О -ᴵО     ײ

Legend:☻
ϕϒ ϕϒ !!  PNG header☻
ϕϒ ϕϒ !!  PNG chunks (odd)☻
ϕϒ ϕϒ !!  PNG chunks (even)☻
ϕϒ ϕϒ !!  ZIP structures☻

Creating a PNG+ZIP binary polyglot is, of course, trivial Ⱦ one just needs to concatenate both together (with ZIP at 
the end) and that's it. So, this of course isn't a normal PNG+ZIP polyglot! No sir! This one is way more useless.☻
Its origin story is pretty simple: I was making slides for an upcoming workshop on Ẅle formats, and I thought 
"heeey, PNG uses DEFLATE/zlib, ZIP uses DEFLATE/zlib, so I wonder if I could make ZIP extract a PNG's IDAT 
chunk" (that's the chunk with pixel data... well, Ẅltered pixel data). And so I went to create a tool (linked at the top) 
that takes a PNG and adds two custom chunks: çņKs before K4!¡ and ÝņKs before K8a4.☻
The Ẅrst chunk (çņKs) contains ZIP's Local File Header (LFH, sXЕϔЕϕ). The LFH contains all the basic information 
about the compressed "Ẅle" (called K4!¡ОÒðĉ) and uses the extra Ẅelds (i.e. Ẅelds that contain custom / OS 
speciẄc metadata for a given Ẅle in the ZIP archive) to consume çņKs chunk's checksum, K4!¡ chunk's length, 
type, as well as 2 Ẅrst bytes of the compressed data stream. This last part is because PNG stores the compressed 
data with the 2-byte zlib header and ZIP does not (so we need to get rid of it). In eẃect, the LFH is followed 
directly by the ZIP-compatible compressed data stream.☻
The second added chunk (ÝņKs) contains two ZIP structures: the Central Directory Header (CDH, sXЕϒЕϓ) and 
End of Central Directory Record (EOCDR, sXЕϖЕϗ). The Ẅrst one is basically an extended version of the LFH and 
serves as the global archive index. While only LFH has the actual compressed data, the metadata is duplicated 
between LFH and CDH, which is pretty useful when repairing corrupted archives. The EOCDR is basically the start 
header of a ZIP (or rather footer given that it's at the end of the Ẅle). It contains a Ẅle oẃset of the Ẅrst (and only 
in our case) CDH entry (which in turn has the Ẅle oẃset of the matching LFH). It also contains the archive 
comment, which is at the end of the EOCDR structure, and which can be used to eat up all remaining parts of the 
PNG until the end of Ẅle: ÝņKs chunk's checksum and the whole K8a4 chunk (length, type, checksum).☻
One thing to note is that both PNG and ZIP have checksums, but that's not a problem as there thankfully/sadly is 
no case where a PNG and ZIP checksum would both fall into each other's checksummed data (this would be a fun 
problem to solve, but even without going into CRC32 math it would be Ẅxable using a small 32-bit bruteforce).☻
Anyway, at the end of the day, what we get is a PNG that can be renamed to ОņðĜ and its K4!¡ chunk would get 
extracted and decompressed into K4!¡ОÒðĉ Ẅle.☻
Why is that useful? I already said it's not. It would be a bit more if the K4!¡ chunk contained straight up a raw 
pixel bitmap, but unfortunately there's still a Ẅlter layer there (https://www.w3.org/TR/PNG-Filters.html).☻
Anyway, this was a pretty fun exercise and a fun thing to make :).☻
☻

Oh btw, this is the PNG image in the hexdump on top of the article (pagedout.institute's favicon) Ÿ                  .☻
☻

ōƥƥƕƞǲǾǾŇŐƥōƪĥǸĦŶŭǾŇǆŮƿĊıŦǾƘĊŮĬŶŭȉƞƥƪǓǾƥƘııǾŭĊƞƥıƘǾƕŮŇȉǏŐƕȉƥǀŐƞƥ

PNG specs: https://www.w3.org/TR/png/#5DataRep☻ ZIP specs: https://pkware.cacheẅy.net/webdocs/casestudies/APPNOTE.TXT☻

Gynvael Coldwind

PNG+ZIP with a twist File Formats

https://gynvael.coldwind.pl/
https://hexarcana.ch/SAA-ALL 0.0.7 11

https://www.w3.org/TR/PNG-Filters.html
https://github.com/gynvael/random-stuff/tree/master/png-zip-twist
https://www.w3.org/TR/png/#5DataRep
https://pkware.cachefly.net/webdocs/casestudies/APPNOTE.TXT
https://gynvael.coldwind.pl/
https://hexarcana.ch/
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1 Cold boot attack on Pi using only Linux

Figure 1: Dumping
memory using bare
metal kernel, over
UART interface

In one of the original papers on the
Cold Boot attack [1], Halderman et
al. loaded an image of the Mona Lisa
and "cut power for varying lengths
of time" to see if data remained in
memory and gradually decayed (they
made use of DDR2 RAM). I was curi-
ous about how well the attack would
work on a modern Single Board Com-
puter (Pi 4), without transplanting
the memory to another board. Clone
the repository1 which contains a sim-
ple C program to load the image of
Mona Lisa into RAM on the Pi, many times.

I used the excellent LiME kernel module in order to dump
the whole of the Pi 4’s RAM. Ideally though, a whole OS
wouldn’t be used to capture RAM data, but instead a sim-
ple bare metal program to dump the memory (which is de-
scribed later). The following command was used to disable
swap, sudo systemctl disable dphys-swap�le.service
and then the system was rebooted. First, build the LiME
kernel module, then, in the ‘ramrecovery’ repo, do - cd src;
make run to �ll RAM with the Mona Lisa. As an example
I got the output �Done - injected 4761 images". Then,
quickly power o�/on the Pi and run the following command
to dump RAM

sudo insmod . / lime=$ (uname =r ) . ko "path=out
. dump format=padded"

After dumping the memory to a �le, to extract relevant
images from the dump, you can make use of the following
command to grep for the Mona Lisa (I used 18 bytes in the
grep query, as that is the length of a TGA header). This will
output �les for each Mona Lisa image it �nds.

LANG=C grep ==t ex t ==byte=o f f s e t ==only=

matching ==per l =regexp ’\ x00\x00\x02\x00
\x00\x00\x00\x00\x00\x00\x58\x02\x93\x01
\x58\x02\x18\x20 ’ out . dump | LANG=C sed
" s / : .*/ / g" | xargs =I {} dd i f=out . dump
bs=1 sk ip={} count =725444 o f ={}. tga

There appeared to be 31 .tga �les generated (this number
depends heavily on how fast you power cycle the Pi); how-
ever, this relates just to the number of uncorrupted headers
found, there would likely be more images remaining in the
memory dump. You can create a tiled image of all these �les
by simply running montage -border 0 -mode concate-
nate .tga tiled.jpg; convert -resize "3000>" tiled.jpg
tiled_small.jpg.

A lot of the images will have been corrupted, due to natural
decay, but I assumed many images will have been corrupted
by various applications being loaded into RAM at di�erent
locations. I later realised a key reason for the apparent cor-
ruption is the fact that although malloc allocates memory
contiguously in virtual memory, it doesn’t allocate contigu-
ously in physical memory. This was veri�ed by �lling the
memory with the Mona Lisa and dumping RAM immedi-
ately, I could see many images of the Mona Lisa appearing
in strange stripes.

Ideally, a "Cryogenic mechanical memory extraction"
robot like Wu et al. [2] created could be used so that the
memory wouldn’t be touched by a pesky OS (while dumping
memory), however, that may be a little pricey.

1https://github.com/anfractuosity/ramrecovery

2 Using bare metal kernel to extract RAM

Figure 2:
Found
after cold
booting,
apparent
corruption
due to
malloc

I created a very simple bare metal kernel for the
Pi which was able to dump memory over the
UART interface at 1MBaud (extensively using
code from here2). I used the previously dis-
cussed program to �ll the memory with images,
then sprayed the DDR4 RAM with freeze spray,
powered down and then swapped the SD card
to one containing my simple bare metal kernel
and powered up again. I dumped the data sent
by the bare metal kernel using an FTDI dongle
connected to the target Pi using another Pi, do-
ing stty -F /dev/ttyUSB0 1000000; (stty
raw; cat > out.dump) < /dev/ttyUSB0,
this took some time! It might be worth looking
into using SPI or similar in the future for faster
speeds.

I created a simple kernel module to �ll con-
tiguous physical memory on the Pi, to achieve
this I �rst added cma=700M@36M to /boot/cmdline.txt
as well as setting the device tree location in /boot/con-
�g.txt. Then I ran the module in ‘src-module’ by do-
ing sudo insmod ramrec.ko writetoram=true �le-
name="mona.tga" singleimage=false (which wrote 939
images) and froze the RAM and switched SD cards again.

Figure 3: Found
after cold booting
(0.75s delay)

Note that between each of these ex-
periments, I left the Pi turned o� for
a period of time, around 20 minutes to
ensure no data remained. Images now
appeared much much better! I made a
small modi�cation to a USB hub to use
relays to control the switches, to turn
on/o� USB disks programmatically. I
combined this with a Wi� plug which
the target Pi was attached to. This en-
abled me to boot from a USB disk con-
taining Raspberry Pi OS, inject a sin-
gle image into contiguous memory, then
power o� and wait a speci�c duration,
power on my bare metal kernel USB disk
and then extract the single image from
memory (see ‘src-experiment’). See Fig. 3 for an image ex-
tracted using this process with a 0.75s delay. I noticed the
images decayed very quickly with no cooling, for example
they appeared almost completely decayed around 1s.

It would be interesting to compare using liquid nitrogen to
the freeze spray in terms of e�cacy, or alternatively devising
a simple system to continuously spray the DDR RAM whilst
swapping the SD card. It would be cool if it was possible
to load an image into RAM via malloc, then later dump
all memory and deduce how the image was scattered across
physical memory, although I’m not sure if that is possible.
It would also be very interesting to investigate Linux’s ‘huge
page’ support, to utilise 2MB/1GB page sizes.
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Tfsjbm dpnnvojdbujpot bsf b lfz qbsu pg fmfduspojdt/
Uijt hvjef xjmm dpwfs uif cbtjdt pg b gfx dpnnpo
tfsjbm cvttft boe uifjs bqqmjdbujpot/

 MK !GEEMFA;9LAGF !DG;CAF?
'U! Nvmujqpjou vtjoh beesfttft Tzodispopvt
1.' Nvmujqpjou vtjoh dijq.tfmfdu Tzodispopvt
3 02 Qpjou.up.qpjou Btzodispopvt

'FL=J¥'FL=?J9L=< !AJ;MAL '^!
J±D jt b nvmujqpjou- tzodispopvt qspupdpm xijdi ibt 3
mjoft; TDM )Tfsjbm Dmpdl* boe TEB )Tfsjbm Ebub*/ Uif TDM
mjof qspwjeft b dmpdl- boe uif ebub jt tijgufe bdsptt uif
TEB mjof/ J±D efwjdft ibwf b 8.cju beesftt/ J±D jt
dpnnpomz vtfe cfuxffo mpx.cboexjeui efwjdft po uif
tbnf djsdvju cpbse- mjlf tfotpst boe FFQSPNt/ Uif
tjnqmf qspupdpm nfbot ju dbo fwfo cf cju.cbohfe"

J±D mjoft bsf esjwfo jo bo pqfo.esbjo dpofihvsbujpo/ B
qvmm.vq sftjtups jt sfrvjsfe up qvmm uif cvt vq up jut
efgbvmu )ijhi* tubuf/ B 1 jt tfou cz qvmmjoh uif mjof up
hspvoe- boe b 2 jt tfou cz sfmfbtjoh uif mjof/

Bo J±D nfttbhf cfhjot xjui b tubsu cju/ Gps fbdi cju pg
ebub jo uif nfttbhf- uif TDM mjof jt qvmmfe mpx- boe uif
ebub mjof jt tfu fjuifs ijhi ps mpx- efqfoejoh po uif ebub
up cf tfou/ Uif TDM mjof jt uifo sfmfbtfe boe uif ebub jt
tbnqmfe/ Uif nfttbhf foet xjui b tupq cju/ Jo uif
fybnqmf bcpwf- cju 1 > 1- cju 2 > 2- boe cju o > 1/

1=JA9D .=JAH@=J9D 'FL=J>9;= 1.'
TQJ jt b nvmujqpjou- tzodispopvt qspupdpm xijdi ibt 5
mjoft; NJTP )Nbtufs Jo Tmbwf Pvu*- NPTJ )Nbtufs Pvu
Tmbwf Jo*- TDL )Tfsjbm Dmpdl*- boe DT )Dijq Tfmfdu*/ TQJ jt
b gvmm.evqmfy qspupdpm- nfbojoh ju dbo tfoe boe sfdfjwf
ebub bu uif tbnf ujnf" TQJ jt gsfrvfoumz vtfe gps
ijhi.cboexjeui efwjdft jo dmptf qspyjnjuz up fbdi puifs-
tvdi bt BEDt boe flbti nfnpsz/

TQJ jt tjnjmbs up J±D- fydfqu ju ibt uxp ejggfsfou mjoft gps
tfoejoh0sfdfjwjoh ebub/ B efwjdf jt tfmfdufe cz esjwjoh
jut DT mjof mpx/ Xjui fbdi dmpdl qvmtf pg TDL- uif NPTJ
ps NJTP mjof jt uphhmfe ijhi ps mpx/ Vomjlf J±D xijdi
bmxbzt tbnqmft po uif TDM sjtjoh fehf- b TQJ cvt dbo
dibohf xijdi TDL fehf ebub jt mbudife po )sjtjoh ps
gbmmjoh* boe uif TDL jemf tubuf )ijhi ps mpx*/ Jo uif
fybnqmf bcpwf- cju 1 > 2- cju 2 > 1- boe cju o > 2/

3FAN=JK9D KQF;@JGFGMK 0=;=AN=J
2J9FKEALL=J 3 02
VBSU jt b qpjou.up.qpjou qspupdpm dpnnpomz sfgfssfe up
bt UUM Tfsjbm/ Ju ibt uxp mjoft; Sy )Sfdfjwf* boe Uy
)Usbotnju*- boe dbo cf vtfe jo gvmm.evqmfy/ Ju jt
btzodispopvt- nfbojoh ju epft opu sfrvjsf b dmpdl mjof/
Uijt nfbot uibu ju jt ujnjoh.tfotjujwf/ Cpui efwjdft
nvtu bmtp lopx uif usbotnjttjpo sbuf .. lopxo bt cbve
.. bifbe pg ujnf- bmpoh xjui uif ovncfs pg cjut cfjoh
usbotnjuufe qfs nfttbhf/ B dpnnpo dpofihvsbujpo jt
226311 cbve- 2 tubsu cju- 9 ebub cjut- 2 tupq cju- boe op
qbsjuz cju/

Bo fybnqmf xjui uif bcpwf dpofihvsbujpo jt tipxo-
tfoejoh SP$W/ VBSU jt gsfrvfoumz vtfe gps ufyu.ifbwz
bqqmjdbujpot mjlf cppu mphhjoh boe joufsbdujwf dpotpmft/
Nboz fncfeefe Mjovy efwjdft- gps fybnqmf- ibwf b
VBSU tfsjbm dpotpmf/
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Keyboard hacking with QMK Hardware

https://me.micahrl.com
WTFPL 15

https://qmk.fm/
https://ergodox-ez.com
https://ergodox-ez.com
https://golem.hu/guide/first-macropad/
https://docs.qmk.fm/#/keymap?id=keymap-and-layers
https://docs.qmk.fm/#/keymap?id=keymap-and-layers
https://docs.qmk.fm/#/feature_combo?id=combos
https://docs.qmk.fm/#/feature_tap_dance?id=tap-dance-a-single-key-can-do-3-5-or-100-different-things
https://docs.qmk.fm/#/feature_leader_key?id=the-leader-key
https://docs.qmk.fm/#/feature_macros?id=macros
https://www.instagram.com/p/BkjD-F-npRv/
https://spacecat.design/products/launch-pad
https://github.com/qmk/qmk_firmware
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Confusing Defenders by Writing a TLS Handshake
Max Harley

What makes TLS secure are the
cryptographic functions used between the
server and userôs browser (which I will be
calling the ñclientò from now on).
Cryptographic functions that take plaintext
and output cipher text are called ciphers.
Since there are many ciphers available to
use, the server and client must agree on
what cipher to use when communicating. In
TLS, the cipher is chosen by a negotiation
between the client and server. The client
makes the first request (ClientHello) with all
the available ciphers (and extensions) that it
supports. The server then responds
(ServerHello) with a cipher that both the
client and server support. Now that the
server and client know how to
communicate, they are able to pass
encrypted data back and forth using the
chosen cipher.

A group of researchers consisting of John
Althouse, Jeff Atkinson, and Josh Atkins
realized that TLS libraries communicate
using the same five parameters from the
ClientHello message each time. One can
think of it like a better HTTP user agent.
This is called JA3 (Three people with first
and last names that start with JA). JA3 is a
useful detection mechanism for the blue
team since some malware and C2 agents
have unique JA3 signatures. For example, a
JA3 signature hash of Meterpreter on
Windows is
b386946a5a44d1ddcc843bc75336dfc
e. The five ClientHello parameters JA3 uses
are the TLS version, list of cipher suites, list
of extensions, list of elliptic curves, and list
of elliptic curve point formats.

Figure 1: ClientHello Packet

How would one break this form of
detection? Just make your own ClientHello
packet! There are really great libraries out
there for creating these packets (like
refraction.networkingôs utls library in Go). By
crafting your own packet, you can stop
defenders from detecting your implants.
Blue team can fix their faulty JA3 detection
by pairing JA3 signatures with the process
image producing the TLS ClientHello
packet. If there is a client producing a JA3
signature that matches Firefox, but the
process is not Firefox, there is likely
something strange occurring. Try it out with
your favorite language. You can find our
implementation for Go at
https://github.com/CUCyber/ja3transport.

Since this article was first written, John
Althouse came out with JA4+. The
fingerprint uses overlapping signatures to
JA3, so altering a JA3 signature will change
the JA4 signature as well. Learn more here:
https://blog.foxio.io/ja4-network-fingerprintin
g-9376fe9ca637

This article has been expanded on here:
https://medium.com/cu-cyber/impersonating-ja3-fingerprints-b9f555880e42

Maxwell Harley

Confusing Defenders by Writing a TLS HandshakeNetworks

Twitter: 0xdab0
SAA-TIP 0.0.718

https://github.com/CUCyber/ja3transport
https://blog.foxio.io/ja4-network-fingerprinting-9376fe9ca637
https://blog.foxio.io/ja4-network-fingerprinting-9376fe9ca637
https://medium.com/cu-cyber/impersonating-ja3-fingerprints-b9f555880e42


5z¦¨¦ knvf lfxf¥Y¨z¥
Lzwf ¨nwf YlzË 6 xffdfd ¨z ¢¥z¨fb¨ w± z¯x vY¢¨z¢ k¥zw wYv¯Y¥f ¯fa¦n¨f¦Î Mmf¥f n¦ ¢vfx¨± zk ¦zk¨¯Y¥f ¯mnbm bYx avzbu ¦©bm ¦n¨f¦ a©¨ 6 dfbndfd ¨z ¯¥n¨f w± z¯x
H±¨mzx ¦b¥n¢¨ kz¥ ¨mn¦ ¨Y¦uÎ 6 ¯nvv ©¦f ¨mf ¦±¦¨fwÐ¦ mz¦¨¦ knvf kz¥ ¨mY¨Î

TmY¨ n¦ ¨mf mz¦¨¦ knvf Yxd mz¯ dzf¦ n¨ ¯z¥uÉ 3¥zwTnun¢fdnYÍ ¨mf bzw¢©¨f¥ knvf mz¦¨¦ n¦ Yx z¢f¥Y¨nxl ¦±¦¨fw knvf ¨mY¨ wY¢¦ mz¦¨xYwf¦ ¨z 6H Ydd¥f¦¦f¦Î 6¨ n¦ Y ¢vYnx
¨f°¨ knvfÎ

Lzwf ¢fz¢vf ¢¥z®ndf ¨mfn¥ mz¦¨¦ knvf¦ Yxd ©¢dY¨f ¨mfw ¤©n¨f zk¨fxÎ >± ¦b¥n¢¨ ¯nvv bzwanxf ¨mz¦f knvf¦Ë dfd©¢vnbY¨f ¨mfwË ¥fwz®f bzwwfx¨¦ Yxd ¦z¥¨Î Mmz¦f knvf
bzx¨Ynx¦ vnxf¦ ¯mnbm vzzu¦ vnufÍ

ùÇùÇùÇù eYdoYj]kal] ø kge] [gee]flÇ

Tmfx ¦©bm Y vnxf f°n¦¨¦ nx ¨mf z¢f¥Y¨nxl ¦±¦¨fwË ¨mfx ¨mf bzxxfb¨nzx ¨z ÏwYv¯Y¥f¦n¨fÐ ¯nvv xz¨ ¦©bbffd afbY©¦f ¨mf a¥z¯¦f¥ ¯nvv ¨¥± ¨z bzxxfb¨ ¨z ÿÎÿÎÿÎÿ nx¦¨fYd zk
¨mf ¥fYv ÏwYv¯Y¥f¦n¨fÐ n¢ Ydd¥f¦¦Î M¥±nxl ¨z ¢nxl ¨mY¨ ¦n¨f ¯nvv bY©¦f ¨mf kzvvz¯nxl wf¦¦YlfÍ

0af_ j]im]kl [gmd\ fgl ^af\ `gkl ÍeYdoYj]kal]ÎÇ 0d]Yk] [`][c l`] fYe] Yf\ ljq Y_YafÇ !xd mf¥f n¦ ¨mf H±¨mzx ¦b¥n¢¨ ¯mnbm dzf¦ ¨mn¦
¨Y¦uÍ

aehgjl mjddaZÇj]im]kl

eq3]l đ k]lÝÞÅ

mjdk đ k]lÝÞÅ

mjdkÇY\\Ýì`llhkÆ××kge]gf]o`g[Yj]kÇgj_×`gklk×`gklkìÞ

mjdkÇY\\Ýì`llhkÆ××jYoÇ_al`mZmk]j[gfl]flÇ[ge×3l]n]f"dY[c×`gklk×eYkl]j×`gklkìÞ

mjdkÇY\\Ýì`llhkÆ××Y\YoYqÇgj_×`gklkÇlplìÞ

mjdkÇY\\Ýì`llhkÆ××h_dÇqgqgÇgj_×Y\k]jn]jk×k]jn]jdaklÇh`hË`gkl^gjeYlđ`gklkÅk`goafljgđùµeae]lqh]đhdYafl]plìÞ

^gj mjd af mjdkÆ

oal` mjddaZÇj]im]klÇmjdgh]fÝmjdÞ Yk j]khgfk]Æ

`led đ j]khgfk]Çj]Y\ÝÞ

^gj daf] af `ledÇkhdaldaf]kÝÞÆ

a^ fgl daf]ÇklYjlkoal`ÝZìøìÞÆ

l]eh đ Zì ìÇbgafÝdaf]ÇkhdalÝÞÞ

l]ehëYjj đ l]ehÇkhdalÝZìøìÞ

eq3]lÇY\\Ýl]ehëYjjßùàÇkljahÝÞÇj]hdY[]ÝZìúûĀÇùÇùÇú ìÄ ZìùÇùÇùÇù ìÞÞ

^ad] đ gh]fÝí`gklkíÄíoíÞ

eq3gjl]\3]l đ kgjl]\Ýeq3]lÞ

^gj daf] af eq3gjl]\3]lÆ

^ad]Çojal]ÝkljÝdaf]ÞßûÆÈúàčìêfìÞ

^ad]Ç[dgk]ÝÞ

*zdf f°¢vYxY¨nzxÍ
Å .Ybm fx¨¥± nx ¨mf mz¦¨¦ knvf n¦ ¦¨z¥fd nx ¨mf w±Lf¨ ®Y¥nYavfÎ Lf¨ ¨±¢f l©Y¥Yx¨ff¦ ¨mY¨ ¨mf¥f ¯nvv af xz d©¢vnbY¨f¦Î
Å 6x¦ndf ©¥v¦ ¨mf¥f Y¥f mz¦¨¦ knvf¦ ¨mY¨ ¯nvv af dz¯xvzYdfd Yxd k¥zw ¨mz¦f knvf¦ ¯f lf¨ ¨mf fx¨¥nf¦Î

Å 6k Y vnxf ¦¨Y¥¨¦ k¥zw üË ¨mfx n¨ ¯nvv xz¨ af ¨Yufx nx¨z Ybbz©x¨Î *zwwfx¨¦ ¯nvv Yv¦z af ¥fwz®fd Å !vv ¯mn¨f¦¢Ybf¦ ¯nvv af ¥f¢vYbfd ¯n¨m Y ¦nxlvf ¦¢Ybf bmY¥Yb¨f¥
Å !vv ĀāĆÎÿÎÿÎĀ 6H Ydd¥f¦¦f¦ ¯nvv af ¥f¢vYbfd ¯n¨m ÿÎÿÎÿÎÿ
Å 6x ¨mf vY¦¨ vzz¢Ë ¨mf¥f ¯nvv af ¯¥n¨nxl ¨z ¨mf mz¦¨¦ knvf ¯mnbm ¯nvv af b¥fY¨fd nx ¨mf b©¥¥fx¨ ¯z¥unxl dn¥fb¨z¥±Î .x¨¥nf¦ ¯nvv af ¦z¥¨fdÎ
Å 6k ¨mf ¢¥zl¥Yw ¥©x¦ bz¥¥fb¨v±Ë ¨mf¥f n¦ xz z©¨¢©¨ ¨z ¨mf ©¦f¥Î

!vv ±z© xffd ¨z dz n¦ ¨z wYuf Y aYbu©¢ zk ¨mf f°n¦¨nxl mz¦¨¦ knvf nx ±z©¥ z¢f¥Y¨nxl ¦±¦¨fw Yxd ¢©¨ ¨mf lfxf¥Y¨fd knvf ¨mf¥fÎ Vz© bYx ¥flfxf¥Y¨f ¨mf mz¦¨¦ knvf a±
¥©xxnxl Y ¦b¥n¢¨ k¥zw ¨nwf ¨z ¨nwf afbY©¦f vn¦¨¦ Y¥f ©¢dY¨fd ¤©n¨f zk¨fxÎ

TmY¨Ð¦ xf°¨É Vz© bYx ¥fYd Yaz©¨ mz¯ ±z©¥ kn¥f¯Yvv avzbu¦ ¯fa¦n¨f¦ Yxd wzdnk± ¨mn¦ bzdf ¨z ¦©¢¢z¥¨ ¨mf vn¦¨ zk ¦©¦¢nbnz©¦ dzwYnx¦Î Mmf¥f Y¥f Yv¦z Y¢¢vnbY¨nzx¦ kz¥
¦wY¥¨¢mzxf¦ ¯mnbm dz ¦nwnvY¥ ¨mnxl¦ a± avzbunxl dzwYnx¦ ©¦nxl nx¨f¥xYv SH?Î

5zwf¯z¥uÍ knxd mz¦¨¦ knvf nx ±z©¥ z¢f¥Y¨nxl ¦±¦¨fwÎ HvY± ¯n¨m ¨mf bzdf a± Yddnxl Y ¢¥zl¥f¦¦ aY¥ z¥ ¢¥zl¥f¦¦ nx ¢f¥bfx¨Ylf¦ ¨z ¨¥Ybu ¨mf ¦b¥n¢¨ ¢¥zl¥f¦¦Î Vz© bYx ©¦f
Yx± vna¥Y¥±Ë kz¥ f°Yw¢vfÍ m¨¨¢¦ÍÙÙ¢±¢nÎz¥lÙ¢¥ztfb¨Ù¢¥zl¥f¦¦Ù

Marcin W�do�kowski

Hosts file generator Networks

https://pl.linkedin.com/in/marcin-w%C4%85do%C5%82ko
wski-4a2b819aWTFPL 19

https://pypi.org/project/progress/
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nȕǗŞǚǢŏİƞƇƩŹ =ėD
ƴƩ ǮƁŞ sâȎ̮ΈíǗİŏŞ
´ƴȏİŖİȕǢͬ ƴǚŹİƩƇȠİǮƇƴƩǢ ƴŸǮŞƩ Ÿİƞƞ ȎƇŏǮƇƧ Ǯƴ ŏȕōŞǚİǮǮİŏƚǢ
ŖǶŞ Ǯƴ ǶƩǚŞǢƴƞȎŞŖ ȎǶƞƩŞǚİōƇƞƇǮƇŞǢ ǚİǮƁŞǚ ǮƁİƩ
ǢƴǗƁƇǢǮƇŏİǮŞŖ ŞȔǗƞƴƇǮǢͫ ùŞŏƁƩƇŏİƞ ŖŞōǮ ƇƩ ǮƁƇǢ ŏƴƩǮŞȔǮ ƇǢ
ȏƁȕ =ƴƴǚŖƇƩİǮŞŖ ėǶƞƩŞǚİōƇƞƇǮȕ DƇǢŏƞƴǢǶǚŞ Β=ėDΓͬ İǢ İ
ƧƴŖŞƞͬ ōŞŏİƧŞ İ ōŞǢǮ ǗǚİŏǮƇŏŞ ǮƁİǮ ŹƇȎŞǢ ǢŞŏǶǚƇǮȕ
ǚŞǢŞİǚŏƁŞǚǢ İ ŹǶƇŖŞƞƇƩŞ Ǯƴ ƩƴǮƇŸȕ ǗİǚǮƇŞǢ İŸŸŞŏǮŞŖ ōȕ İ ȎǶƞƩŞǚİōƇƞƇǮȕͫ
nƴȏŞȎŞǚͬ ȏƁȕ ǚŞǗƴǚǮ ƴƩŞ ȎǶƞƩŞǚİōƇƞƇǮȕ ȏƁŞƩ ȕƴǶ ŏİƩ Ŗƴ ƧǶƞǮƇǗƞŞͫ
ùƁƇǢ İǚǮƇŏƞŞ ǮİƚŞǢ ǮƁŞ ǚŞİŖŞǚ ǮƁǚƴǶŹƁ İ ƧŞǮƁƴŖƴƞƴŹȕ ǮƁİǮ ŸƴŏǶǢŞǢ ƴƩ
İ ŖƇǢŏƞƴǢǶǚŞ ƩƴǮ ƴƩƞȕ İǮ ǢƇƩŹƞŞ ƴǚŹİƩƇȠİǮƇƴƩǢ ōǶǮ ǮƁƴǶǢİƩŖǢ İǮ İ
ǮƇƧŞʹ

ùƁŞ DǶǮŏƁ sƩǢǮƇǮǶǮŞ Ÿƴǚ ėǶƞƩŞǚİōƇƞƇǮȕ DƇǢŏƞƴǢǶǚŞ ƇǢ İƩ ´g¿ ŸƴǶƩŖŞŖ
ƇƩ ̬̪̫̳ İƇƧŞŖ İǮ ƧİƚƇƩŹ ǮƁŞ sƩǮŞǚƩŞǮ ǢİŸŞǚ ōȕ ǚŞǗƴǚǮƇƩŹ
ȎǶƞƩŞǚİōƇƞƇǮƇŞǢ ŸƴǶƩŖ ƇƩ ǢȕǢǮŞƧǢ Ǯƴ ǮƁŞ ǗŞƴǗƞŞ ȏƁƴ ŏİƩ fiȔ ǮƁŞƧͫ ùƁŞ
ƧŞǮƁƴŖƴƞƴŹȕ ŖƇǢŏǶǢǢŞŖ ƇǢ ǗǶǮ ƇƩ ǗǚİŏǮƇŏŞ ōȕ ǮƁƇǢ ŸƴǶƩŖİǮƇƴƩͫ

ùƁŞ íŏİƩΈ´ƴǮƇŸȕ âǚƴŏŞǢǢ
ùƁŞ ŏƴƧǗƞŞǮŞ ǗǚƴŏŞǢǢ ŏƴƩǢƇǢǮǢ ƴŸ Ǯȏƴ ǢǮİŹŞǢͬ åŞǢŞİǚŏƁ İƩŖ
´ƴǮƇfiŏİǮƇƴƩͫ ;ƴǮƁ ǢǮİŹŞǢ İǚŞ ȏİƞƚŞŖ ǮƁǚƴǶŹƁ ƇƩ ǮƁƇǢ İǚǮƇŏƞŞ İƩŖ ŏİƩ
ōŞ ǢŞŞƩ ǢŏƁŞƧİǮƇŏİƞƞȕ ƇƩ ǮƁŞ fiŹǶǚŞͫ ùƁŞ Źƴİƞ ƴŸ ǮƁƇǢ ǗǚƴŏŞǢǢ ƇǢ Ǯƴ
ǚŞǢǗƴƩŖ Ǯƴ ǮƁŞ ŞȎŞƩǮ ƴŸ İ ƩŞȏ ΒŏǚƇǮƇŏİƞΓ ȎǶƞƩŞǚİōƇƞƇǮȕ ōȕ İǢǢŞǢǢƇƩŹ
ǮƁŞ ƇƧǗİŏǮ İƩŖ fiƩŖƇƩŹ İǢ ƧİƩȕ ȎǶƞƩŞǚİōƞŞ ƁƴǢǮǢ ȏƴǚƞŖȏƇŖŞ İǢ
ǗƴǢǢƇōƞŞͫ nİȎƇƩŹ ŸƴǶƩŖ ǮƁŞǢŞ ƁƴǢǮǢͬ ǮƁŞƇǚ ƴȏƩŞǚǢ İǚŞ ƩƴǮƇfiŞŖ ȏƇǮƁ
ǗİǮŏƁƇƩŹ ƴǚ ƧƇǮƇŹİǮƇƴƩ ƇƩǢǮǚǶŏǮƇƴƩǢͫ DƴƇƩŹ Ǣƴͬ ǮƁŞ ƞƇŸŞǮƇƧŞ ƴŸ İ
ȎǶƞƩŞǚİōƇƞƇǮȕ ŏİƩ ōŞ ŖŞŏǚŞİǢŞŖ ŖǚİǢǮƇŏİƞƞȕʹ DǶǚƇƩŹ ǮƁŞ ŞȔŞŏǶǮƇƴƩ ƴŸ
ǮƁŞǢŞ Ǯȏƴ ǗƁİǢŞǢͬ ŞǮƁƇŏǢ İǚŞ ŞȔŏŞǗǮƇƴƩİƞƞȕ ƇƧǗƴǚǮİƩǮ İǢͬ İŖƧƇǮǮŞŖƞȕͬ
ǮƁƇǢ ǗǚƴŏŞǢǢ ǢƴƧŞǮƇƧŞǢ ƴǗŞǚİǮŞǢ ƴƩ ǮƁŞ ŞŖŹŞ ƴŸ ǮƁŞ ƞİȏͫ ùȕǗƇŏİƞƞȕͬ
ǮƁŞ ǗǚƇƩŏƇǗƞŞǢ ƴŸ ǗǚƴǗƴǚǮƇƴƩİƞƇǮȕ İƩŖ ǢǶōǢƇŖƇİǚƇǮȕ İǚŞ ǶǗƁŞƞŖͫ
åŞǢǗŞŏǮƇȎŞƞȕͬ ǚŞǢŞİǚŏƁ ǢƁƴǶƞŖƩΤǮ ŖŞŏǚŞİǢŞ ƇƩǮŞŹǚƇǮȕ İƩŖ İȎİƇƞİōƇƞƇǮȕ
ƴŸ ǢȕǢǮŞƧǢ İƩŖ ƇŸ ƧǶƞǮƇǗƞŞ ƴǗǮƇƴƩǢ İǚŞ İȎİƇƞİōƞŞͬ ǮƁŞ ƞŞİǢǮ ƇƧǗİŏǮŸǶƞ
ƴǗǮƇƴƩ ǢƁƴǶƞŖ ōŞ ƴǗǮŞŖ Ÿƴǚͫ

ùƁŞ åŞǢŞİǚŏƁ âƁİǢŞ
Ʃ ƇƩȎŞǢǮƇŹİǮƇƴƩ ǢǮİǚǮǢ ȏƇǮƁ ǮƁŞ åŞǢŞİǚŏƁ ǗƁİǢŞͫ Ʃ ƴǶǮƞƇƩŞ ƴŸ ǮƁŞ

²¿ėMƇǮ ̬̪̬̭ ƇƩȎŞǢǮƇŹİǮƇƴƩ ΒDsėDΈ̬̪̬̭Έ̪̪̪̬̭Γ ƇǢ ŹƇȎŞƩ ƇƩ ǮƁŞ
ŏƴƧƧİƩŖ ŞȔİƧǗƞŞͫ ȎǶƞƩŞǚİōƇƞƇǮȕ ƇǢ ƇƩǢǗŞŏǮŞŖ İƩŖ İǢǢŞǢǢŞŖ Ÿƴǚ
ǗǶōƞƇŏ ŞȔǗƴǢǶǚŞ İƩŖ ƇƧǗİŏǮͫ ĘƁŞƩ ŏƁƴƴǢƇƩŹ Ǯƴ İŏǮ ƴƩ ǮƁƇǢ
ȎǶƞƩŞǚİōƇƞƇǮȕͬ İ ǗǚŞƞƇƧƇƩİǚȕ ƞƇǢǮ ƴŸ ǮİǚŹŞǮǢ ŏİƩ ōŞ ŹİǮƁŞǚŞŖ ǮƁǚƴǶŹƁ
ǗƞİǮŸƴǚƧǢ ƞƇƚŞ íƁƴŖİƩ İƩŖ =ŞƩǢȕǢͫ sŸ İ ŸǶƩŏǮƇƴƩİƞ ǙǶŞǚȕ ŏİƩƩƴǮ ōŞ
ŏǚŞİǮŞŖͬ İƩƴǮƁŞǚ ƴǗǮƇƴƩ ǚŞƧİƇƩǢ Ǯƴ ǢŏİƩ ƴƩ ̪̪̪̪ͫͫͫ΅̪ ΒİƞǢƴ ŏİƞƞŞŖ ΅̪Γ
Ǯƴ ŏƴȎŞǚ ǮƁŞ ŸǶƞƞ sâȎ̮ΈǢǗİŏŞͫ ùƴ ǢŏİƩ ƴƩ ΅̪ͬ ǮƁŞ İǢǗŞŏǮ ƴŸ ǚŞǗǶǮİǮƇƴƩ
ƇǢ ƇƧǗƴǚǮİƩǮ İƩŖ ƴƩŞ ǢƁƴǶƞŖ ǶǢŞ ǗǚŞΈŏƴƧǗǶǮŞŖ ǗŞǚƧǶǮİǮƇƴƩǢ Ǯƴ
ǗǚŞȎŞƩǮ ōŞƇƩŹ flİŹŹŞŖ ōȕ ƞİǚŹŞǚ sâ ōƞƴŏƚǢ İǢ ǢǗİƧ ΒǶǢŞ
ƧǶƞǮƇǮƁǚŞİŖƇƩŹ ƇƩ ´ǶŏƞŞƇΓͫ DƴƇƩŹ Ǣƴͬ ŞİŏƁ ΅̬̮ ƩŞǮȏƴǚƚ ōƞƴŏƚ ǢƁƴǶƞŖ
ǚŞŏŞƇȎŞ İ ǗİŏƚŞǮ ŞȎŞǚȕ ̫̪̰ͫ ǢŞŏƴƩŖǢͬ ŞİŏƁ ΅̫̰ ƩŞǮȏƴǚƚ ōƞƴŏƚ ŞȎŞǚȕ
̮̪ƧǢͬ İƩŖ ŞİŏƁ ΅̲ ƩŞǮȏƴǚƚ ōƞƴŏƚ ŞȎŞǚȕ ̨̫̰̫Ǣ İǢǢǶƧƇƩŹ ̫gōƇǮ΅Ǣͫ sƩ
ŞƇǮƁŞǚ ŏİǢŞͬ ǢƴƞƇŖƇŸȕƇƩŹ ǮƁŞ fiƩŹŞǚǗǚƇƩǮ ΒƞƇƚŞ ȎŞǚǢƇƴƩ ƩǶƧōŞǚǢ ƴǚ
ŖŞȏŞİǗƴƩƇȠŞŖ ŞȔǗƞƴƇǮǢʹΓ ŏİƩ ōŞ ŖƴƩŞ ǚŞƞİǮƇȎŞƞȕ ŞİǢƇƞȕ ƇƩ Ğ ²¨ Ÿƴǚ

2 https://github.com/DIVD-NL/nuclei-parse-enrich
1 https://github.com/projectdiscovery/nuclei-templates

ǮƴƴƞǢ ƞƇƚŞ ´ǶŏƞŞƇͫ ùƁŞǢŞ ǢŏİƩǢ ǚŞǢǶƞǮ ƇƩ İ ƞƇǢǮ ƴŸ ȎǶƞƩŞǚİōƞŞ sâ
İŖŖǚŞǢǢŞǢͬ ȏƁƇŏƁ ŏİƩ ōŞ ŞƩǚƇŏƁŞŖ ǶǢƇƩŹ ŖİǮİōİǢŞǢ ƞƇƚŞ åsâMǢǮİǮ İƩŖ
Ęn¿sí ōǶǮ İƞǢƴ ǚŞȎŞǚǢŞ D´íͬ ù¨í ŏŞǚǮƇfiŏİǮŞǢͬ í´ ƴǚ ǢŞŏǶǚƇǮȕͫǮȔǮͫ

ùƁŞ ´ƴǮƇfiŏİǮƇƴƩ âƁİǢŞ
¿ƩŏŞ İ ƞƇǢǮ ƴŸ ŏƴƩfiǚƧŞŖ ȎǶƞƩŞǚİōƞŞ ƁƴǢǮǢ ƇǢ İȎİƇƞİōƞŞͬ ǮƁŞ
´ƴǮƇfiŏİǮƇƴƩ ǗƁİǢŞ ŏİƩ ōŞ ǢǮİǚǮŞŖͫ ùƁƇǢ ǗƁİǢŞ ƧŞİƩǢ fiƩŖƇƩŹ ǮƁŞ
ƧƴǢǮ ŞŸfiŏƇŞƩǮ ȏİȕ ƴŸ ǚŞİŏƁƇƩŹ ǮƁŞ ƴȏƩŞǚǢ ƴŸ ȎǶƞƩŞǚİōƞŞ ƁƴǢǮǢͫ
DƴƇƩŹ Ǣƴ ŏƴƩǢƇǢǮǢ ƴŸ Ǯȏƴ İǢǗŞŏǮǢͮ fiƩŖƇƩŹ ǮƁŞ ǚƇŹƁǮ ŏƴƩǮİŏǮ İƩŖ
ΒȏƁŞǚŞ ǚŞǙǶƇǚŞŖΓ ȏǚƇǮƇƩŹ İƩ ŞŸŸŞŏǮƇȎŞ ƩƴǮƇfiŏİǮƇƴƩͫ =ƴƩǮİŏǮƇƩŹ ƁƴǢǮ
ƴȏƩŞǚǢ ŏİƩ ōŞ ŖƴƩŞ ȏƇǮƁ ŞƩǚƇŏƁŞŖ ƇƩŸƴǚƧİǮƇƴƩ ŖƇǚŞŏǮƞȕͫ nƴȏŞȎŞǚͬ ƇŸ
ǮƁƇǢ ƇƩŸƴǚƧİǮƇƴƩ ƇǢ ŏƴƧƇƩŹ ŸǚƴƧĘn¿síΈƞƇƚŞ ŖİǮİōİǢŞǢͬ ŏƁİƩŏŞǢ İǚŞ
ǮƁİǮ ǮƁŞ ŸİƞǢŞΈǗƴǢƇǮƇȎŞ ǚİǮƇƴ ƇǢ ƁƇŹƁ ΒǮƁƇǢ ƇǢ ŖǶŞ Ǯƴ İ ƞİŏƚ ƴŸ
ƧİƇƩǮŞƩİƩŏŞ İƩŖ İ gDâå ǢƇŖŞΈŞŸŸŞŏǮ ƇƩ MǶǚƴǗŞİƩ ŏƴǶƩǮǚƇŞǢΓͫ ùƴ
ŏƴǶƩǮŞǚ ǮƁƇǢͬ ŖİǮİ ŏİƩ ōŞ ǢǗƞƇǮ ƴƩ İ ù¨DΈƞŞȎŞƞ İƩŖ ǢŞƩǮ Ǯƴ ǮƁŞ
ǚŞǢǗŞŏǮƇȎŞ gƴȎ=Måù ƴŸ ǮƁİǮ ŏƴǶƩǮǚȕͬ ƞƇƚŞ =sí Β=ȕōŞǚǢŞŏǶǚƇǮȕ İƩŖ
sƩŸǚİǢǮǚǶŏǮǶǚŞ íŞŏǶǚƇǮȕ ŹŞƩŏȕΓ Ÿƴǚ ǮƁŞ Āíͫ ùƁƇǢ ŸǶƩŏǮƇƴƩǢ İǢ İƩ
ǶƧōǚŞƞƞİΈǢǮǚǶŏǮǶǚŞͬ İǢ ǮƁŞ gƴȎ=MåùǢ ƚƩƴȏ Ɓƴȏ Ǯƴ ǚŞİŏƁ ǢǗŞŏƇfiŏ
ƴǚŹİƩƇȠİǮƇƴƩǢ İƩŖ ōǚİƩŏƁŞǢͫ ĘƁŞƩ ƇǮ ŏƴƧŞǢ Ǯƴ ȏǚƇǮƇƩŹ İƩ ŞŸŸŞŏǮƇȎŞ
ƩƴǮƇfiŏİǮƇƴƩͬ ǮƁŞ ǮƇƧƇƩŹͬ ŏƴƩŏƇǢŞƩŞǢǢͬ ΒǮŞŏƁƩƇŏİƞ İƩŖ ƩƴȎŞƞΓ ŖŞǮİƇƞǢͬ
İƩŖ ǢƴŏƇİƞ ƇƩflǶŞƩŏŞ ƴŸ ǮƁŞ ƩƴǮƇfiŏİǮƇƴƩ Ǘƞİȕ İ ƞİǚŹŞ ǚƴƞŞ ƇƩ ƧİƚƇƩŹ
ƁƴǢǮ ƴȏƩŞǚǢ ŖƇǢǗƞİȕ ǗİǮŏƁ ōŞƁİȎƇƴǚͫ ùƁƇǢ ƇǢ ōİǢŞŖ ƴƩ ǮƁŞ ǮƁŞƴǚȕ ƴŸ
ŹİƇƩƇƩŹ İƩŖ ƧİƇƩǮİƇƩƇƩŹ İ ǚŞŏƇǗƇŞƩǮΤǢ İǮǮŞƩǮƇƴƩͫ ´ƴǮƇfiŏİǮƇƴƩǢ İǚŞ
ǮȕǗƇŏİƞƞȕ ǢǮİŹŞŖ ƴȎŞǚ ŞƧİƇƞ ΒİǢ ǮƁƇǢ ƇǢ İ ƩŞŏŞǢǢİǚȕ ŞȎƇƞΓ ȏƇǮƁ
ǢƴŸǮȏİǚŞ ƞƇƚŞ ²İƇƞƧŞǚŹŞ İƩŖ ƁİȎŞ ǮƁŞ Reply-To fiŞƞŖ ǢŞǮ Ǯƴ İƩ
İŖŖǚŞǢǢ ƞƇƩƚŞŖ Ǯƴ sùí² ǢƴŸǮȏİǚŞͫ ùƁƇǢ ȏİȕͬ ŸŞŞŖōİŏƚ İƩŖ ǗİǮŏƁ
ōŞƁİȎƇƴǚ ŏİƩ ōŞ ǮǚİŏƚŞŖ ǮƁǚƴǶŹƁ ǚŞǗƞƇŞǢ İƩŖ ǚŞƇǮŞǚİǮŞŖ ǢŏİƩƩƇƩŹͫ

ĘƁİǮΝǢ ´ŞȔǮͺ
ùƁŞ ´ƴǮƇfiŏİǮƇƴƩ ǗƁİǢŞ ƇǢ ŏƞƴǢŞŖ ōȕ ǚŞƇǮŞǚİǮƇƩŹ Ǯƴ ǮƁŞ åŞǢŞİǚŏƁ
ǗƁİǢŞ Ǯƴ ƴōǢŞǚȎŞ İŏǮǶİƞ ǗİǮŏƁƇƩŹ ǮǚŞƩŖǢ Ǯƴ ŖŞǮŞǚƧƇƩŞ ƩŞȔǮ
ƩƴǮƇfiŏİǮƇƴƩ ƇƩǮŞǚȎİƞǢͫ åİƇǢƇƩŹ İȏİǚŞƩŞǢǢ ƴŸ ǮƁƇǢ ǗǚƴŏŞǢǢ ƁŞƞǗǢ
ǚŞŏƴŹƩƇȠŞ ǮƁŞ ƩƴǮƇfiŏİǮƇƴƩǢ İƩŖ ƧƇŹƁǮ ƇƩǢǗƇǚŞ ǢƴƧŞƴƩŞ Ǯƴ ŏƴƩǮǚƇōǶǮŞʹ
íƴ ƇƧǗƞŞƧŞƩǮ ǢŞŏǶǚƇǮȕͫǮȔǮ Ǯƴ ƁŞƞǗ ƴǶǮ Βåf= ̳̫̫̰Γ İƩŖ ŹŞǮ ǢŏİƩƩƇƩŹʹ

ŏƴƧǗǚŞƁŞƩǢƇȎŞ ŹǶƇŖŞ ƴƩ ´ǶŏƞŞƇ ŏİƩ ōŞ ŸƴǶƩŖ ƁŞǚŞͫ ´ƴȏ ǮƁİǮ
ȕƴǶΤȎŞ ōŞŏƴƧŞ İƩ ŞȔǗŞǚǮ ƴƩ sƩǮŞǚƩŞǮΈǢŏİƞŞ ȎǶƞƩŞǚİōƇƞƇǮȕ ƩƴǮƇfiŏİǮƇƴƩͬ
ȏƁȕ ǢǮƴǗ İǮ ǢƇƩŹƞŞ ƩƴǮƇfiŏİǮƇƴƩǢ ȏƁŞƩ ȕƴǶ ŏİƩ ƴǚŏƁŞǢǮǚİǮŞ İ
ƩƴǮƇfiŏİǮƇƴƩ ǢȕƧǗƁƴƩȕͬ ƴƩŞ =ėM İǮ İ ǮƇƧŞͺ

ĘİƩǮ Ǯƴ ƞŞİǚƩ ƧƴǚŞ ƴǚ ŏƴƞƞİōƴǚİǮŞ Ÿƴǚ İ ǢƴŏƇŞǮİƞ ƇƧǗİŏǮͺ åŞİŏƁ
ƴǶǮ İǮ ŏǢƇǚǮΧŖƇȎŖͫƩƞ İƩŖ ƞŞǮΝǢ ǢŞŏǶǚŞ ǮƁŞ ǢƴŏƇŞǮȕ ǮƴŹŞǮƁŞǚʹ

ò ][`g í#geeYf\ k]im]f[] lg kgjlaf_ \YlYÄ k]] ^gglfgl]k ^gj egj] af^gÉí

ò k`g\Yf \gofdgY\ ÈdaealđÈú Ē^ad]ē ì`llhÇ^Yna[gfÇ`Yk`ÆĂāĂûāĂûüĂì

ò k`g\Yf hYjk] ÈÈ^a]d\k ahëkljÄhgjl Ē^ad]ēÇbkgfÇ_r Èk]hYjYlgj Æ ē Ē^ad]ēÇ[kn

ò fm[d]a È( í$)6$ÈûùûüÈùùùûüí Èl Ç×#6%ÈûùûüÈüÿĂüýÇqYedú Èd Ē^ad]ēÇ[kn Èg ĒnmdfēÇbkgf

ò _g jmf [e\×eYafÇ_gû Èa ĒnmdfÇbkgfē Èg Ē]fja[`]\ēÇbkgf

ĒÇÇÇaehgjlk Yf\ ^ad] gh]jYlagfk geall]\ ^gj Zj]nalqéē

ò hql`gf È[ ìeYc]$YlY&jYe] đ dYeZ\Y \YlYÆ h\Ç$YlY&jYe]Ýáí`gklíÆ ßah ^gj ah af \YlYàÄ

íYZmk]íÆ ß\YlYßahàßì!Zmk]ìà ^gj ah af \YlYàÄ ílae]klYehíÆ ß\YlYßahàßìlae]klYehìà ^gj

ah af \YlYàâÞì
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TLS Decryption -
Block% Speedrun

Today, internet tra�c is almost completely encrypted.
Great for privacy, bad for some security defenses. Intru-
sion Detection Systems (IDS) can’t analyze encrypted
tra�c. The current \solution" to this is for the IDS to
act as a proxy. This sucks for privacy and is an open
problem in IDS research.

The goal of this speedrun is to block HTTPS requests
that contain a certain string (\pwn") in the URL. Let’s
start decrypting with Tshark.

$ export SSLKEYLOGFILE=$PWD/keys.log

$ tshark -i eth0 -w cap.pcap &

$ curl "https :// example.com"

$ fg # bring to fg and send SIGINT

$ tshark -r cap.pcap -x -o "tls.keylog_file:

keys.log"

But we can’t block this, it’s already on the machine!
Can we decrypt manually? We have the following
secrets logged (#HEX is a big hex number, format
explained in NSS1 docs):

SERVER_HANDSHAKE_TRAFFIC_SECRET #HEX #HEX

EXPORTER_SECRET #HEX #HEX

SERVER_TRAFFIC_SECRET_0 #HEX #HEX

CLIENT_HANDSHAKE_TRAFFIC_SECRET #HEX #HEX

CLIENT_TRAFFIC_SECRET_0 #HEX #HEX

You’d think X_TRAFFIC_SECRET is the symmetric key we
need. But why are there two? More info in this in-depth
blogpost2 and also in the RFC3:

[sender]_write_key = HKDF -Expand -Label(Secret ,

"key", "", key_length)

[sender]_write_iv = HKDF -Expand -Label(Secret ,

"iv", "", iv_length)

0-RTT Application ->

client_early_traffic_secret

Handshake ->

[sender]_handshake_traffic_secret

Application Data ->

[sender]_application_traffic_secret_N

This says we need to HKDF-Expand the application
tra�c secret to get the shared key for the encrypted
data. That’s too much e�ort and, from an engineer-
ing perspective, would mean that we have to manage
secrets ourselves, correctly identify the cipher used and

1https://udn.realityripple.com/docs/Mozilla/Projects/

NSS/Key_Log_Format
2https://blog.bithole.dev/blogposts/tls-explained/
3https://www.rfc-editor.org/rfc/rfc8446

have multiple ciphers ready to use. We skip the cryp-
tography to save time and we go straight to the hackiest
solution we can �nd.

Time for some voodoo hook magic! Hooking is ba-
sically intercepting and changing function behaviour.
There are various ways of doing this, but one of the
simpler ones is using the LD_PRELOAD trick. Our targets:
SSL_read and SSL_write from OpenSSL. We write a li-
brary4 overwriting these functions, point LD_PRELOAD to
it and call curl:

$ LD_PRELOAD=$PWD/hook.so.1 curl -s "https ://

github.com/search?q=pwn" 1>/dev/null

PRI * HTTP /2.0

SM

d@??a??@?J???A??o?@!?z?%?P?@??S*/*

Everything’s corrupted! What we’re seeing here is
HTTP2’s fancy compression algorithm, HPACK. If we
try the same request but with the 
ag --http1.1 added
to curl, the output is readable and clear:

$ LD_PRELOAD=$PWD/hook.so.1 curl -s "https ://

github.com/search?q=pwn" --http1 .1 1>/dev/

null

GET /search?q=pwn HTTP /1.1

Host: github.com

User -Agent: curl /7.68.0

Accept: */*

Checking out HPACK’s RFC5, we can see it uses static
tables for the most common headers and then uses
indices to encode them. Headers that aren’t found in
the static table, are inserted in a dynamic table. For
some string literal values, Hu�man coding is used.

We are aiming for WR on this particular speedrun, so
we can’t start implementing HPACK decoders from
scratch. Keep hooking! After thorough searches in
libcurl, openssl, trial and error, we come across an
interesting function in libnghttp2 that should contain
the in
ated payloads: nghttp2_submit_request. In action:

$ LD_PRELOAD=$PWD/hook.so.1 curl -s "https ://

github.com/search?q=pwn" 1>/dev/null

:method GET

:path /search?q=pwn

:scheme https

:authority github.com

user -agent curl /7.68.0

accept */*

At last! We have both HTTP1 and HTTP2 requests
hooked and visible in plaintext. Now all that’s left is
blocking them. Quickest way to do so? Insert an exit

in your hooks, when detecting the word \pwn" in the
content of the request. Check the code! 6

4Inspired by Sebastian Cato’s repository https://github.com/

sebcat/openssl-hook
5https://www.rfc-editor.org/rfc/rfc7541
6https://github.com/Costinteo/hook-https
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A minimal Version Control
and Continuous Deployment
Server with Git and Bash
Continuous Integration/Deployment (CI/CD) en-
sures that code changes are automatically
tested, integrated, and deployed.
This guide sets up a minimalistic version control
and CD server using Git and Bash. You ll estab-
lish a Git server on a remote Linux machine, set
up your local project, and trigger deployments
seamlessly on each pushed commit.

Setup the Git server

Setup the deployment

Add the deployment trigger

Setup your local project

First deployment from your local
machine

Next deployments

Output:

Notes
The previous instructions assume that your re-
mote server allows SSH connections with pass-
word authentication. If not, you probably have to
update your accordingly.
But of course, you should use proper security
practices: SSH private/public keys.

Antoine Viau
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Adding a custom syscall
without modifying the
Linux kernel ï eBPF
Can one define a new syscall without modifying the
Linux kernel? Yes, this article shows how to do it in
tens of lines of code.

Let us set a target: add a custom system call
that counts how many times a given thread1 called it.

Linux provides a mechanism called eBPF
(extended Berkeley Packet Filter). This mechanism,
initially meant for packet filtering, was extended later,
allowing for more now, including installing hooks on
kernel- and user-space functions. In short, one can
write a program, compile it into eBPF bytecode, and
load it into the kernel. The kernel verifies the bytecode
safety when loading it2.

eBPF programs can be attached to tracepoints
and functions in the kernel. Here is the idea: let us
attach such a program to kqkë]fl]j, which is called
when performing a system call3.

The following example uses bcc (BPF Compiler
Collection) and was run on Linux 6.5.9.

To start, we need some boilerplate script that
compiles a program into eBPF bytecode and loads it
into the kernel:

ø dgY\]jÇhq
^jge Z[[ aehgjl "0&
^jge lae] aehgjl kd]]h

Z đ "0&Ýkj[ë^ad]đíZh^ëhjg_Ç[íÞ

ø $g fgl ]pal aee]\aYl]dqÇ
ø )l ogmd\ mfdgY\ l`] ]"0& hjg_jYeÇ
ljqÆ kd]]hÝĂĂĂĂÞ
]p[]hl +]qZgYj\)fl]jjmhlÆ hYkk

Now, it is time for the eBPF program itself:

×× Zh^ëhjg_Ç[
ø\]^af] -9ë393#!,,ë./ ùpüúüüĀ

×× 'dgZYd eYhÄ ^jge 0)$ý aflg Y [gmfl]jÇ
"0&ë(!3(Ýha\û[flÄ müûÄ mÿýÞÅ

×× &gjoYj\ \][dYjYlagf g^ gmj kqk[YddÇ
×× )l `Yk gf] Yj_me]flÆ Y hgafl]j o`]j]
×× lg klgj] l`] [gmfl]j Ýj]lmjf nYdm]ÞÇ
klYla[ nga\ eqëkqk[YddÝmÿýã j]lëZm^ÞÅ

4 In the kernel, process means a userspace thread. A userspace
process is known as a thread group in the kernel.

3 An alternative idea, to avoid attaching directly to kqkë]fl]j, would
be to attach code to an existing syscall and specify a magic value
that is considered invalid ï for example -42 (negative number) as a
file descriptor.

2 This solution can have a funny, or rather annoying, side effect:
when modifying code, the compiler can decide to generate a
different bytecode for ñneighboringò code, causing the eBPF verifier
to change its verdict on the safety of the code.

1 Why thread? For simplicity, to avoid the need for synchronization.

×× $]^af]k Y ^mf[lagf l`Yl ak YllY[`]\
×× lg kqkë]fl]jÇ 4`] eY[jg hjgna\]k
×× Yf ¶Yj_k¶ hYjYe]l]jÇ
42!#%0/).4ë02/"%ÝjYoëkqk[YddkÄ kqkë]fl]jÞ á
a^ ÝYj_kÈēa\ đđ -9ë393#!,,ë./Þ á
mÿýã j]lëZm^ đ ÝmÿýãÞYj_kÈēYj_kßùàÅ
eqëkqk[YddÝj]lëZm^ÞÅ

â
×× ]"0& n]ja^a]j j]imaj]k dgY\]\
×× hjg_jYek lg YdoYqk j]lmjf Y nYdm]Ç
j]lmjf ùÅ

â

klYla[ nga\ eqëkqk[YddÝmÿýã j]lëZm^Þ á
×× 4jmf[Yl] l`] j]lmjf nYdm] lg dgo]j
×× üû ZalkÄ o`a[` [gflYaf 0)$Ç
müû ha\ đ Zh^ë_]lë[mjj]flëha\ël_a\ÝÞÅ
mÿý r]jg đ ùÅ
mÿýã nYd đ ha\û[flÇdggcmhëgjëljqëafalÝ
µha\Ä µr]jgÞÅ ×× 3qflYp È k]] þ

a^ ÝnYd đđ .5,,Þ á j]lmjfÅ â
ãnYd čđ úÅ
×× 7jal] lg l`] mk]jkhY[]Çÿ

Zh^ëhjgZ]ëojal]ëmk]jÝ
j]lëZm^Ä nYdÄ kar]g^ÝmÿýÞÞÅ

â

×× 4`] ^gddgoaf_ ^mf[lagf oadd Z] YllY[`]\
×× lg l`] ¶\gë]pal¶ c]jf]d ^mf[lagfÄ o`a[`
×× ak [Ydd]\ mhgf hjg[]kk \]Yl`Ç
×× ,]l mk [d]Yf mh l`] Yddg[Yl]\ e]egjqÇ
afl chjgZ]ëë\gë]palÝÞ á
müû ha\ đ Zh^ë_]lë[mjj]flëha\ël_a\ÝÞÅ
ha\û[flÇ\]d]l]Ýµha\ÞÅ
j]lmjf ùÅ

â

The last piece, for testing the new syscall:

ø l]kl]jÇhq
aehgjl [lqh]k
aehgjl kljm[l

-9ë393#!,,ë./ đ ùpüúüüĀ
daZ[ đ [lqh]kÇ#$,,Ý.gf]Þ
Zm^ đ [lqh]kÇ[j]Yl]ëkljaf_ëZm^^]jÝāÞ

^gj a af jYf_]ÝúÿÞÆ
daZ[Çkqk[YddÝ-9ë393#!,,ë./Ä Zm^Þ
fmeëj]l đ kljm[lÇmfhY[cÝìĒiìÄ Zm^ÇjYoÞßùà
hjaflÝfmeëj]lÞ

If our eBPF program is loaded, the tester script will
print consecutive numbers.

In barely tens of lines of code, one can define
their syscall. This article just scratched the surface of
eBPF possibilities, and there is more to explore out
there for curious readers!

6 An alternative is Zh^ëgn]jja\]ëj]lmjf, which allows for
overwriting the return value of certain kernel functions. Both
approaches have security implications.

5 These ñmethod callsò are achieved by having a struct member that
is a function pointer. Later, custom clang frontend rewrites this code,
ñinliningò these ñmethods.ò

Artur Jamro
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Building a SuperH-4 (dis)assembler
by Dhruv Maroo, for Paged Out!

What is SuperH?

SuperH is a 32-bit RISC architecture for embedded systems, developed
by Hitachi, and currently owned by Renesas. The ISA which we are
concerned with is SuperH-4 (a.k.a. SH-4).

It has a small, constant-width (2-byte wide) instruction set, with 16
general purpose registers, and separate banked registers for the priv-
ileged instructions. It has an FPU too, but we won’t be considering

oating-point instructions (and corresponding registers) in this article.

Goal

The goal is to come up with a simple, maintainable, extendable and
safe assembler and disassembler. Now, if you search online, you
will �nd multiple articles roughly outlining how to implement such
a (dis)assembler. Almost all of them resort to using some variation
of conditional matching, could be if-else conditions, pattern matching,
switch-cases and so on. But this approach is not the best way to go
about it.

Why? Because, there is a lot of code and a lot of conditions, which
makes it harder to understand, navigate and maintain. Try having
a look at QEMU’s TCG source code to see how cumbersome it can
become to maintain such code patterns.

Solution

Factor out the entire common computation by exploiting the instruc-
tion structure, and store the remaining instruction-speci�c stu� as data
rather than code. Doing this allows us to keep the (dis)assembly code as
generic as possible, thus reducing repetition. This also introduces a log-
ical separation between all the instructions, allowing the programmer
to modify one instruction’s attributes without worrying about other
instructions being a�ected. This allows for incremental development
and easier debugging. Lookup-tables try to do exactly this, in some
capacity, but what I’m suggesting is smarter lookup-tables.

Code

I worked on the SuperH (dis)assembler for Rizin, and you can �nd all
the relevant code in the librz/asm/arch/sh directory. The directory has
the following �les.

$ tree librz/asm/arch/sh

librz/asm/arch/sh

|-- assembler.c # generic assembler code

|-- assembler.h

|-- common.h # helper structs and macros

|-- disassembler.c # generic disassembler code

|-- disassembler.h

|-- lookup.c # instruction lookup tables

|-- regs.h

1 directory, 7 files

The design of the (dis)assembler is interesting, but for the sake of
brevity, I will only discuss things which I �nd pretty cool.

Macro passed as an argument to a macro

There are multiple macros in the common.h �le. Some of these are nested
macros which also take in arguments. I speci�cally want to discuss the
OPCODE macro.

// to form opcode in nibbles

#define OPCODE_(a, b, c, d) 0x##a##b##c##d

#define OPCODE(a, b, c, d) OPCODE_(a, b, c, d)

The above macro just concatenates the 4 nibbles to form a 2-byte
word in hexadecimal. It seems unnatural and unnecessary to de�ne the
OPCODE macro with another helper OPCODE macro. But it is really useful
if we are going to pass in a macro as one of the arguments to the macro.
This way the macro argument gets evaluated and does not get directly
used in the OPCODE macro. Consider the following usage.

// placeholder byte for operand

#define I f // immediate operand

#define N f // register Rn operand

int a = OPCODE(a, I, 4, N); // 0xaf4f

Without using OPCODE , the value of a would be 0xaI4N which is ob-
viously incorrect and is not even a valid hexadecimal value. But using
a second helper macro makes the preprocessor perform two passes on
the code, which results in the correct answer (0xaf4f). This is going to
be very useful in the lookup table since it will allow us to specify the
instruction opcode/bytes in a neater manner.

Smart lookup table entries

Let’s take a look at the lookup table entries (found in lookup.c).

// MOV.W Rm, @Rn | 0x6NM1 | store Rm in a word at memory Rn

{ "mov.w", SH_OP_MOV, OPCODE(6, N, M, 1), // mnemonic and opcode

0x0ff0, SH_SCALING_W, // opcode mask and scaling

{ ADDR(NIB1, SH_REG_INDIRECT), // Rn indirect operand

ADDR(NIB2, SH_REG_DIRECT) } } // Rm operand

// ADD Rm, Rn | 0x3NMc | add Rm to Rn

{ "add", SH_OP_ADD, OPCODE(3, N, M, c),

0x0ff0, SH_SCALING_INVALID,

{ ADDR(NIB1, SH_REG_DIRECT), // Rn operand

ADDR(NIB2, SH_REG_DIRECT) } } // Rm operand

// OR #imm, R0 | 0xcbII | logical or imm with R0

{ "or", SH_OP_OR, OPCODE(c, b, I, I),

0x00ff, SH_SCALING_INVALID,

{ ADDR(NIB0, SH_IMM_U), // imm operand

PARAM(R0, SH_REG_DIRECT) } } // R0 operand

There are a bunch of macros being used in the above snippet, but
the basic idea is encoding the operands and the positions where these
operands occur. Now, while assembling, we can just search for the
mnemonic and the operand types/encoding, which will give us the cor-
rect instruction. And now we can use the opcode with the correct
operand nibbles (NIB0, NIB1 and so on) and get the assembled instruc-
tion. During disassembly, we will mask out the operand values and
search for the opcode, and then extract the operand values from the
operand nibbles.

Uni�ed (dis)assembler code

Because of this table, the (dis)assembler code is very generic and
just loops through the lookup table and does some string manipula-
tions. There is no complexity, nor any coupling with the ISA in the
(dis)assembler code (assembler.c, disassembler.c). Plus, modifying or
adding instructions can be done independently without a�ecting other
instructions at all. E�ectively, we have moved all the computation to
the data in the lookup table, which leads to much neater code. More-
over, generating lookup tables is a very straightforward task and can
be automated as I discuss in the Future work section.

Possible improvements

Currently, the lookup-table is just a C array, but it can be changed to a
better data structure. Something like a splay tree (or even if-else con-
ditions) would improve search times. In fact, ordering the instructions
in the likelihood of their occurrence would also improve the speed.

Moreover, the type system does not enforce the validity/consistency
between the opcode and the operands. This sort of type veri�cation
would be feasible in a strongly-typed functional language, like OCaml.

Lastly, it may not always be possible for every ISA to be decoupled
this easily. A more general approach is required if we need this to be
extendable to other architectures as well.

Current standard

There is no well-known assembler+disassembler framework. But, Cap-
stone is a state-of-the-art disassembler and Keystone is a well-known
assembler. Capstone does not have a lookup based architecture and
resorts to matching the instructions byte-by-byte. Keystone, on the
other hand, is built on LLVM MC. This approach of reusing the LLVM
tool is much better since this avoids parser di�erential issues, and leads
to less code needing to be maintained. There is also an e�ort of shift-
ing Capstone to start using LLVM’s TableGen backend. In this new
approach, the TableGen entries are used to programmatically generate
disassembly code.

Future work

With the rise of LLMs, we can automate the lookup table generation.
Since the (dis)assembler code is generic and ISA-independent, we only
need to write it once and after that we can just feed in the program-
mer manual to an LLM which can (ideally and hopefully) generate the
correct lookup tables for that architecture. In fact, if you want to try
it out by yourself, you can pass in the lookup table format and a few
instructions from the manual to ChatGPT, and ChatGPT will likely
generate accurate lookup table entries for those instructions.
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Idea behind Khazad-dûm Ð a TPM2 

secret manager! 

The main idea is to prevent an attackers from further 

escalation once they succeed in executing a remote 

Arbitrary File Read attack by properly protecting 

secrets (e.g., database credentials). For this, the 

TPM2 chip was used, which is now quite common. 

That's how the Khazad-dûm project was born with 

the name referring to Moria - the dwarven city from J. 

R. R. Tolkien's Middle Earth Mythology. 

The secrets should be delivered to the application 

server already in encrypted form, so elliptic curve 

cryptography and the Diffie-Hellman protocol, 

supported by the TPM2 standard, will find their 

application here. And the encryption of the secrets 

should be done using AES256-GCM, where the key is 

derived from the Diffie-Hellman protocol. 

Steps: 

1.! [APPSRV] Generate the secret encryption policy, 

that is, the type of algorithm, the public key of the 

application server from the TPM. 

2.! [DEVHST] Create an EC key pair on our machine. 

3.! [DEVHST] Based on the encryption policy and 

our key pair, we encrypt the secrets and deliver 

them to the application. 

4.! [APPSRV] The application at startup calculates 

the AES256-GCM symmetric key using ECDH, 

which is used to decrypt secrets. 

5.! [APPSRV] Seal secrets in the TPMÕs volatile 

memory. 

6.! [APPSRV] If necessary, the secrets are decrypted 

using TPM's native functions and transferred to 

the appropriate libraries. 

An HMAC session is created, which is a secure 

connection between the application and the TPM. To 

establish it, an additional parameter !"#!$%$&" can 

be used, which is a kind of authentication method. 

It's not that if you enter a bad password, you can't 

establish a session, you can, but because !"#!$%$&" 

is the input value to the Key Derivation Function, thus 

a different !"#!$%$&" is a different key. And this 

applies to any types of keys (EC, AES, etc.) in the 

context of an established session. Our secrets are 

then added to the TPM's volatile memory, which the 

chip encrypts using AES256 obtained from KDF. This 

process is called !"'($#). If necessary, secrets can be 

extracted from TPMÕs memory in the form of cleartext 

using the *#!"'( operation. 

If we didn't care about convenience and automation 

in deploying our application, we might even be 

tempted to create a solution that would require 

entering a password as the sensitive parameter of 

our session during launching app: 

1.! Launch the application. 

2.! Enter the password (sensitive) of our session. 

3.! Application establishes a secure session with the 

TPM, which uses KDF to generate keys. 

4.! Application removes the password from 

memory. 

5.! Application still has access to the TPM session. 

6.! PROFIT! 

In this situation, the attacker would need our 

password, and attempts to crack it are hindered by 

the TPM's built-in locking mechanisms. Thus brute-

force becomes an online attack. And after several 

unsuccessful attempts, the TPM temporarily blocks 

access. 

This project can be problematic because with large 

infrastructures it requires generating a sealing policy 

on each host and providing secrets. The same with 

the Password Method, what if for some reason our 

application/container resets? Without our 

intervention, it won't be able to run. 

Note: Adding a password to environment variables is 

not the solution my friend!! 

On the other hand, a definite advantage over the 

currently available Vault is that we don't have to 

worry about maintaining it. Remember that Vaults 

are another software that should be properly 

secured against unauthorized access. And of course! 

Vaults themselves also have their vulnerabilities :) 

This project is an inspiration and a different 

perspective on the matter. Maybe you can find some 

solutions to the presented problems? 

For more visit GitHub repo: 

https://github.com/LeftarCode/khazad-dum  

WARNING: Deployment in production risks a Friday fire!!! ( !¡ !" !¡) 

Mateusz Lewczak
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Most common memory  
vulnerabilities in C/C++

¢Ƙƛǎ ŀǊǝŎƭŜ ŀƛƳǎ ǘƻ ǇǊŜǎŜƴǘ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴ ƳŜƳƻǊȅ ŎƻǊǊǳǇǝƻƴ 
ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ǘƻ ōŜƎƛƴƴŜǊǎ ƛƴ /κ/ҌҌΦ Lǘ ǎǘŀǊǘǎ ōȅ ƻǳǘƭƛƴƛƴƎ ǘƘŜ ŀƭ-
ƎƻǊƛǘƘƳ ŀƴŘ ǘƘŜƴ ŘŜƳƻƴǎǘǊŀǘŜǎ ŀ ǾŜǊȅ ǎƛƳǇƭŜ ŀƴŘ ǎǘǊŀƛƎƘǜƻǊǿŀǊŘ 
ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƛƴ /Φ

{ǘŀŎƪ ōǳũŜǊ ƻǾŜǊƅƻǿ
 
type VARIABLE[SIZE]

VARIABLE = (VALUE > SIZE) 

void vulnerable_function()

{ 

=B;L <Oɂ?LӪґҐӫӉ 
M=;H@ӨӓỗMӔӇ <Oɂ?LөӉ ӮӮ 5H<IOH>?> QLCN? NI ῁R?> MCT? P;LC;<F? 

} 

IŜŀǇ ōǳũŜǊ ƻǾŜǊƅƻǿ
 

type *VARIABLE = malloc[SIZE]

*VARIABLE = (VALUE > SIZE)
 

void vulnerable_function() 

{ 

=B;L Ӳ<Oɂ?L ự Ө=B;L ӲөG;FFI=ӨґҐөӉ 
M=;H@ӨӓỗMӔӇ <Oɂ?LөӉ ӮӮ 5H<IOH>?> QLCN? NI ῁R?> MCT? P;LC;<F?  
}

hũπōȅπƻƴŜ ŜǊǊƻǊ
 

type VARIABLE[SIZE]

LOOP condition: if counter == sizeof(VALUE) then 

VARIABLE++

VALUE > VARIABLE[SIZE]

 
void process_string(char *src) 

{ 

=B;L >?MNӪғҒӫӉ 
@IL ӨC ự ҐӉ ML=ӪCӫ ҏҏ ӨC Ỳự MCT?I@Ө>?MNөөӉ CỬỬө 

{ 

>?MNӪCӫ ự ML=ӪCӫӉ ӮӮ ,;MN CN?L;NCIH L?MOFNM CH Iɂӛ<SӛIH? 

} 

¦ǎŜπ!ƊŜǊπCǊŜŜ
 

type VARIABLE = malloc(sizeof(TYPE))

free VARIABLE

VARIABLE = VALUE 

=B;LӲ JNL ự Ө=B;LӲөG;FFI= Ө3):%өӉ 
if (err) { 

    ;<LN ự ґӉ 
    @L??ӨJNLөӉ 
} 

if (abrt) { 

    FIA%LLILӨӓIJ?L;NCIH ;<ILN?> <?@IL? =IGGCNӔӇ JNLөӉ ӮӮ 5M?ӛ!Ʌ?Lӛ&L?? 

}

 

 

HEY YOU! Feel like a Hacker? 

GO HUNT on https://up-for-grabs.net

aŜƳƻǊȅ [Ŝŀƪǎ
LOOP  

type VARIABLE = malloc(sizeof(type)) 

CHN G;CHӨCHN ;LA=Ӈ =B;L ӲӲ;LAPө 

{ 

 @ILӨ=IOHNựҐӉ =IOHNỲ,//03Ӊ =IOHNỬỬөӉ 
{ 

      JICHN?L ự Ө=B;L ӲөG;FFI=ӨMCT?I@Ө=B;Lө Ӳ -!83):%өӉ ӮӮ -OFNCJF? ;FFI=;NCIH 
L?MOFNM CH ; G?GILS F?;Eӆ 
} 

 @L??ӨJICHN?LөӉ 
 L?NOLH =IOHNӉ 

}

5ƻǳōƭŜπŦǊŜŜ 

type VARIABLE = malloc(sizeof(TYPE)) 

free VARIABLE 

... 

free VARIABLE

 

=B;LӲ JNL ự Ө=B;LӲөG;FFI= Ө3):%өӉ 
ӆӆӆ 
if (abrt) { 

@L??ӨJNLөӉ 
} 

ӆӆӆ 

@L??ӨJNLөӉ ӮӮ $IO<F?ӛ@L??

hǳǘπƻŦπ.ƻǳƴŘ ²ǊƛǘŜ 

type VARIABLE[SIZE]

VARIABLE[> sizeof(VARIABLE)] = VALUE

 

CHN C>ӥM?KO?H=?ӪҒӫӉ 
C>ӥM?KO?H=?ӪҐӫ ự ґҒғӉ 
C>ӥM?KO?H=?Ӫґӫ ự ҒғҔӉ 

C>ӥM?KO?H=?ӪҒӫ ự ғҔҕӉ ӮӮ//"ӛ7LCN?

 

5ŀƴƎƭƛƴƎ tƻƛƴǘŜǊǎ
 

type *VARIABLE

func(&VARIABLE) 

 

CHN G;CHӨө
{ 

CHN ӲCӉ 
POFHӥ@OH=ӨҏCөӉ 
}

¦ƴōƻǳƴŘŜŘ ǎǘǊƛƴƎ ŎƻǇƛŜǎ
 

type STRING[SIZE]

func READ(VALUE)

string = (VALUE > string[SIZE])

 

CHN G;CHӨө
{

  =B;L 0;MMQIL>ӪҘҐӫӉ
  JONMӨӓ%HN?L Ҙ =B;L J;MMQIL>ӈ ӓөӉ
  A?NMӨ0;MMQIL>өӉ
}

ґӆ 4B? !LN I@ 6OFH?L;<CFCNS ;MM?MMG?HNӆ *OMNCH 3=BOBӇ *IBH -=$IH;F>Ӈ 
-;LE $IQ>

Salim LARGO
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Kaitai Struct: one parser to
rule them all!

Writing a parser can be a tedious task, albeit necessary
in many situations. It can be the case because there is no
library available in the programming language you use for
manipulating a certain �le format, or because you are work-
ing on reverse engineering an unknown binary structure. In
all cases, Kaitai Struct1 is here to get your back!

Kaitai Struct is a generic programming-language-
independent binary-structure parser taking a YAML descrip-
tion as input and generating a language-speci�c parser as
output. The YAML description uses a declarative syntax,
which means that you only describe the very structure of
the data, not the way to parse it. This provides an elegant
way to speed up the process of writing a parser while get-
ting a generic description of the binary structure at the end.
Kaitai Struct is used by some well-known projects such as
Kismet2, mitmproxy3, Binary Ninja4 and ZAP5.

Since a concrete example is often more e�cient than a long
description, let’s have a look at a code snippet:

meta:
id: arp_packet
title: ARP packet
license: MIT
ks-version: 0.7
endian: be

seq:
- id: hw_type

type: u2
enum: hw_types
doc: Hardware type

- id: proto_type
type: u2
enum: proto_types
doc: Protocol type

- id: len_hw
type: u1
doc: Hardware length

- id: len_proto
type: u1
doc: Protocol length

- id: operation
type: u2
enum: operations
doc: Operation

- id: sender
type: host_info
doc: Sender information

- id: target
type: host_info
doc: Target information

types:
host_info:

seq:
- id: hw_addr

size: _parent.len_hw
doc: Hardware address

- id: proto_addr
size: _parent.len_proto
doc: Protocol address

enums:
hw_types:

0x1: ethernet
operations:

0x1: request
0x2: reply

proto_types:
0x0800: ipv4
0x86dd: ipv6

1https://kaitai.io
2https://www.kismetwireless.net
3https://mitmproxy.org
4https://binary.ninja
5https://www.zaproxy.org

We can see four main sections in this example:

meta Metadata of the �le description such as its title, �le
extension if any, license, default endianness to use when
parsing, etc.

seq Sequence of attributes with their type, size when needed
(e.g. strings), documentation, etc.

types It is possible to create your own types and to instan-
tiate them like I did for sender and target. They are
both of type host info, which is de�ned in the types sec-
tion. As you can see, each type has its own sequence of
attributes.

enums Like with any programming language, enumerations
are used to list the possible valid values of an attribute.
Here, the enumeration operations comprises the di�erent
values of the �eld operation.

Once you have your format description ready, you can use
the Kaitai Struct compiler to generate a parser for the pro-
gramming language of your choice. For instance, to generate
a Python parser:

$ kaitai-struct-compiler -t python arp.ksy

And to use the parser in Python:

from arp_packet import ArpPacket

from ipaddress import IPv4Address

data = ArpPacket.from_file("raw_arp.bin")

if data.proto_type == ArpPacket.ProtoTypes.ipv4:

print(IPv4Address(data.target.proto_addr))

The Kaitai Struct compiler is also capable of generating a
graph representation of the format description in DOT for-
mat6. Graphviz7 can then be used to generate a picture from
the DOT �le:

$ kaitai-struct-compiler -t graphviz ds_store.ksy

$ dot -T png -o ds_store.png ds_store.dot

Many �le format descriptions are already available in the
Kaitai Struct’s Format Gallery8, including multimedia �les,
networking protocols, game data �les, �lesystems, �rmware,
archive �les, etc.

6https://graphviz.org/doc/info/lang.html
7https://graphviz.org/
8https://formats.kaitai.io

Paul-Emmanuel Raoul
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No, this is not a CTF.☿
Really. OK, so why is there an 

easter egg?☿
I mean... why not?☿

OK, here's a ẇag:☿
CTF{IWasHiddenButYouFoundMe}☿
No, there is no scoreboard. This is 

not a CTF.☿

Python typing is... interesting. I'm still not sure if it's absolutely cursed and a terrible idea, or absolutely cursed 
and one of the best typing implementations I've seen. Well, one way or another, it's cursed, as demonstrated by 
the code above, which abuses the typing syntax for fun and proẆt 
(https://twitter.com/gynvael/status/1726201121537135013).☿
☿
Joke-codes aside, you're probably more familiar with the following use of this syntax:☿
☿

ÙÝç ĈÆðĉЮ
  ĂðĉÝϑИ ĜğðĉĪЮСHÝĂĂĐ ²ĐğĂÙЛСЯЙ
  ĂðĉÝϒИ ĜğðĉĪЮС²íÆĪТģ ŁĐįğ ĉÆĈÝПСЯЙ
  ĂðĉÝϓИ Юŀ Иў ðĉĜįĪЮСaÆĈÝ ĜĂņИ СЯЯЙ
  ĂðĉÝϔИ ĜğðĉĪЮçС¸Đįğ ĉÆĈÝ ðģИ ЪŀЫСЯ
ЯИ

  ğįĉ

ѐ ĜŁĪíĐĉ íÝĂĂĐОĜŁ
HÝĂĂĐ ²ĐğĂÙЛ
²íÆĪТģ ŁĐįğ ĉÆĈÝП
aÆĈÝ ĜĂņИ èŁĉĺÆÝĂ
¸Đįğ ĉÆĈÝ ðģИ èŁĉĺÆÝĂ

variable name☿ variable type☿ return type☿

ÙÝç çįĉÓЮÆИ ðĉĪЙ ÒИ ZðģĪЬģĪğЭЯ кѢ ģĪğИ
  ğÝĪįğĉ ÒЬÆЭ  Н 4ĐÝģĉТĪ ĈÆĪĪÝğО

This looks pretty typical: a colon to separate the name and the type, and an arrow used to indicate the return 
type. So, what's so special about this?☿
☿
In most typed languages, all typing syntax is like a separate world that uses its own grammar and, in general, 
exists beyond the typical language expressions and statements that make up the majority of the code.☿
☿
In Python, that's not that case. You see, type annotations in Python are normal expressions. Same kinds of 
expressions like e.g. ϓѵϓ. That's exactly what the code at the beginning abuses, and why it uses the "ŀ Иў 
ÝŀĜğÝģģðĐĉС syntax instead of "ŀ ў ÝŀĜğÝģģðĐĉС to assign a variable (the former is an expression while the 
latter is a statement, and the typing information needs to be an expression).☿
☿
Each of these type expressions are evaluated at the moment of function instantiation, i.e. at run time when the 
function is constructed. ☿
☿
The result of an expression evaluation is a value. So, what happens with said calculated value? It actually goes 
into a dictionary with a given variable name used as a key. This dict can be found in the Ẇeld ЦЦÆĉĉĐĪÆĪðĐĉģЦЦ 
of a function object. For example:☿

Oẅtopic: Python function instantiation / construction☿
☿
In Python, if you have a function deẆnition like this...☿
☿
ÙÝç çįĉÓЮЯИ
  ĜÆģģ
☿
...it's actually equivalent to the following pseudocode:☿
☿
çįĉÓ ў `!X8ЦB¦a.¡KgaЮçįĉÓЦçįĉÓĪðĐĉЦĐÒüÝÓĪЯ
☿
This pseudocode is executed in whatever scope the 
function was deẆned in, which usually is the given 
module's "global" scope.☿

ĜğðĉĪЮçįĉÓОЦЦÆĉĉĐĪÆĪðĐĉģЦЦЯ

ѐ ĜŁĪíĐĉ ĪŁĜÝģОĜŁ
ЪТÆТИ ѩÓĂÆģģ ТðĉĪТѢЙ
 ТÒТИ ĪŁĜðĉèОZðģĪЬģĪğЭЙ
 ТğÝĪįğĉТИ ѩÓĂÆģģ ТģĪğТѢЫ

One thing we can immediately notice, is the nice little abuse of the fact that "return" is a keyword, therefore, no 
variable can be named like that. As such, it was available to be used as a special magic key in the annotations 
dictionary (INB4 Python anti-decompilation idea: changing variable names to keywords like ðç, çĐğ, ÝŀÓÝĜĪ, etc).☿
☿
So, what's with the weird ZðģĪЬģĪğЭ syntax? Well, it's just a hack. Without going into the weird internals of the 
ĪŁĜðĉèОZðģĪ object, let's just say that its implementation overloads the ЬЭ indexing operator (i.e. it deẆnes a 
ЦЦèÝĪðĪÝĈЦЦ method). Regardless, it's just a simple "metadata" object that can be used in place of the ĂðģĪ 
type/class itself, as there is no way to annotate ĂðģĪ with the type of elements it's supposed to hold.☿
☿
Anyway, there are two things I Ẇnd amazing here. Firstly, the types are calculated at runtime. Abused, this can 
play merry hell with any static typing linters. Secondly, using either ЦЦÆĉĉĐĪÆĪðĐĉģЦЦ Ẇeld, or better, 
ĪŁĜðĉèОèÝĪЦĪŁĜÝЦíðĉĪģЮЯ function, you can take advantage of the typing system and build various tools 
pretty easily. Here's an example Ⱦ a simple library that used ЦЦÆĉĉĐĪÆĪðĐĉģЦЦ and ЦЦÙĐÓЦЦ Ẇelds of a function 
to automatically generate a JSON Schema describing a function/tool to be used with OpenAI's ChatGPT API:☿
https://github.com/gynvael/agent_helpers/blob/7d2917f2eb5abc0879b224f118f3b6a232ba4c99/agent.py#L65☿
☿
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RPI4 remote debug
recipe!

Tools: RPI4, C++, VSCode, CMake, Linux

Minimal project structure
Before we start with the main topic, a few �les need to
be created. Thus, create a project which should match
at least the following tree directory:

�
.

-> .vscode

-> launch.json

-> settings.json

-> src

-> main.cc

-> CMakeLists.txt

-> rpi4.toolchain.cmake
�

The content of the above structure can be found by the
reader in the exeternal repo[1]. Once you get it, re-
place the following paths with your own favorite paths
as needed

1. workspace:
/mnt/d/programming/remote debug rpi/

2. image directory:
/mnt/d/programming/x-compile-os/

Environment
Install x-compile and indexing tools

�
sudo apt install -y gcc -10-aarch64 -linux -gnu

,! g++-10-aarch64 -linux -gnu gdb -multiarch

,! clangd
�

Dump your RPI SD card or download a proper 
ash
image[2] as rpi img. Then, you are ready to con�gure
your system and install the plugin for debugging.

�
unxz --keep <rpi_img >.img.xz

mkdir -p /mnt/d/programming/x-compile -os/rpi4

sudo mount -v -o offset =272629760

,! <rpi_img >.img.xz

,! /mnt/d/programming/x-compile -os/rpi4

code --install -extension webfreak.debug

code --install -extension

,! llvm -vs -code -extensions.vscode -clangd
�

Playground
Now, compile the project and put the compiled binary
on the raspberry.

�
cmake -S . -B out_rpi

,! -DCMAKE_EXPORT_COMPILE_COMMANDS=True

,! -DCMAKE_BUILD_TYPE=Debug --toolchain

,! rpi4.toolchain.cmake

cmake --build out_rpi -j7

scp out_rpi/debug_rpi rpi:�/
�

The �nal step is to run the binary using gdbserver, and
after that, run a debug session by attaching it in your
VSCode (or by pressing the "F5" key).

�
# FROM RPI

gdbserver :9999 �/debug_rpi
�

Voil�a! You have now become a driver.

VSCode attached to a remote app

Further steps
Being in sync with the image and the RPI is highly
recommended. If any library is installed directly on
the RPI, the image should be updated with the same
copy. And until any platform-spe�c header is used e.g.
linux/spi.h or linux/gpio.h, the code should be compil-
able locally without additional e�ort.
With the current setup, you also get automatically gen-
erated compile commands.json �le utilized by clangd [3]
which provides code navigation and code completion.
The same approach is appliccable even for quite large
repositories, such as Chromium.
Last but not least, a major gain of remote debugging,
not used here, is reducing the required disk usage by
using stripped binaries on the RPI while keeping a de-
buggable version on your PC.

Misses
1. rpi ip in the launch.json �le - hardcoded, seems

the plugin does not support aliases, so it has to be
replaced with your own RPI4 ip address

2. port 9999 - I like the number, but your �rewall
might feel di�erently

3. mounting o�set - check [4] out

Caveats
Things are gettting much more complicated when the
project grows larger, libraries are distributed more
widely, and it is compiled on a remote station using a vir-
tual machine (e.g. qemu). Eventually, your simple con-
�guration may stop working. However, GDB provides
commands that can help point to the correct places, such
as set solib-search-path path or set substitute-path from
to etc.[5]

References
[1] https://github.com/HalfInner/remote_debug_rpi

[2] https://www.raspberrypi.com/software/

operating-systems/

[3] https://clangd.llvm.org/

[4] https://raspberrypi.stackexchange.com/a/13138

[5] https://sourceware.org/gdb/onlinedocs/gdb/

Source-Path.html

[6] https://tttapa.github.io/Pages/Raspberry-Pi/C+

+-Development-RPiOS/index.html
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Solving a Snake
Challenge with
Hamiltonian Cycle

1 Introduction

The 6th Flare-on CTF 1 in 2019 came with an interesting
console game challenge { the challenge no.82 is a snake
game (snake.nes) for the NES platform3.

The players do not need an actual NES hardware to
solve the challenge, since most NES games can be emu-
lated with fceux 4. There is also plenty of documenta-
tion5 surrounding the 6502 CPU and NES.

2 Initial Game Play

The game itself is routine. We use the four arrow keys to
control the head of a snake. The goal is to eat as many
apples as possible while avoiding any collisions. I played
the game for a while but failed every time. Playing the
game by hand is not the right way to go.

Then, the typical method is to analyze the ROM, �nd
the code that updates the score and see if a certain score
reveals the 
ag. But this is easier said than done. We
are faced with an unfamiliar CPU and learning the ISA
can take some time. Fortunately, I quickly recalled that
I did some mathematical explorations on the snake game
in college and it could help.

3 Hamiltonian Cycle: A Simple

Strategy to Win the Game

Hamiltonian cycle 6 is a graph theory notion. A Hamil-
ton path is a path that visits all the vertices on a graph
once and exactly once. A Hamilton cycle further re-
quires that the path starts and ends on the same vertex,
thus forming a cycle.

How is a Hamiltonian cycle related to the game of
snake? Well, once we �nd a Hamiltonian cycle on the
game board, we simply need to have the snake’s head
follow the cycle. Due to the \exactly once" property of
the Hamiltonian cycle, there will never be any intersec-
tions between any parts of the snake. Furthermore, the
snake will capture at least one apple each time it tra-
verses the cycle. The snake will grow in length until it
�lls the board.

1https://www.mandiant.com/resources/blog/

announcing-sixth-annual-flare-challenge
2https://www.mandiant.com/media/23811
3https://en.wikipedia.org/wiki/Nintendo_Entertainment_

System
4https://www.fceux.com/web/home.html
5http://www.6502.org/tutorials/
6https://en.wikipedia.org/wiki/Hamiltonian_path

4 Implementation

Fceux can be automated by Lua scripts which can con-
trol everything in the game. For this snake game, we
only need to read the RAM and send joypad inputs.

We �rst need to know the x and y position of the
snake’s head. Fceux ships a well-built RAM searcher
which is similar to Cheat Engine7. It soon turns out
that the position is located at byte 7 and 8 in the RAM.

Then we need to know the dimension of the game
board. We take note of the �nal x and y value when the
snake hits the wall. The board is 22 * 20 in size.

According to my research, as long as one of the di-
mensions is even, there is a Hamiltonian cycle in it. The
cycle I used is shown in the following �gure:

The rest of the work is to determine when we should
press the joypad keys. The coding requires some pa-
tience, but eventually we arrive at the following code:

m = 23

n = 21

while (true) do

emu.frameadvance ();

x = memory.readbyte (7);

y = memory.readbyte (8);

-- num = memory.readbyte (0x25);

if (x==2 and y%2==0 and y~=0) then

joypad.write (1, {up=true });

elseif (x==m-1 and y%2==1) then

joypad.write (1, {up=true });

elseif (x==1 and y==0) then

joypad.write (1, {down=true });

elseif (x==m and y%2==1) then

joypad.write (1, {left=true });

elseif (x==0 and y==n-1) then

joypad.write (1, {right=true });

elseif (x==1 and y%2==0) then

joypad.write (1, {right=true });

end;

end;

Finally, launch the game, start the script and wait.
The game runs too slow so I set the emulation speed to
6400x. It took 4 minutes to clear the game and arrive
at the 
ag scene. You can view a video of it at https:

//www.youtube.com/watch?v=UxSEAg70Bzw.

7https://cheatengine.org/
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The Quest of malloc(0) 
Prologue: 
I recently stumbled upon some discussion about the malloc(0) 

behavior. Since the issue looks more common than what I was 

expecting (for example seen also in a Chrome bug1), let's see how 

malloc(0) works and how it should be handled. 

 

The Quest: 
Everything began after a big Linux kernel oops2 that happened when 

I was developing a kernel driver. I realized that it was generated by an 

access to the first byte of a buffer allocated (by mistake) to 0 bytes. 

 

This initially puzzled me because I checked for the allocation return 

value and I got a "valid" pointer. 

But looks like this is a defined behavior: from the C173 standard, we 

can read (7.24.3) 

 

"If the size of the space requested is zero, the behavior is 
implementation-defined: 
either a null pointer is returned to indicate an error,  or  the  
behavior  is  as  if  the  size  were some nonzero value, except that 
the returned pointer shall not be used to access an object" 

 
LetƧs get our hands dirty; both GCC 13.2.0 and Clang 16.0.6 on Ubuntu 

22.04 follow the "valid pointer" implementation.  

Running the following C code: 
#include <stdio.h>  
#include <stdlib.h>  
int main(void){ 
char *out1;  
char *out2;  
char *out3; 
 
out1 = malloc(1);  
out2 = malloc(0);  
out3 = malloc(1); 
 
printf("out1: %p\n",out1);  
printf("out2: %p\n",out2);  
printf("out3: %p\n",out3); 
 
free(out1);  
free(out2);  
free(out3); 

} 

We get something like: 
out1: 0x55b36d0f8260 
out2: 0x55b36d0f8280 <-- 0 size 
out3: 0x55b36d0f82a0 

 

The space on the heap has been allocated. But this is more related to 

glibc than to the compiler. Looking at glibc 2.384 malloc source code 

comments 'ƪmalloc.cƫ(9 
 

Minimum allocated size: 
4-byte ptrs: 16 bytes (including 4 overhead) 
8-byte ptrs: 24/32 bytes (including, 4/8 overhead) 

 
When a chunk is freed, 12 (for 4byte ptrs) or 20 (for 8 
byte ptrs but 4 byte size) or 24 (for 8/8) additional 
bytes are needed; 4 (8) for a trailing size field and 8 
(16) bytes for free list pointers. Thus, the minimum 
allocatable size is 16/24/32 bytes. 
Even a request for zero bytes (i.e., malloc(0)) returns 
a pointer to something of the minimum allocatable size. 

 
So, 16/32 bytes are allocated in any case, and the buffer is definitely 

usable. 

 

Let's check this with a memory error detector, AddressSanitizer5 

(ASan), and try to access the allocated memory. If we try  to access  

*out2, no errors appear, but if we try to go beyond  it (out2[1]), we  get  

a  crash.   

By  looking  at  the  output,  we  can understand why: 

                                                           
1 ƘǧǇǎΥκκƎƻƻƎƭŜǇǊƻƧŜŎǘȊŜǊƻΦōƭƻƎǎǇƻǘΦŎƻƳκнлнлκлнκǎŜǾŜǊŀƭπƳƻƴǘƘǎπƛƴπƭƛŦŜπƻŦπǇŀǊǘнΦƘǘƳƭ 
2 ƘǧǇǎΥκκŜƴΦǿƛƪƛǇŜŘƛŀΦƻǊƎκǿƛƪƛκ[ƛƴǳȄψƪŜǊƴŜƭψƻƻǇǎ 

3 ƘǧǇǎΥκκǿǿǿΦƻǇŜƴπǎǘŘΦƻǊƎκƧǘŎмκǎŎннκǿƎмпκǿǿǿκŘƻŎǎκƴолфсΦǇŘŦ 
4 ƘǧǇǎΥκκƎƛǘƘǳōΦŎƻƳκōƳƛƴƻǊκƎƭƛōŎκōƭƻōκосŦнпутŦмоŜорплōŜфŜŜлŧрмутсōмŘŀтнмтсŘоŦκƳŀƭƭƻŎκƳŀƭƭƻŎΦŎІ[млсπ[ммс 

 
SUMMARY: AddressSanitizer: heap-buffer-overflow 
/tmp/foo.c:19 in main 
Shadow bytes around the buggy address: 

0x0c047fff7fb0
: <0c 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
0x0c047fff7fc0
: 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
0x0c047fff7fd0
: 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
0x0c047fff7fe0
: 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
0x0c047fff7ff0
: 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
0x0c047fff8000
: 

fa fa 01 fa fa fa[01]fa fa fa 01 fa fa fa fa fa 
0x0c047fff8010
:  

fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa 
0x0c047fff8020
:  

fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa 
0x0c047fff8030
:  

fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa 
0x0c047fff8040
:  

fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa 
0x0c047fff8050
:  

fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa 

 

As we can see, ASan is actually considering that it is valid to access 

the first byte of the 0-bytes allocation. The ƪfaƫs represent the ƪguard 

regionsƫ around the allocated bytes6. 

 

I'm not sure if this ASan behavior is correct, since the standard says 

we cannot use it to "access an object" (even if I could be 

misinterpreting the meaning of this): I actually had the kernel oops in 

accessing the very first byte (even  without  KASan, Kernel 

AddressSanitizer7). 

 

But at this point, why I had a page fault on first  byte access? Wait! I 

was in kernel space and using kmalloc instead, so glibc is not 

involved. 

 

Let's dig a bit further (from kernel 6.5.2 sources8). Backtracking the 

kmalloc calls from the code in ƪ.mm/slab_common.cƫ: 
 

struct kmem_cache *kmalloc_slab(size_t size, 

                  gfp_t flags) 

{ 

  unsigned int index;  

  if (size <= 192) { 

      if (!size) 

          return ZERO_SIZE_PTR; <--- What's this??? 

   index = size_index[size_index_elem(size)]; 

   } else { 

[snip] 

 

One step further in ƪ.include/linux/slab.hƫ 

 
/* 

* ZERO_SIZE_PTR will be returned for zero sized 

* kmalloc requests. 

* Dereferencing ZERO_SIZE_PTR will lead to a 

* distinct access fault. 

* ZERO_SIZE_PTR can be passed to kfree though in 

* the same way that NULL can. 

* Both make kfree a no-op. 

*/ 

#define ZERO_SIZE_PTR ((void *)16) 

#define ZERO_OR_NULL_PTR(x) ((unsigned long)(x) <= \ 

                        (unsigned long)ZERO_SIZE_PTR) 

 

Now everything is clear: in Linux Kernel,  the  kmalloc(0) returns a 

ƪvoidƫ pointer (!=NULL), which causes a fault if accessed. The proper 

way to check a kmalloc return value is the ZERO_OR_NULL_PTR 

macro defined above. 

 

The End of the Quest: 
At the end, it looks like everyone is getting their own way in 

managing the allocation of 0 bytes, with a lot of little (but sneaky) 

differences. Comparing the behavior of glibc with the Linux Kernel is 

somewhat forced, but I believe it's useful for a comprehensive 

overview of the matter. 

5 ƘǧǇǎΥκκƎƛǘƘǳōΦŎƻƳκƎƻƻƎƭŜκǎŀƴƛǝȊŜǊǎκǿƛƪƛκ!ŘŘǊŜǎǎ{ŀƴƛǝȊŜǊ 
6 ƘǧǇǎΥκκǿǿǿΦǳǎŜƴƛȄΦƻǊƎκǎȅǎǘŜƳκŬƭŜǎκǎŜŎннǎǳƳƳŜǊψȊƘŀƴƎπȅǳŎƘŜƴΦǇŘŦ 
7 ƘǧǇǎΥκκƎƛǘƘǳōΦŎƻƳκƎƻƻƎƭŜκƪŜǊƴŜƭπǎŀƴƛǝȊŜǊǎκōƭƻōκƳŀǎǘŜǊκY!{!bΦƳŘ 

8 ƘǧǇǎΥκκŜƭƛȄƛǊΦōƻƻǘƭƛƴΦŎƻƳκƭƛƴǳȄκǾсΦрΦнκǎƻǳǊŎŜκƳƳκǎƭŀōψŎƻƳƳƻƴΦŎ 

ϪǊŜŘрƘŜŜǇ 
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Note: This notebook is intended for educational purposes and technical referencing. The authors 
and publishers do not condone or support any illegal or unethical activities.
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