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I Paged Out! is what happens when a technical reviewer sees too

E n I I I - many 20-page long programming articles in a short period of
time. Though that's only part of the story. The idea of an

experimental zine focusing on very short articles spawned in

my mind around a year ago and was slowly & almost

Paged Out! Institute unconsciously & developing in my head until early 2019, when |

https://pagedout.institute/ finally decided that this whole thing might actually work (even
ISSLIle 41 - Augulst 2019 given my chronic lack of time).

Why short articles in the first place, you ask? They are faster to
read, faster to write, faster to review, and it's fully acceptable

Project Lead to write a one-pager on this one cool trick you just used in a
Gynvael Coldwind project / exploit. Furthermore, as is the case with various forms
of constraint programming and code golfing, | believe adding
Executive Assistant some limitations might push one to conjure up interesting
Arashi Coldwind tricks while constructing the article (especially if the author
has almost full control of the article's layout) and also,
DTP Programmer hopefully, increase the knowledge-to-space ratio.

foxtrot charlie .
- Giving authors freedom to arrange the layout as they please

has interesting consequences by itself. First of all, we can

DTP AdV|so_r totally dodge a standard DTP process fi after all, we get PDFs
tusiak_charlie that already use the final layouts and can be merged into an
_ issue with just a set of scripts (therefore our Institute has a
Lead Reviewers DTP Programmer instead of a DTP Artist). Secondly, well, every
Mateusz "jOOru" Jurczyk article looks distinctly different O this is the reason | say our
KrzaQ project is "experimental" & because nobody can predict
whether this artistic chaos of a magazine will get accepted by
Reviewers our technical community. And thirdly, merging PDFs is a pretty
kele interesting technical challenge by itself ii and even though |

fully believe in our DTP Programmer, | do realize it might take a

disconnect3d . .
few issues to get an optimal PDF.

As for the variety of topics in our zine fi programming, hacking,

We would also like to thank: gamedev, electronics, OS internals, demoscene, radio, and so
on, and so forth fiwhat can | say, | just wrote down the areas |
Artist (cover) personally find fascinating, enchanting and delightful.
ReFiend
(deviantart.com/refiend) To finish up, I would like to wish our readers an enjoyable
experience with the first issue of the free Paged Out! zine. And
Additional Art in case you have any feedback, please don't hesitate to email
cgartists (cgartists.eu) gynvael@pagedout.institute.

Have Fun, Good Luck!

Templates
Matt Miller
wiechu
Mariusz "oshogbo" Zaborski

Gynvael Coldwind
Project Lead

Issue #1 Donors

Mohamed Saher (ha|3ten) This zine is free in electronic format! Feel free to share it around! Tell your friends about it!

Licenses for most articles allow anyone to record audio versions and post them online O it

might make a cool podcast or be useful for the visually impaired. When in legal doubt, check

the given article's license or contact us at articles@pagedout.institute. If you would like to
If you like Paged Out!, print or get printed copies, see https://pagedout.institute/?page=prints.php or email

share it with your friends! Enntsl@pagedout:mst_ltute. If youlNouId like _to se]l printed copies, please see

ttps://pagedout.institute/?page=commercial-prints.php

Want to sponsor Paged Out!? Awesome! Please reach out to us at ads@pagedout.institute

Paged Out! is published and managed by:

HexArcana Cybersecurity GmbH, Cholenmoosweg 5, 8952 Oberrieden, Switzerland

UID: CHE-427 698 122, WWW: https://hexarcana.ch, email: contact@hexarcana.ch
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Dearest neighbors,

n 19th century America, there were books
made speci cally for the frontiersman who
couldn’t carry a library. The idea was that
if you were setting out to homestead in the
wild blue yonder, one properly assembled book could
teach you everything you needed to know that wasn’t
told in the family bible. How to make ink from the
green husks around walnuts, how to grow food from
wild seeds, and how to build a shelter from scru vy little
trees when there’s not yet time to fell hardwood. You
might even learn to make medicines, though I’d caution
against any recipes involving nightshade or mercury.

Now that the 21st century and its newfangled ways
are upon us, the ne folks at No Starch Press have seen

t to print the collected works of The International
Journal of Proof of Concept or Get the Fuck Out | our

rst fourteen releases | in two classy tomes, bound in
the nest faux leather, on over fteen hundred pages
of thin paper, with ribbons to keep your place while
studying. You will see practical examples of how to
write exploits for ancient and modern architectures,
how to patch emulators to prototype hardware back-
doors that would be beyond a hobbyist’s budget, and
how to break bad cryptography. You will learn more
about le formats than you ever believed possible, and
a little about how to photograph microchips and circuit
boards for reverse engineering.

This ne collection was carefully indexed and cross-
referenced, with twenty-four full color pages of Ange
Albertini’s le format illustrations to help understand
our polyglots. But above all else, beyond the nifty
tricks and silly songs, these books exist to remind you
what a clever engineer can build from a box of parts
with a bit of free time. Not to show you what others
have done, but to show you how they did it so that you
can do the same.

Your neighbor,
Pastor Manul Laphroaig
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PoC||GTFO

Volume IL

TFO

Use discount code APAIROFPOC

https:
https:

o5
Q)

for 40% o of both volumes.

//nostarch.com/gtfo
//nostarch.com/gtfo2
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Algorithmics Accelerating simulations by clustering bodies using the Barnes-Hut...

Accelerating simulations by clustering
bodies using the Barnes-Hut algorithm

Simulating forces such as gravity is a demanding
task, because of the interactions every object has with all
the other objects. With n objects, there are n 1 forces
acting on each body, so all in all, there are n (n 1)
forces acting. The Barnes-Hut algorithm can be used
to approximate the forces that need to be calculated by
clustering the objects, sacri cing accuracy. In order to
take those clusters into e ect, the algorithm takes the
size of the individual clusters and their distance to the
respective object into account.
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Figure 1: A cluster of stars that is far enough away from a single
star can be abstracted as a single point in space.

d
= ®

The above equation describes how to cluster the ob-
jects. If a body (s;) is far away from a small cluster
(r d), gets very small and the cluster in which
the body is located can be abstracted to a single point.
0 1 is provided by the user as a threshold impact-
ing the accuracy and the speed of the simulation. Its
value should be tuned in depending on the given data,
as it decides which stars are approximated as a single
cluster.

Everything is based on the stars being in a tree, so
we need to subdivide the space into cells. Such a subdi-
vision can be seen in Figure 2a and the process can be
seen on the bottom of this page.

When calculating the forces a ecting the object F in
Figure 2a, the Barnes-Hut algorithm does not consider
all objects indvidually, but only the ones that fall over
the threshold . For the object F, this means that the
Objects B and C are not calculated independently, but
as a single object (a new abstract object is created in
the center of gravity of B and C).

A

®

We insert the Star A

O

We start with an empty space

https://github.com/hanemile
https://twitter.com/hanemile

F |G |H

(a) Cell representation

(b) Tree representation

Figure 2: Visual representations of the same Barnes-Hut tree.
(http://arborjs.org/docs/barnes-hut)

The tree in Figure 2b describes the cells from Figure
2a - top left, top right, bottom left and bottom right are
depicted as a new layer in the tree accordingly. While
building the tree, we are going to store the center of grav-
ity and the total mass of each inner node. The complete
process of simulating the force acting on a single star
works in the following way:

We walk through the tree starting from the root in
the direction of the leaves, using % < as the end condi-
tion. We use as a threshold for controlling how many
forces to take into account (0 1). The force acting
on a star is calculated when a leaf is reached or when an
end-condition is met (thus resulting in no further recur-
sion into the tree from that node on).

Experimenting with the value of on the dataset
can optimize the runtime from O(n?) to as low as
O(n log(n)). This means that if we've got 2 108 bodies
and can calculate the forces acting on 108 bodies per sec-
ond, the total runtime is reduced from about 1200 Years
down to 45 minutes optimally (the time to build the tree
is an actual computational complexity ( (n log(n))),
not a measured runtime and does not depend on ).

This principle can also be applied to other types of
problems such as simulating molecules. If you come to
do something with it, don’t mind writing to me!

@hanemi le on most platforms.

A A

Bk

Inserting B: Subdivide, shift A, Inserting C: Subdivide, shift A,
shift B from root shift C from root

Emile

SAA-ALL 0.0.5
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AVR debug env for CTF and profit? Nah...
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Cesare Pizzi

https://github.com/cecio/
cco
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6 _RST OFFEFE B TRIDL PG THJS LJOE OFBRIY )* YFBRS BHP#
WIFO 6 WBS WPRLIOH PO B VBRIBOT PG UORFBII NPEF TIBT
BWPWFE GPR *)$CJT DPEF SFHNFOTS: 6 WBOTFE B DPNNPO
JOTFRRUQT TBCIF TIBT WPUIE OPT OFFE RFWRITIOH CBDL BOE
GPRTI# SP NY JOTFRRUQT IBOENFRS IBE TP EFTFDT J6 2= WBS
B[*)$CJT SFHNFOT BOE JO TIBT DBSF SWJTDI CBDL TP RFHUIBR
RFBI NPEF CFGPRF DBIINOH TIF PRIHIOBI VFDTPR IB (,$CIT
16:-= PR 3 - = SFRVIDF"% >1F SOJQQFT 6 USFE IPPLFE WLF.
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6 TIPUHIT THS WBS B GUO SPIUTIPO# CUT TIFO 6 GPUOE PUT
TIBT JT WBS BDTUBIIY QPSSICIF TP NPVF 63> CBSF JO RFBI
NPEF# WI1BT NBEF T1JS TRIDL PCSPIFTF%

Multi-bitness x86 code
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4,2738472#9"4"33+/ (.+2 0+4

@1FO BO JOTFRRUQT IBQQFOS# TIF ~BHS
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TIFN¥
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NBTIDBINY¢ PTIFR SJZFS STBYFE BS TIFY WFRF UOIFSS B <4A
QRF_X WBS USFEY 6T STIRRFE NY JNBHJOBTIPO BOE NBEF NF

CFIJFVF TIBT QFRIBQS SPNF PG FXJSTIOH NBD 1JOF DPEF DPUIE
RUO DPRRFDTIY JO , +$CJT SFHNFOT WIT1PUT BOY BITFRBTIPOS}
7BTFR 6 RFBIZFE TIBT NBOY SNBIIl PCSTBDIFS NBEF JT OPT
RFBIY VIBCIF JO HFOFRBI¢ TIPUHI DFRTBJOIY QPSSICIF GPR
SPNF SNBW SOJQQFTS! WLF T1S POF TIBT DPOVFRTS SIBSIFS
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60 ,+SCJT NPEF B 28; JOSTRUDTIPO JS
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>1JS POF EPFS OPT TPUDI BOY ~BHS# CUT
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TP SBDRJ_DF POF#

>IF PQFRBOE PG THJS JOSTRUDTIPO JS
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CF VBIE!R

@lY WPUIE YPU FVFR OFFE TP TFIll
(,]JCJT NPEF GRPN ,+$CJT POF/ 6 EPOT
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0S B CPOUS# IFRF DPNFS BOPTIFR TIRFFSWBY EFTFDTPR TIBT
SINQIY EPFS OPT DBRF BCPUT QRFSFRVIOH ~BHS PR RFHISTFRSH
@IBT NBLFS JT JOTFRFSTIOH JS QFRIBQS TIBT JIS JOTFOT IS
PCSDURFE WIFO POIY NPPLIOH BT ,+$CJT EJSBSSFNCIYh 1UT
BGTFR RFBEJOH T1JS YPU NJHIT OPT HFT GPPIFE BOYNPRF
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https://twitter.com/grysztar
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>1F FXTRB DPQJFS PG 411 TIBT OFVFR
HFT FXFDUTFE SFRVF OP RFBI QURQPSF#
TIFY KUST DPNOQIFTF B OJDF QBTTFRO%

Tomasz Grysztar

SAA-ALL 0.0.5
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Hacking Guitar Hero

" [ ‘ I [ | - (AN SO | = I

g NN TRE W N N o N |\\ e R W Y v\

NS el N <| | S A N A S T / || ]’ 7 ] LV S I I ) ]’\( &)

| RS Y (RN DR ol R A i S S Tk | R NS (B CRR el o 9 SN SN TR
\/ / \/ \/ Y / v/ v/ v/

#
$ b 4 o )
*+1 - & +/s+1
011 bt
& "( '
*4
( 4 §*4' * )
60( § ' 64 & 7"
6 b '
( § ! *4 &
8 S # 5
$ b
( b 5
99 9%,. 9: : :
< n
)
"% $ hUoSHS™ R $U &S (
)s " **8 & (
) + $I" + (
_ *p & (
%$ /0/ (
-1 2 1 2 34
< I< %
< 5
i+, ' o
B 5

S0lden
S0lden@protonmail.com
cco https://github.com/S01den



mailto:S01den@protonmail.com
https://github.com/S01den/Real_Life_GuitarHero
https://github.com/S01den
https://github.com/S01den

HACKULELE

Because all things got to be smart, China gifted us with a
Smart-Ukulele called Populele.

The point is to use a bloated, kind of ugly app to connect
to your uke over bluetooth, sending commands to blink
the lights behind the frets. The app gami es the learning
process, has songbooks and stuff, but as all smart things
go, everyone on the App s page complains about unreli-
able BT connection, bugs, etc.

CLOSER LOOK AT THE SMART

The smart partis easy to pull off from inside the instru-
ment and reveals a boardy board, a lipo-y lipo, and cabley
cables to connect to the blinky blink side.

Main chip there is a Dialog DA14580. Unfortunately,
according to my logic analyzer, both TX/RX (for serial)

& SD10/SCK (for JTAG) aren t active: no easy hacking for
me : (| couldn t get any intel on the tiny thing on the side
thats marked 5F2 A71 TOG.

BLE SNIFFING

| use the NRF52 devKit by Nordic to sniff the BLE traf c.
The output is verbose, the uke sends multiple heartbeats
per second, for some reason, probably to drain the battery
faster.

The Uke s LED matrix state is set by a 19 bytes packet
sent to a GATT service (attribute handle 0x0024, UUID is
0000DC8600001000800000805F9B34FB). 3 bytes per
string (G, C, E and A) are sent to set 18 LEDs (only the 18
MSB are used) as so:

F1 AA AA AA EE EE EE CC CC CC GG GG GG 00 00
00 00 00 00

The bluez. py script will let you send these packets
through BlueZ.

https://github.com/furikuda/hackulele

Hackulele

INSIDE THE FRETBOARD

Hooking up your logic analyzer on SDA/SCL you get a
listing of the 1°C commands sent at boot time to the
1S31FL3731 chip (address 0x74).

No idea why the chip sends all these 0x08

;j 82 commands, as they are nowhere in the
74 FD 0B IS31 doc, trying to  x weird timing issues
74 08 maybe? Or just sloppy coding?
74 0A 00
74 08 | just ignored and wrote a CircuitPython
I 52 Ly lib to talk to the LED matrix (main.py).
7400 FF The annoying part was nding what LED
74 08 address corresponded to where on the
74 02 FF fretboard.
7408
74 04 FF To connect to the LED matrix, pull SCL &
;j 82 e SDA up with a 4.7K resistor,
7408 ground INT, and set SDB as a -
7408 FF enable pin. The 5V VCC will ‘
;j 8§ o need more than 50mA, so ’
7408 don t use an arduino GPIO. .
74 0C FF
7408 . h‘ ‘
(- FEMALE/UKE SIDE
o
7408 — S
7408 |_I —1 I—I II
7490 55
o : 5V GND scL I| ll
7408
T | SDB INT SDA | l
7408 I I ]
74 08 I l|
74 92 55 ' |
;j 82 You now get full control of the l i
74 93 55 LEDs PWM and super fast anima- ]
tion update without the painful l E
BLE setup. ll%
ANIMATIONS! EEE
The library on the repo uses separate g ===

Animator objects to update the
internal LED state.

It is heavily in uenced
by the Best Badge Ever
(2018 DCFurs badge).

&

Both the CircuitPython main.py
and BlueZ bluez . py scripts use
the same Animator objects.

See animations/scroll.py
for an example.

MORE INFO

Link to repo with more
info, resources and docs:
https://github.com/
FurikudaZhackulele

You Il learn about the infamous
Page Night (that comes after the
8" page, and has the 0xOB identi er),

and some ideas for more research.

Jokull Barkson

SAA-TIP 0.0.5
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Hardware Trojans Explained
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https://adamkostrzewa.github.io/
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chubby7/

Ever needed a cheap FPGA board to just throw into a
project somewhere? Are you bothered by the fact that the
most GPIO you usually get is a measly Arduino header?
Look no further!

Chubby75 is an effort to reverse engineer an LED panel
controller board (identified RV901T, available on
Aliexpress for around $20), that just happens to contain:

- a Spartan 6 LX15 FPGA

- 2x Gigabit Ethernet with PHY's As
- 8MBytes of SDRAM on feen
- over 70 5V GPIOs RC1

We provide extensive documentation to turn this board
into an FPGA development board for education and
research. And, given enough effort, you might even be able
to write a proper open source stack for controlling LED
panels!

We also provide support for Migen/MiSoC/L.iteX, so you
can define your digital logic in Python. To blink an LED
run the following Python code in the Chubby75 git
checkout:

from migen import *
class Top(Module):
def __init__ (self, platform):
# Single clock domain from external
# oscillator.
osc = platform.request(“clk25")
self.clock _domains.cd_sys = \

Clockbomain()

self.comb += self.cd_sys.clk.eq(osc)
# Blink that LED.

led = platform.request(“user_led")
counter = Signal (max=25000000)
self.sync += \

If(counter == 0,
counter.eq(25000000),
led.eq(~led),

)-Else(
counter.eq(counter-1))

)

# Instantiate and build for RV9OO1T.

from platform import Platform

p = Platform(Q

t = Top(p)

p-build(t)

# Program over JTAG with xc3sprog and a

# Xilinx Platform Cable.

import migen.build.xilinx.programmer \
as prgs

prog = prgs.XC3SProg("xpc*)

prog.load_bitstream(“build/top.bit")

Don't forget! Using LiteX allows you to quickly integrate
support for Ethernet (via LiteEth), and SDRAM (via
LiteDRAM). And, if you want a soft core, this FPGA will
easily fit a Lattice LM32 and a bunch of picorv32 RISC-V
cores! In the repository, you'll find a working example of
SDRAM + LM32 running C code.

Right now you will still need Xilinx's ISE suite to develop
for this board. However, there are efforts to bring an open
source toolchain to Spartan 6 FPGAs, so keep your eyes
peeled!

twitter.com/g3k

github.com/q3k/chubby75

repository licensed under CC-0

chubby75

poring old

urn this controller

ane :
|\r_\FE% gm FPGA devboard

You might be wondering - how do you document a 4 layer
PCB and get a full pinout of all the connectors?

We started by finding JTAG on the board. Thankfully, it's
marked on the silkscreen, so we just had to scrape the
soldermask off and solder to it. With that, we could start
running our own bitstreams on the board. But how do we
even know where a clock or an LED is?

We ended up taking a brute force approach. One board
was fully depopulated, sanded, and photos were taken of
every layer. This allowed us to understand some things
about how the PHYs and SDRAM are connected, and how
to control the 1/O buffers on the board. We post processed
the photos of the layers in GIMP and then layered them in
Inkscape, so that we could trace and label things as we
discovered them.

'..E "ill.‘sllilliﬂ'_a

(l.ll.ll.“'

Once we had a general idea of how things worked, we wrote
a little piece of Migen code to take all unknown pads of the
FPGA and make them output their identifier as a repeated
ASCII string via UART. Using this, we could just probe the
two large connectors on board with a USB to UART adapter
to immediately know what pin of the FPGA drove what pin
of the connector.

Chubby75 is a collaboration brought to you by:

Niklas Fauth, Jan Henrik, q3Kk, carrotindustries,
enjoydigital, jeanthom, informatic and many others.

g3k

CCBY 4.0




WOOZGk [ vuz K],
the motorized shopping cart

ingredients:

- one shopping cart
(gynvael wanted me to
mention that you can buy
one legally on ebay)

- one hoverboard

steps:

1) disassemble hoverboard

2) cut out hub motor brackets
from chassis with bandsaw

3) (optionally) square down
the brackets on a mill

4) remove front wheels from

cart
5) cut down a 50mm flat bar to length

and attach it to the front wheel
mounts (likely with M12 bolts)
6) drill 8mm holes in bar and attach

hoverboard motor brackets
7) mount a metal box on the bottom of the cart basket with zip-ties

or another low-tech solution

8) mount controller and battery in box

9) fasten hub motors to brackets, run cables to control box (use 3-
way electrical wiring for BLDC phases, CAT5 for hall sensors)

10) flash the controller board with

github.com/niklasfauth/hoverboard-firmware-hack

11) attach controller to a thinkpad via UART and write python code
that sends control packets

12) wear a helmet

13) try not to kill yourself

see https://wiki.hackerspace.pl/projects:w00zek
for more info, test drive footage and some control firmware code

g3k

twitter.com/q3k
CCBY 4.0




A guide to ICO/PDF
polyglot files

In this article we are going to demonstrate how to
create a polyglot file that is a valid ICO image as well
as a valid PDF document.

These two file formats have a couple of interesting
properties that make this endeavour possible.

ICO is a container format for files that can contain one
or more BMP or PNG images. An ICO file is defined
by a 6 byte header that contains some magic bytes and
the number of images in the file. This is followed by a
16 byte header each for every one of the images which
among other data contains the offset and size of the
actual image data.

While it is common practice to have the image data
start immediately after the headers this is not strictly
required. Any data that is not located inside one of the
image data areas specified in the header is ignored.

The PDF file format is specified in 1SO 32000. This
specifications requires PDF files to start with the magic
byte sequence %PDF. This requirements collides with
the ICO header. Fortunately practically all PDF libraries
and applications implement the Adobe supplement to the
ISO 32000 which only requires the magic bytes to be
present in the first 1024 bytes of a document. This
gives us enough room to fit a ICO header with up to 63
sub-images before the PDF data.

Additionally there are several ways to include non-
visible binary data in a PDF file. This is where we are
going to put our image data. In this particular example
the data will be placed into stream objects which have
the following format:

A guide to ICO/PDF polyglot files

As long as the source file contains less than 64 images
we are at this point still comfortably within the first
1024 bytes of the output file and can simply append the
bulk of our PDF file up to and including its last stream
object.

outfile.write(pdf.read(OFFSETLASTSTREAM)

After this we extract the image data from our input
ICO and append them as additional stream objects with
suitable, unique object ids.

OBJSTREAM_HEAD = """ fg 0 obj <<
/Length fg
>>
stream
OBJSTREAM_TAIL = """ endstream
endobj
for i in ico_data:
outfile.write(OBJSTREAM_HEAD.format(
obj_id, i[0]).encode(utf 8))
icofile.seek(i[1], 0)
ico_offsets.append(outfile.tell())
outfile.write(icofile.read(i[0]))
outfile.write(
OBJSTREAM_TAIL.encode(utf 8’)

)
obj.id +=1

At the end of the output file we can then simply append
the rest of our source PDF.

pdffile.seek(OFFSETLASTSTREAM, 0)
outfile.write(pdffile.read())

OBJECT_ID 0 obj

<<

/Length LENGTH_OF_DATA
>>

stream

IMG_DATA

endstream

endobj

The last thing that remains to do now is to fix the
offsets of the image chunks in the ICO header. Since we
saved the offsets when appending them to our output
file this is easily accomplished.

ico_offsets.append(outfile.tell())

outfile.seek(18, 0)

for i in ico_offsets:
outfile.write(struct.pack(’<l’, 1))
outfile.seek(12, 1)

Where OBJECT_ID is an unique numerical id,
LENGTH_OF_DATA is the number of bytes of data
in the stream and IMG_DATA will be our image data.

Armed with this knowledge about the file formats and
an idea how to interleave them we can start to create a
file that is a valid 1CO as well as a valid PDF from two
existing files.

First we need to determine the number of images in
the ICO file from bytes 5 and 6 of its header so we can
copy all the headers to our output file.

img_count = struct.unpack(
'<HHH’, icofile.read(6))[2]

icofile.seek(0, 0)

outfile.write(icofile.read(6))

for i in range(img_count):
outfile.write(icofile.read(16))

https://twitter.com/tickelton
https://tickelton.gitlab.io/

Now we are in possession of a ICO-PDF polyglot file
that we can put to good use by e.g.:

embedding a CV/job posting into the favicon of our
website to challenge recruiters/job seekers

putting a manual for its easter eggs into the desktop
icon of our application

A Python implementation of the process described
above including example data and ready made polyglot
files can be fount at https://github.com/tickelton/ico-
pdf.

Structuring the PDF data in a way that the images
are embedded not as raw streams but as attachments
that are also visible in the PDF document is left as an
exercise to the reader.

tick
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Adding any external data to any PDF

Adding any external data
to any PDF
Attaching

Mame

@ | ] hellozip_

To attach a file to a PDF, you can rely on free
tools out there:
J>@E > =NJ>@ ; NN, =BU@F?M GS@F?N<CH

I ONJON ; NN; =B?>NJ>@
Note that Adobe Reader forbids to download
EXE, VBS or ZIP files, so you might want to
rename their extensions.
When attaching such files, the entire PDF is
recreated, so you can't revert to the original doc.

Incremental updates
A more elegant way to attach a file is to do it via
an incremental update, so that you make it clear
that the file was attached afterwards: the content
of the original file body is unmodified, only the
updating elements will be appended: an XREF
update, a new catalog that references the
attachment, the attachment declaration and its
data stream.
@]I LN @NT 6 @/ G 0S- Q0%
NNN . A
> = 2 @NTN J?HII>@,
6 =L2; N? ; H ; NN: =BG?HN
6 G >C@ NB? ?RN?HMCI H NI <SJ; MM <F; =EFCVNCHA
> =N?G<?>>?>&CF?! >>UH, G?1,

> N A H Gh H G v AUAQ,
0 M P? CHEL?G?HN; FF§
>| =NM P?) H=L U0,
This script may look really simple, but it will
handle for you complex cases such as
linearization, object streams or classic xrefs, will
only append new or updated objects and leave
the original file body intact, and will give back a
perfectly valid PDF file.
That said, if you attach a ZIP to a PDF, you
could think of making it a ZIP/PDF polyglot.

Incompatibilities with polyglots
But these are mutually exclusive: even if you
store the incremental update with no
compression via:
>l =NM P?0>1 =NH; G?n,

CH=L?G?HN; FR4LO?n ?RJ; H>2f dda,,

Fay

some incompatibilities will remain.

Ange Albertini

SAA-ALL 0.0.5

Absolute offsets

To be perfectly compatible (for example with 7z
or Windows Explorer), a ZIP needs its offsets to
be re-adjusted so that they are absolute to the
file, not relative to the start of the archive. This
can be fixed in place with the Info-ZIP TCJ, 0&
command.

But then when you extract the ZIP as a PDF
attachment, its offsets will be incorrect again, as
only the attachment will be copied out of the file.

Embedding by hand

So you may want to drop the attachment

functionality altogether, and just embed the file

as a single data stream instead:

6 =L?;N? ; >0GGS | <D?=N ?HNLS

I<D. < 2 >l =NUA?N. ?QBL?@l,

>| =N0QJ>; N?/ <D?=N0I <D. < aSCdziAd,

6 ;>> =l HN?HNM | @ NB? ; L=BCP?

> =N0QJ>; N?3NL?; Gl <D. <i,
:CI> N, n H?QR4LO?0

Appended data

Some tools will still complain that there is

appended data after the archive when you read

it from the polyglot. A workaround is to extend

the archive comment to the end of the file once

it's in the polyglot:

6 FI/:,‘ NCHA ’NB? =/ (X;?HN F?I—IA/\B CH NB? .')QéM 94 #$,

6 DASCA [A <$QVE [A . <#$ [ A4l N FSCVE J A4l N: F#$,

é DE&#$3CT? D& @PN J A#l G ?H

| @PN 2 @F?>; N, NL@H>UA0+HdEGAD H | 3

6 H?Q =l GG?HN F?HANB

F?HANB 2 F?HU@F?>; N; 0 o | @PN d |,

QCNB | J?HII>@ AQ<Al ;M @A
@IQLCN?0@F?>; N; SAI @WPNs(,
@QLCON?UMNLO=NNJ; =EUAS ( An F?HANBQ,
@NQLON?U@F?>; N; Sl @PNH] Asg,

To avoid archive viewers to show an archive
comment that is now full of PDF keywords, a
working trick is to start the comment with a null
byte: just append such a byte to the ZIP when
adding it to the PDF document.

Conclusion

Attaching a file via an incremental update is an
elegant way to extend a document while
preserving its original structure.

But a ZIP file can't be at the same time attached
to a PDF doc and referenced externally as a
ZIP/PDF polyglot.

Ange Albertini with the help of
Nicolas Gr®goire, Gynvael Coldwind and
Philippe Teuwen.,

@angealbertini
http://github.com/corkami/
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Graph (main) > Disassembly

g | int main (int arge, char *=argy, char *“envp);

entry.fini0

entry.init0

entry0

main r int32_t var_8h @ el
sym.pltgot int3? t arg 4h @ es
sym.__libc_csu_fini

sym.__libc_csu_init
sym._x86.get_pc_thun
sym._fini

sym._init
sym.beet

sym.deregister_tm_clones Free and Open Source RE Platform powered by radare2

CALL FOR COMTRIBUTORS

sym.register_tm_clones ;; erd eax
We are looking for open-source enthusiasts to join the team! i

sym.rot13

sp
Cutter is a Qt and C++ GUI for radare2. Its goal is to be an advanced, free, =

open-source, and easy-to-use reverse engineering platform.

18 Items
Graph Overview

https://cutter.re’| Twitter: @r2gui | Telegram: t.me/r2cutter
sp
eax
esp
ecx
ebx
ebp
esp
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PNG Themed Python Code Golf

0«00 INTRODUCTION

Back in May 2019, Gynvael Coldwind organized a code
golf competition®°° where you could win a ticket for
CONFidence™?, aninternational IT security conference.
Actually, there were 3 competitions for 3 technologies:
C++, JavaScript and Python 3, but I-ll focus on the last
one. The goal was to write a program that generates
a valid PNG Qle named conf i dence. png with pixel val-
ues exactly matching a speciQed model image. Entries
were run on an o3ine, fresh install of Ubuntu Server
19.04 using pyt hon3 confi dence. py command. Also
there was a 60 seconds execution time limit. Darn! No
brute-forcing. The smallest confi dence. py Ole wins!
Accidentally, l-ve managed to win®%2 with a 1133 bytes
solution but let-s do better! Shall we?

01 THE IMAGE
The model image®™®3 was a 11746 bytes sized Qle:

COMFIDEMCE
Im

The Qrst step is to make the image as small as possi-
ble while preserving pixel values. After a quick anal-
ysis: it-s completely opaque and uses only 8 unique
colors. The PNG Qle contains some metadata we can
strip. Also you might notice that the image is made of
solid 20820 pixel blocks. You can scale it up and down
by factor of 20 losslessly (using no interpolation). Sadly,
the default Python 3 installation doesn-t include any im-
age processing library, so let-s abandon this approach.
Using GIMP to remove metadata, alpha channel and
to convert the image to indexed mode gets us a 4283
bytes PNG Qle! Then we can use a PNG optimizer like
opti png or pngcr ush to get as low as 2547 bytes, but
the best results are achieved using zopf | i png®®* with
Qags --iterations=50 --filters=01234nepb (a bit of
overkill,  know). That gets us as low as 2428 bytes! For
some web browsers and other apps, Qrst 2408 bytes
would be enough to display such a damaged PNG Qle.
But since we need a correct PNG Qle, we probably can-t
get below 2428 bytes while preserving pixel values.
Prove me wrong :)

0x00https://gynvael.coldwind.pl/?id=710
0x01https://confidence-conference.org/2019/krakow.html
0x02https://gynvael.coldwind.pl/?id=711
0x03https://gynvael.coldwind.pl/img/confidence_2019_golf.png
0x04https://github.com/google/zopfli

blamedrop

Public Domain

PNG Themed Python Code Golf

0x02 THE SCRIPT

So far, we-ve op-

0 Method Bytes
timized the PNG bz2. conpr ess 950
Qle as hard as we [ Zrma. conpr ess 768
could. Now, What gzi p. conpr ess 732
?bOUt squeezing 71 conpress 722
it up even further 717 conpress (I evel =9) 720
by applying gen- = o _Geflate 710

eral purpose com-
pression? We could use Python-s methods, but zopf | i

wins again with raw deQate stream. To decompress itin
Python we need to use zl i b. deconpr ess with wbi t s=8
as additional argument. Now, what about putting these
710 bytes of binary data into a Python script? We would
need a whole 2009

Method len() len(repr()) bvies to I epr nt
b64encode 948 951 . y P gse
it as a bytes literal.
ag5encode 888 915 First th ht + th
b8sencode 888 gor  'rstthoughtztne

Base64! But wait!
The base64 module also supports Base85 encoding.
With larger character set it is more eQcient. Itis a
code golf after all, every byte counts! Putting this all
together gives=

inport zlib, base64 as b; open(' confidence.png ,'wb').
wite(zlib. deconpress(b. b85decode(' >kROr=| D>(\gj g4 _4
I HAVg ozY ?Xel | M NI3K20Hh=W_r 7- bSx7~4>Q-U N @\ipez~y4cvf uABLVZp&N2
2Q:T7st qady58y Q8| zX?Pee! gk9"=LnP7H( Bd=3*#0" QAXf GIVCEXNT G +UQSdM E
8eUw $Ub_Z5J94bE&77_2*v#6TxaFskPt 8cVTA T10dYc; OVNW Lb} I A | 2(z; Y+Z$0A
PSOBM t f U ; | ANXYKXPY | 2yPi +Mir uO<} n~EF +) ad5@ UL* 997" ONCR2TQWNX* gFY
@ 6=JpT770r (3% - B&I! xp( wHtq_&@aMuCBodhRIa*hh™ MiTgsf u8SNAi s"%" t V@
cM%) hH$U 0s hn"Eb=yX6x GB{ PREqXZp} g3+ 7B 0e810'y_Qr+S@ANRDKEW
$S7SD 2#1{ $EZ#7t D N LBT888av] 0@YGsLCPUEEf $* | Roee_LnGPM®% Bkt 7NX) V
pAWIz& 9) M-7>k6{ >NB& | W| *=i Y500<_c™ MKN #TK* v6* FnMHVR{o6#cgSyz; @vbYB
<ZIXMIN(*| 2d2Sq( u?) * S<zu9Bl ) @ &$8-6Tul 2° 0?; 09=8{ WM | P*#0d0qzl 0_j RP<
Ra=6l } Qpx% exKO e7@4x%6-0120u7?ku’ ouf *46] _ M/t j >kB+&S) | wee( Nol * RQp- 2q
31 0zFni FPOVFU } WSCBhyhlj 9$EOYK] t - ~I pdQrABpo?| | HNAM T 5ne7bews) ynveu
f RIVEDCTTQ x98M QUG * v{ PeY@X YuD3nOQILt gn2J4w ~+) r dG sByt 6f sZ { MLP
Z2\ka9| 5"L~\V2i eZdl S=8Jghz&l YO~c) | $zt al0elss' ), -8))

g working solution that is only 982 bytes! You can
count them all ;) Notice the import statement and lack
of b before the encoded data string. Remember that
many text editors add an additional new line character
to saved Qles. Get rid of it! It-s whole 8 bits, 8 bits too
many for a code golf competition=

003 GOING FULL BINARY!

What about skipping b85encode and embedding raw
binary compressed data in script? Wait. That-s illegal!

#codi ng=| 1 . o
inport zlib;open(' confidence.png ,"'wb'). wite(zlib.d
econpress(open(__file_,'rb').read()[111:],-8))#A D

Yes, after # goes binary zopfli output. Not included
here due to 0070 complaining= This makes a 821
bytes solution. A certainly dirty but working solution!
So, this works for some binary data and some en-
codings. If you do really want to use this trick, for
whatever reason, you can just go brute-force and
generate Qles with all Python encodings from the
encodi ngs. al i ases. al i ases. keys() and your binary
data then try running them. Pick smallest working one.

And remembers Do try this at home!
T bl anedr op

mailto:blamedrop@gmail.com
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